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Intro?

Dr. Amin Hasbini



Why am | doing this course?

* Pleasure
* Learning

e Just curious



is course/workshop

The goal of th

This document is TLP RED



First and Foremost for Cyberwarriors only

This is no magic or secret sauce
It’s a continuous knowledge acquisition/maintenance process!
In most cases, It’s not even about knowing the information

B w e

There will always be much more to learn!



Disclosure / Disclaimer

* No criminal activities please

* No misuse of knowledge

* We are Ethical Whitehat Hackers

* What this course/workshop is offering

* What this course/workshop does not offer
* 2-way communication?

e Sessions format? Break?



Material that will make your life easier
sometimes

* Internet speed
* Specs 4 CPUs, 8GB RAM, SSD

* V/mware



Setting the scene



Growth of internet users

https://en.wikipedia.org/wiki/Global_Internet_usage
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Global loT market forecast (in billion

connected |loT devices)
Mumber of global active loT connections (installed base) in B

a0- Connectivity type

271 wireless Neighborhood

Area Networks (WNAN)

[ Wireless Local
Arca Metworks (WLAN)

M wireless Personal
Area Networks (WPAN)

2015a 20163 201/a 2018a 2019a 2020a 2021f 2022f 2023f 20241 20251 = CAGK

This document is TLP RED



Global 5G adoption in 2022 and forecasts in
millions

W Asia-Pacific M North America M Europe
W Latin America [ Middle East & Africa

" 2020 2021 2022 2023 2024 2025 2026

Forecast as of June 2021
Source: Ericsson Mobility Report

@O statista %a

This document is TLP RED
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Worldwide cloud market share as of Q4/2021

aws
Anve I >
&) Google Cloud _ 10%
CJnibabacioud [N 6% :
£ 18M Cloud - % 2021 cloud infrastructure
- 3% service revenue

178 billion
& Tencentcloud [ 3% i37% vs. 2020)

-

* includes platform as a service (PaaS) and infrastructure as a service (laaS)
as well as hosted private cloud services

Source: Synergy Research Group

@®E statista %

This document is TLP RED
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The cybersecurity domains map

Data Leakage Prevention Patch Mar

The Map of Cybersecurity Domains

DDoS Prevention

o

Endpoint Hygiene

Data Protection Network Design Secure System Build

Container Security

Security Architecture Cryptography

5 Cloud Security
Federated Identity

Access Control

Key and Secret Management
MFA & S5O

Identity Management
Security Engineering CIS Top 20 Controls

CIS Benchmarks

Identity & Access
Management

Privileged Access

Management NIST Cybersecurity

Certifications Framework
Career Development " —

and Standards

Role Models (Peer Grnups) (Self study)

OWASP Top 10
(WebApp & API)

(IoT Security)-"-‘-----"--(Physical Security)--..‘..,....,...‘....‘

Vulnerability

Threat Hunting Management

Training (new skills)

SOAR SIEM Security Operation

Active Defense

User Education

Detection

Security Operation Centers Incident Response

Awareness (reinforcement)
Breach Notification

Investigation Cyber security table-top

Containment Blue Team excersice

Forensics

Eradication Breach Notification

Red Team

Contextual

This document is TLP RED

Configuration

Henry Jiang | March 2021 | REV 3.0

Certificate Mana gement
(Internal & External)

CI/CD integration
= EED)

Encryption Standards &
Security QA

SAST Open Source Scan
HSM ~n.( Source Code Scan
1S0 27001 Assets Inventory ) A4t Pary Risk
27017 Vulnerability .
27018 sean

. § Infrastructure
R < \(Network and Systems)

{ Penetration test }* Social Engeering

( Data-Flow Diagram )

MITRE o, DAST
ATT&CK . Risk Monitering Services
Framewcrk b e (Risk score) Application Pen Tests
Risk Treatment Acceptance
Actions Statement 1. Process Owners

Cyber Insurance

Enterprise Risk Management Lines of Defense 2. Risk Mgmt Group PCI
Risk Register 3. Audit Industry Specific HIPAA
BCP/DR Plan Risk Appetite
GDPR
SOC1/S0Cc2 ISMS Central Government
Crisis Management
GLBA

CCPA

: Laws and Regulations Regional

Threat Intelligence

NYS-DFS 23 NYCRR 500
Governance

Executive Management Inveolvement
Risk Informed

Company's Written Policies KPI

Reports and Scorecards KRI

Internal Pelicy
Standard Guideline
Procedure

Compliance & Enforcement



The cybersecurity certifications map

Security Assessment S
curity Security and Risk Management and Testing S

AM

Security Operations

Cloud/SysOps GRC Forensics. ncident Handling Penetration Testing Exploitation

ITIL Master

CIS5P Concentrations

CPTIA
Mile2 Red vs
Blue

C)PEH | GCPEH

v soe | ow.

399 certifications listed | July 2021

TOGAF Fdn

ITIL Fdn

https://pauljerimy.com/security-certification-roadmap/ This document is TLP RED



This document is TLP RED

https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/




Module 1 Networks and
Systems security basics

Dr. Amin Hasbini



CIA

This document is TLP RED

17



5min: what is CIA?



The CIA triad

~
Confidentiality
Ensuring that information is accessible to only
those authorized to have access
J
~
Integrity
Safeguarding the accuracy and completeness
of information & processing methods

J
~

Availability

Ensuring that authorized users have access to
information & associated assets when required

J

This document is TLP RED



CIA priorities per environment

H Enterprise IT environment Industrial OT environment
1 Confidentiality Availability

2 Integrity Integrity

3 Availability Confidentiality

This document is TLP RED 20



AAA

This document is TLP RED
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5min: what is AAA? AAAA?



The AAA model

* Authentication
 Who are you?
« "l am user student and my password ILoveMom123 proves it"

 Authorization
« What can you do? What can you access?
e "User student can access host NT Server with Telnhet"

« Accounting

« What did you do? How long did you do it? How often did you do it?
« "User student accessed host NT Server with Telnet 15 times"

« Auditing? (AAAA)



Encryption algorithms



Symmetric encryption

Symmetric and Asymmetric

This document is TLP RED



5min: what is symmetric encryption?



Symmetric encryption: RC4, AES, DES, 3DES,

QUA

Plantext

P~

Encryption e

Pecryption /

This documen tis TLP RED

Ciphertext

HASh&KX*
?>Wes]L3A
H9vEBwA5

<Q1-1#...
/4
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Asymmetric encryption



5min: what is asymmetric encryption?



Asymmetric encryption

* Every user

e Public key
* Private key

* Encrypt with Public key, Decrypt with Private key => Encryption
* Encrypt with Private key, Decrypt with Public key => Sighature



Examples RSA, Diffie-Hellman, ECC, El Gamal,
DSA

Plamwtext Ciphertext

Encryption | g ‘

HASh&KX*
?>W6s]L3A
H9vBBwA45
<Q1-14#...

N

I

2 | Pecryption

https://www.101computing.net/symmetric-vs-asymmetric-encryption/

This document is TLP RED
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Asymmetric Encryption

O
1!

‘; Asymmetric ; !
Key Pair
) O

-1
L] |

—
LT

er—— Public Key ————— Private Key e ——
Encryption Decryption
Plaintext Ciphertext Plaintext
(Receiver)

(Sender)

https://www.encryptionconsulting.com/education-center/symmetric-vs-asymmetric-encryption/ This document is TLP RED
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Symmetric Encryption

Shared Key

ABCDEF
ABCDEF
ABCDEF

Message Encrypt

Asymmetric Encryption

Public Key

ABCDEF
ABCDEF
ABCDEF

Message Encrypt

https://qvault.io/cryptography/aes-256-cipher/

...................... Shared Key

Ciphertext Decrypt

Private Key

Ciphertext Decrypt

This document is TLP RED

ABCDEF
ABCDEF
ABCDEF

Message

ABCDEF
ABCDEF
ABCDEF

Message

33



Symmetric Vs Asymmetric algorithms

Attributes

Keys

Key Exchange

Speed

Number of Keys

Use

Security Service
Provided

https://qvault.io/cryptography/aes-256-cipher/

Symmetric

One key is shared between two or
more entities

Out-of-band

Algorithm is less complex and
faster

Grows exponentially as users grow

Bulk encryption, which means
encrypting files and communication
paths

Confidentiality

Asymmetric

One entity has a public key, and the
other entity has a private key

Symmetric key is encrypted and
sent with message; thus, the key is
distributed by in-bound means

Algorithm is more complex and
slower

Grows linearly as users grow
Key encryption and distributing
keys

Confidentiality, authentication, and
non-repudiation

This document is TLP RED
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More examples => symmetric or asymmetric?

* The mailbox letters?
e HTTPS to my bank?
* Mobile app communication with my favorite shopping platform?



Public Key Infrastructure (PKIl)



5min: what is PKI|?



P K | CA Keys are stored on all

computers/devices and

Chain of updated regularly
Trust — -
Certificate Authority
.. The CA verifies the
DIgIt&l\ / o company/server before
Signature issuing an SSL/TLS

certificate.

Root Certificate
The client (i.e. a user's
l browser) verifies the server

via the CA's Chain of Trust.
Intermediate The public key is used to
. encrypt data.
Certificate

The private key is used to
decrypt data.

LT
— XN
— ST
: _“ — : — % ‘
. SSL Certificate  Server  Private Key . Public Key

https://www.thesslstore.com/blog/how-pki-works/

This document is TLP RED



Example SSL/TLS handshake

S m -

PEEEE——
=)

SEmmmm——)

This document is TLP RED

https://www.101computing.net/symmetric-vs-asymmetric-encryption/
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5min: How can | see the certificates store on
Windows?



Hashing algorithms



5min: whatis a hash? MD5? SHA1?



Hashing algorithms

Hashing Algorithm

https://auth0.com/blog/hashing-passwords-one-way-road-to-security/

Plain Text

i

Hash Function

This document is TLP RED

#b!cld
&"(#df
#!sk844#

7

Hashed Text



Example hashing algorithms

 MD5 = 128 bits (Designed in 1991)

* MD6 = up to 512 bits.

* SHA-1 = 160 bits.

* SHA-224 = 224 bits.
* SHA-256 = 256 bits.
* SHA-384 = 384 bits.

* Tiger = 192 bits.

* Whirlpool = 512 bits.

https://www.freecodecamp.org/news/md5-vs-sha-1-vs-sha-2-which-is-the-most-secu

re-encryption-hash-and-how-to-gheck-them/

Hash sum

DFCD3454 BBEA788A
Z/51A696C 24D97009
CA992D17

52ED879E 70F71D92
6EB69570 O08SE03CE4
CAB945D3

Input
Hash
Fox function
The red fox Hash
R function
the ice
The red fox Hash
walks across function
the ice

46042841 935C7FB0
9158585A B94AE214
26EB3CEA




Example use of research hashes

e Securelist
e Virustotal!



LAB1

* Send me a PGP encrypted file

* Steps
1. Download/run the required toolset
Generate PGP key
Import my PGP public key
Encrypt file
Send me the file
Send me your PGP public key
Wait for my reply

N o Uk WwN



Homework

e Lab PGP 13min:
https://drive.google.com/file/d/1INBU6zmAtBcp2Y1Fs6jtHk5NQgXGn

UeOa/view

e Additional multi-factor authentication examples for online services
explained ~11min: https://www.youtube.com/watch?v=fzUVrz0ixn8

This document is TLP RED


https://drive.google.com/file/d/1NBU6zmAtBcp2Y1Fs6jtHk5NQgXGnUe0a/view
https://www.youtube.com/watch?v=fzUVrz0ixn8

Need a volunteer for a Public key / Private key
connection simulation

>

Userl wants to communicate with user2, he already has his Pub2
1. User 1 applies PGP algorithm using Pub2 =>?

2. User 1 applies PGP algorithm using Privl =>?

3. User 1 applies PGP algorithm using both Pub2 and Privl =>?

This document is TLP RED



A last look at the PGP toolset

* PGP is an example implementation of public key / private key
* PGP Integration
* PGP and cloud?

https://gnupg.org/software/swlist.html



A last look on the critical role of PKl and CAs

* DM
* RU



Any last questions?

CIA, AAA, AAAA
Encryption, Hashing, Public key/Private key, PKI

This documen tis TLP RED



Main cybersecurity organizational
concepts
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Data Protection (e.g. GDPR)

e Lawfulness, fairness, and transparency
* Purpose Limitation

* Data Minimisation

* Accuracy

* Storage Limitation

* Integrity and Confidentiality

e Accountability

https://www.dataprotection.ie/en/individuals/data-protection-basics/principles-data-protection



Data governance

* Recognizing data as an asset

e Data ownership and accountability

* Following standardized rules and regulations
* Managing data quality consistently

* Change management

* Data audit

https://tdan.com/defining-data-governance-core-principles/17087



Data governance policy example

FROM “MY DATA"
TO “OUR DATA"

DATA GOVERNANCE IS
“EVERYONE'S RESPONSIBILITY"

]

DATA MUST BE ACCESSIBILITY
RECOGNIZED AS A VALUED &
STRATEGIC ENTERPRISE ASSET
ACCURACY
o & L
DATA GOVERNANCE ;
POLICY = DATA MUST HAVE CLEARLY E COMPLETENESS
z DEFINED ACCOUNTABILITY =
AS PART OF THE g &
INFORMATION GOVERNANCE a ¢ = CONSISTENCY
MANDATE 0 N
Y DATA MUST BE <
APPROVED BY < | MADROED TOEOLLOWINTERNAL & “E-' RELEVANCE (NON OBSOLETE)
SENION MANACENEST ] EXTERNAL RULES / REGULATIONS
o & | [
TIMELINESS
DATA QUALITY MUST BE DEFINED
& MANAGED CONSISTENTLY
ACROSS THE DATA LIFECYCLE UNIQUENESS
FIRST TIME RIGHT, AVOID RISK &
EVERY TIME COMPLIANCE ISSUES
POLICY —w PRINCIPLES —n DIMENSIONS

https://tdan.com/defining-data-governance-core-principles/17087

This document is TLP RED




Risk and Compliance

eLaws
«Statutes
«Regulations

«Tier 1 — Organization
«Tier 2 — Business Lines
«Tier 3 — Assets (e.g., Systems, People)

«ISO Continuous
«NIST Improvement

«Organizational
«Information Tech.
«Information Security

Systems

Authorization
(NIST RMF, ISO, COBIT)

«PCl
«Customer Contracts
+B2B Agreements

«NIST CSF
«ISO
«Organizational

« Administrative
«Physical
«Technical 0 eC espo DLE

https://aws.amazon.com/blogs/security/scaling-a-governance-risk-and-compliance-program-for-the-cloud/

This document is TLP RED

«Threat Landscape
«Implemented Controls
«Insider Behavioral Analysis )

,

«Systems

« Processes

« Audit Preparation Y
~

«Regulatory Audits
« Standards Audits (e.g., ISO)

« Contractual Audits (e.g., PClL
«Internal ki
«Regulatory Bodies

« Customers )
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Data classification

CO nfl d e nt|a I » Sensitive information

e Non-sensitive information that is not released to

Internal Sublic

P U bI |C ¢ Information has been approved for public access

https://newsletter.icto.um.edu.mo/data-classification-and-you/

This document is TLP RED



|[dentity and access management (IAM)

* Single Identity (one record per person in the Person Registry)
* Single Credential (one username and password per identity)
 Standards based

* Platform agnostic

* Secure

* Highly Available

* Logging and Auditable Transactions

* Measurable performance metrics



IAM example technologies

 MFA Multifactor authentication
* OTP One time passwords (SMS/APP/Token...)
* SSO Single Sign On



Monitoring and operations &
@? Log Collection

Security operations center (SOC)

SOC manager: Supervises the SOC team and reports to the Agaredansl
chief information security officer (CISO) CorralatiaR
Security analyst: Provides real-time risk management and :
security intelligence

Reporting

SIEM engineer: Oversees SIEM (security information and {5}} Securi.ty @
event management) administration, incident response, and @ Operation
vendor management Center (SOC)

Forensic investigator: Analyzes incident data, evidence, and SIEM Research &

behavior analytics

Incident responder: Conducts initial investigations and
threat assessments using incident response plans (IRPs)
Compliance auditor: Ensures SOC procedures remain in
compliance with government regulations and industry
standards

Development

Threat

Ticketin
? Intelligence

Knowledge
Base

https://www.fool.com/the-blueprint/soc/

This document is TLP RED 61



Vulnerability assessment and management

» Step 1: Discover: Identify and map all of your assets across all of your
computing environments

e Step 2: Assess: Understand exposure of all of your assets including
vulnerabilities, misconfigurations and other security health indicators

 Step 3: Prioritize: Understand your exposures with context so you can
prioritize remediation based on asset criticality, vulnerability severity and
threat context

 Step 4: Remediate: Prioritize which exposures to address first and then use
the appropriate remediation process

e Step 5: Measure: Measure and then benchmark your exposure so your
teams can make better business and technology-related decisions

https://www.tenable.com/principles/vulnerability-management-principles



Incident response and digital forensics -
process

* Acquisition: In this step, investigators create an exact duplicate of the
media in question, usually using a hard drive duplicator or specialized
software tools. The original media is secured to prevent any tampering.

* Analysis: Forensic specialists then analyze the duplicated files or
technology, logging all the evidence they discover that supports or
contradicts a hypothesis. Ongoing analysis is conducted to reconstruct
events and actions in an incident, helping them reach conclusions about
what happened and how hackers compromised systems.

. ReportinF: Once a digital forensics investigation is completed, the findings
and conclusions analysts uncovered are delivered in a report that non-
technical personnel can understand. These reports are passed on to those
who commissioned the investigation, and usually wind up in the hands of

law enforcement.



Incident response and digital forensics -
Evidence

* It is admissible in court
* It is authentic

* It is complete

* It is reliable

* It is believable



Orchestration and Instrumentation-

Cybersecurity maturity

* Low maturity

SOC: security operations center
SOAR: security, orchestration,
automation, response

https://scardot.medium.com/the-evolution-of-cyber-security-be9fedc8f4c5

Minority of organizations
possess platforms and
structures to proactively
address [T issues and
security challenges.

Level 2 ‘ N

Reactive /SOC

Majority of organizations
possess basic security
operating center solutions
and structures to react to
T security issues. Do not
utililize proactive

IT methods.

Level 1

Unaware

Organizations lack the
necessary informartion to
effectively Lake action.
Unaware or unable to
respond to security issues.

This document is TLP RED

Level 4

Anticipatory
Avery small minority of
organizations possess
platforms, structures and
organizational processes to
proactively address |T issues
and respond to future
security challenges.

Level 5

AI/SOAR

Organizations possess
automated intelligent
platferms, orchestrational
structures, deep learning
technology to predict
IT security issues at
subsecond reaction time
in future IT challenges.
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Other main cybersecurity
Hardware and software concepts



Endpoint security

* File security

* Web security

* Email security

* Mobile security

* Heuristic security (usage of online resources)
* Cloud-based security

* Application control, whitelisting

* Memory anti-exploitation techniques
e Anti-fraud, risk compliance

e Patch and vulnerability management
* Firewall, network security

* Password manager, parental control...



Network security

 Denial of service /Distributed (DoS/DDoS)

* Scanners

* Enterprise Proxy services

 Man in the middle (MITM)

e Switching security, spanning-tree, ARP-injection
* Routing security, BGP...

* Wireless security, jamming, encryption, authentication,
authorization...



Proxy

Control internet usage

Bandwidth control /0\
Privacy/Security - = Q
Data leak prevention ‘ | oo

Data monitoring and logging

Client Proxy Server Internet

https://kinsta.com/fr/blog/proxy-vs-vpn/

This document is TLP RED



Firewall

Internal LAN Router Firewall Internet

DMZ: Demilitarized Zone, services

|
|
|
|
|
' partially accessible from

DMZ Subnet - Servers

!
I
I
I
I
M
I
I

. - . |
\(Mall, DNS, Application), outside/internet
N e e e e e e e e e #
Small test:
https://www.cisco.com/c/fr_ca/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_DMZ_on_the_RV34x_Series_Router.html d emou i .asus.com

This document is TLP RED . .
fortigate.fortidemo.com (demo/demo)



VPN (Virtual private network)

VPN
- Secures your Data o e
YOU & THE INTERNET
GOVERNMENT HACKERS SNOOPERS

https://community.fs.com/fr/blog/what-is-vpn-router-and-why-you-need-it.html

Small test:
demoui.asus.com

This document is TLP RED . .
fortigate.fortidemo.com (demo/demo)



Site-to-site Vs remote access VPN

Site 2 Site
.~'°. Network L = 7 Ty ..". Notwork."..
I xx.x.0/24 @__ ) : @ YYY.0/24 %
H ; \  Internet — .
Y vy
I ", o

- 0
- ‘ . -
- . - -
LTI A AT TT L o

Remote Access

0. = * . e <
- ~
-
-
- )
AT - ]
i i | Internet |
: " '2 \ ./
- |
.

. )
*, Remote User.* k\._)\‘ W

.. ..
.. .
------

This document is TLP RED



Datacenter security

* Virtualization security
* Virtual firewalls/switches/routers

https://www.fs.com

https://www.vmware.com/fr/products/vsphere/data-center-consolidation.html

This document is TLP RED 73



Software and application security

Applications

https://avinetworks.com/glossary/application-security/

\1/

Internet Application Security

& -

This document is TLP RED

Application Servers

@®

®
==

"‘i:@

(@]

,_.@
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Physical security

Datacenter Security

Barriers Fencing +COOI | ng
Perimeter O O +F|re preve nt'On

Seismic Security 247 Days of
bracing operations center security staff backup power
Building O O O O

Two-factor access control:

Cameras Alarms . )
Biometric readers & card readers

Computer room O O O

https://expertslab.wordpress.com/2017/07/10/physical-security/

This document is TLP RED



Disaster recovery planning

* Plan, Policy

* Procedures

* Controls b
* Testing '

This documen tis TLP RED



loT security

* Low maturity domain

Database

https://www.imperva.com/learn/application-security/iot-internet-of-things-security/

Command &
Control Center

This document is TLP RED
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Cloud security

* Low maturity domain

Logical

Segmentation

Configuration

Hardening

Encryption

Asset and Data
Classification

Authentication

User Behavior

Logging and
Reporting

4

Analytics

©0 ® 06 0 0 0

MuLTI FACTOR AUTHENTICATION
ZERO TRUST MODEL

IAM PoLicy
CONDITIONAL ACCESS

Access CONTROL
AWARENESS TRAINING

|IAM ROLES AND GROUPS

INFORMATION CLASSIFICATION & PROTECTION

PROTECTIVE TECHNOLOGIES
DETECTION PROCESS

AUDIT REPORTS
REGULAR PATCH MANAGEMENT

GOVERNANCE
Risk MANAGEMENT STRATEGY

ANOMALIES AND EVENTS
THREAT DETECTION

ASSETS MANAGEMENT
BUSINESS ENVIRONMENT

RISK ASSESSMENT
CONTINUES MONITORING AND ALERTS

ENCRYPTED VOLUMES
KEY MANAGEMENT SYSTEM

ENCRYPTION FOR VPN
PrOXY, NAT GATEWAYS, LOAD BALANCERS

THREAT PREVENTION
RISK AND COMPLIANCE

OS HARDENING
REGULAR SECURITY UPDATES

SEGREGATED NETWORK WITH UNIQUE

ROUTING
ENVIRONMENT SEGMENTATIONS

NOC AND SOC SEGMENTATIONS
FIREWALL AND DMZ

This document is TLP RED

Implementation
Approach

Security
Assessment

Secure
Landing zone

Monitoring
and Logging

Continuous
Risk
Assessment

Built

Governance
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Industrial security

* Low maturity domain

Level 4-5 C g Suum ;l D @
) T 1 l
IT Network ——

Intermet  Firewall

Level 3 | I
Manutacturing |;] lE

Operation

IT Systems and Devices

Manufacturing Operations Systems

Level 2 l I l I ! !

Supervisory

Engineering Supervisory SCADA Historian

Level 1 |#++%]| |++%+%] |%++%] |2++%]
Process Control

Programmable Logic Controllers

Level 0 @ Q

Production Process
Sensors Actuators

https://www.researchgate.net/figure/The-ISA-95-architecture-A-hierarchical-model-of-enterprise-control-system-integration_figl_339510496

This document is TLP RED
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Industrial |OT / I1OT security

Cloud

Cloud - Computing
----------------------------------------------- Augmented | -"7. Bigdata
Smart Workforce Reality | %, analytics
; ; S e SRRy Predictive %' Additive | Advanced
; Effectiveness & Efficiency 8;} Maintenance vy manufacturing (W loss analysis
''''''''''''' J\,_ Real time M2M oD Artificial = Machine
Traceability & Visibility \.)./ monitoring communication | ¥ = Intelligence | =5~ Learning

,,,,,,,,,,,

Industrial loT Platform

Data Integration
Layer

AN

iy

N

Data flow A A A Data flow
" A data flow ) Q)w

Sensor

Manufacturing Execution System (MES)

Security

g IS
o4 ) i';:?.
. "Sc-num A
] T

.

e

Advanced

b ™

Robotics . -

https://www.enisa.europa.eu/publications/good-practices-for-security-of-iot/ @ @download/fullReport

This document is TLP RED
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Securing a robotic arm

.......... Flexible Skin with
Strain-Gauge
Sensor Network

Robot Manipulator Sensor Nodes Joint Drive

Intersection

__________ Element
\
\\
\
g Database \\
2 MODUACT Y
€ Agent —-————k -

VP signal Processing External
Baraiidi Data

S M 4 Processing

-

~ ™ Data Processing 7 Sensor Network /

& Networking &
Routing

B EE

P24 Communication

This document is TLP RED



Additional important concepts



Sandboxing and malware a

Joe Sandbox
f Virtual Machine and Bare Metal (real HW) \

Suspicious
code or data

R —

This document is TLP RED

nalysis

Forensic Data

. - -
| ~—

Test:

app.any.run
hybrid-analysis.com
Joe sandbox
Cuckoo sandbox



Sandbox evasion techniques 2

USER INTERACTIONS

Detect user actions like
mouse clicks and document
scrolling

G €

SYSTEM ANALYSIS

ENVIRONMENTAL

AWARENESS DATA OBFUSCATION
Verify the real-life environment; Trick the sandbox by changing
for instance, find particular hardware DNS names or encrypting AP|
or sandbox-related processes calls

Look for system characteristics
like CPU core count and system

reboots

This document is TLP RED

DELAYED EXECUTION

Execute malware after a short
period of time to successfully
leave the sandbox



Onion routing / Darknets / TOR

Entr%gyard —= Encrypted by Tor

=== Not encrypted by Tor
H—0) o
Tor client ey
Tor .

Middle 1‘;1\ ﬁ‘

ay

Exit relay

https://www.torproject.org/

This document is TLP RED

Darknet sites XYZ.onion

https://twitter3e4tixl4xya
jtrzo62zg5vztmjuricljdp2c
5kshjudavyoid.onion



ETC

* Wireless security
* Hardware security
* Firmware security



Systems hardening



Examples of systems hardening

m Install all security m Install latest service m Install all security = Locking and expiring
patches packs patches unused accounts

m Two different network = File and file system = Implement an SSL = Role-based access
interfaces encryption architecture control privileges

m Keep backups of all = Run services with least m Install a web = Perform periodic data-
data and files privileged accounts application firewall base security audits

https://www.techtarget.com/searchcio/tip/What-ClOs-need-to-know-about-hardening-IT-infrastructure

This document is TLP RED



Business cybersecurity needs,
role of CISO/CSO

Wikipedia: A chief information security officer (CISO) is the senior-level executive
within an organization responsible for establishing and maintaining the enterprise
vision, strategy, and program to ensure information assets and technologies are

adequately protected.

This documen tis TLP RED 89



Role

* Advising on all forms of cyber risk and plans to address them
* Board, management team, and security team coaching
* Vendor product and service evaluation and selection

* Maturity modeling operations and engineering team processes,
capability and skills

* Board and management team briefings and updates

* Operating and Capital budget planning and review, ROSI (Return on
security investment)

Wikipedia



CISO in case of incident

* Correct handling
* Fast response
e Continuous updates to the important stakeholders



Future outlook discussions,
industry and certifications



This document is TLP RED
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Labs/Homework



* Install Ubuntu linux, check bash terminal, gnome desktop
* Import windows 10 VM to virtualization app

* Configure virtual machines for NAT to internet

* Fully update virtual machines



The cybersecurity domains map

Data Leakage Prevention Patch Mar

The Map of Cybersecurity Domains

DDoS Prevention

o

Endpoint Hygiene

Data Protection Network Design Secure System Build

Container Security

Security Architecture Cryptography

5 Cloud Security
Federated Identity

Access Control

Key and Secret Management
MFA & S5O

Identity Management
Security Engineering CIS Top 20 Controls

CIS Benchmarks

Identity & Access
Management

Privileged Access

Management NIST Cybersecurity

Certifications Framework
Career Development " —

and Standards

Role Models (Peer Grnups) (Self study)

OWASP Top 10
(WebApp & API)

(IoT Security)-"-‘-----"--(Physical Security)--..‘..,....,...‘....‘

Vulnerability

Threat Hunting Management

Training (new skills)

SOAR SIEM Security Operation

Active Defense

User Education

Detection

Security Operation Centers Incident Response

Awareness (reinforcement)
Breach Notification

Investigation Cyber security table-top

Containment Blue Team excersice

Forensics

Eradication Breach Notification

Red Team

Contextual

This document is TLP RED

Configuration

Henry Jiang | March 2021 | REV 3.0

Certificate Mana gement
(Internal & External)

CI/CD integration
= EED)

Encryption Standards &
Security QA

SAST Open Source Scan
HSM ~n.( Source Code Scan
1S0 27001 Assets Inventory ) A4t Pary Risk
27017 Vulnerability .
27018 sean

. § Infrastructure
R < \(Network and Systems)

{ Penetration test }* Social Engeering

( Data-Flow Diagram )

MITRE o, DAST
ATT&CK . Risk Monitering Services
Framewcrk b e (Risk score) Application Pen Tests
Risk Treatment Acceptance
Actions Statement 1. Process Owners

Cyber Insurance

Enterprise Risk Management Lines of Defense 2. Risk Mgmt Group PCI
Risk Register 3. Audit Industry Specific HIPAA
BCP/DR Plan Risk Appetite
GDPR
SOC1/S0Cc2 ISMS Central Government
Crisis Management
GLBA

CCPA

: Laws and Regulations Regional

Threat Intelligence

NYS-DFS 23 NYCRR 500
Governance

Executive Management Inveolvement
Risk Informed

Company's Written Policies KPI

Reports and Scorecards KRI

Internal Pelicy
Standard Guideline
Procedure

Compliance & Enforcement



The cybersecurity certifications map

Security Assessment S
curity Security and Risk Management and Testing S

AM

Security Operations

Cloud/SysOps GRC Forensics. ncident Handling Penetration Testing Exploitation

ITIL Master

CIS5P Concentrations

CPTIA
Mile2 Red vs
Blue

C)PEH | GCPEH

v soe | ow.

399 certifications listed | July 2021

TOGAF Fdn

ITIL Fdn

https://pauljerimy.com/security-certification-roadmap/ This document is TLP RED



Lab2 / homework

* Install Ubuntu linux in VM (using downloaded I1SO image)
* Explore Linux terminal: https://hackr.io/blog/basic-linux-commands

* Install/play ninvaders via terminal

* Online emulators (limited)
* https://bellard.org/jslinux/
* https://www.webminal.org/



https://hackr.io/blog/basic-linux-commands
https://bellard.org/jslinux/
https://www.webminal.org/

m:ﬁg
End of Module 1 Qﬁ"

Networks and Systems security
basics

Dr. Amin Hasbini



