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Abstract:
The current report aims to provide brief and structured information about cloud computing and the capabilities it can offer for adopting by the university. The report elaborates on the characteristics, background and services offered by cloud computing. It then continues with the major security risks and their mitigation, and also describes the concept of virtualization, and the pros and cons of the three main cloud computing service models. 


















1. What is Cloud Computing (CC)?
A very concise definition for CC has been given by the US National Institute for Standards and Technology (NIST): “Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction.” [footnoteRef:1] [1:  P. Mell, T. Grance (2011), “The NIST Definition of Cloud Computing”, NIST Special Publication 800-145, p.2] 

1.1. The concept of CC.[footnoteRef:2] [2:  K. Chandrasekaran (2015), “Essentials of Cloud Computing”, CRC Press, Ch.2, pp.10-11 ] 

Presently, with the significant advancements made in technology over the last twenty years, businesses are presented with the opportunity to use computing resources more affordably. This is possible by using a provider’s services which include all of the above computing resource requirements but the client can pay for the usage only when it is needed and for the volume of resources needed with the possibility to scale them. 
From business point of view, the above options, to purchase the computing equipment or to pay to a provider for using the resources needed, can be seen as capital expenditure as opposed to operational expenditure. Therefore, CC is an operational expenditure and, as such, it provides the client with computer infrastructure resources and services for which the client is only paying for the used resources to the extent and duration that they have been used.    


[image: ]
FIGURE 1: Cloud Computing[footnoteRef:3] [3:  K. Chandrasekaran (2015), “Essentials of Cloud Computing”, CRC Press, Ch.2, pp.10-11 
] 




1.2. CC Background[footnoteRef:4] [4:  T. Erl (2013), “Cloud computing: concepts, technology & architecture”, ServiceTech Press, 
Ch3, pt.3.1 ] 


The first notions of the future development of cloud computing have been made back in Computer users have been using internet-based applications since the mid-1990s. Email services like Hotmail, Gmail, search engines like Yahoo and Google, or online publishing websites like MySpace, Youtube are all related to the development of modern cloud computing. Salesforce.com was one of the first companies to introduce the idea of offering remotely provisioned services to businesses. Amazon Inc. with its Amazon Web Services (AWS) got even closer to the modern cloud computing by offering its enterprise-oriented services including storage, computing resources, and business related applications all in one suite. 

1.3. CC Characteristics[footnoteRef:5] [5:  K. Chandrasekaran (2015), “Essentials of Cloud Computing”, CRC Press, pp.14-15 ] 


The five characteristics of CC are: 
· On-demand self-service - the client can be provisioned with computing resources without the need to interact with the person providing the service
· Broad network access - computing capabilities are provided over the network and can be accessed by various types of devices
· Elastic pooling of resources - the provider is pooling resources together and the client is using part of these resources with the capability of adjusting them according to the demand - scaling in/out 
· Rapid elasticity – for a quick scale out or scale in, resources are rapidly and elastically provided or released (sometimes automatically) 
· Measured service - resource use can be measured, monitored and optimised


1.4. CC Service Models[footnoteRef:6] [6:  K. Chandrasekaran (2015), “Essentials of Cloud Computing”, CRC Press, pp.16-17] 


The service-platform-infrastructure model of CC includes three main types of services:
· Software as a Service (SaaS) - the consumer uses applications which are provided by the provider and the underlying infrastructure is not controlled or managed by the consumer. 
· Platform as a Service (PaaS) - the customer is provided with the capability to deploy various applications which are created using programming languages, libraries, tools mostly for development and testing purposes. 
· Infrastructure as a Service (IaaS) - the consumer is provided with computing infrastructure like storage, server, networking and other fundamental resources where various software can be deployed including operating systems. 

The major difference between the above services is the amount of control that the user has. For example, with PaaS the vendor manages most of the system whereas with IaaS, the user has more freedom. If an organisation has an already developed and working software package and only needs the bare infrastructure to deploy it on, it should consider IaaS instead of PaaS. 

1.5. CC Deployment Models[footnoteRef:7] [7:  P. Mell, T. Grance (2011), “The NIST definition of Cloud Computing”, NIST Special Publication 800-145, p.3 ] 


Cloud deployment models define the ways cloud services can be made available to the customer. There are four cloud deployment models: 
· Private cloud - the cloud infrastructure is provided for exclusive use by a single organisation consisting of multiple users (e.g. administrative units), can be owned by the organisation or third party (or combination of both) and be located on or off premises. 
· Public Cloud - the infrastructure is provisioned for use to the general public and can be owned and managed by a business, government or academic organisation, and it is located on the premises of the cloud provider. 
· Community Cloud - the cloud infrastructure is exclusively used by a specific community which has common interests, can be managed by the community itself or third party, and can be locate on or off premises
· Hybrid Cloud - the cloud infrastructure is a combination of two separate infrastructures (private, public, or community)  which are individual entities but are connected together by a technology which allows data and application portability

2. Cloud security and mitigation of security issues[footnoteRef:8] [8:  K. Chandrasekaran (2015), “Essentials of Cloud Computing”, CRC Press, pp.329-344] 


Since CC is based on networking to operate, security becomes one of the most important factors for the successful operation and provision of cloud services. 
Cloud security has various aspects which should be taken into account when deciding whether to use cloud services:

2.1. Data security challenges:

· Protecting confidential business, government, or regulatory data
· Multiple tenants sharing the same infrastructure
· Data mobility and legal issues (e.g. EU Data Privacy Directive)
· Lack of standardisation on how the Cloud Service Provider (CSP) recycle storage space and erase unneeded data
· Lack of access for the user to key security and operational data which is managed by the vendor
· Vendor personnel who does not work for customer’s company but has access to customer’s data (insider risk)

The above data security risks can be addressed by adopting the following practices: 

· Businesses should categorise data for cloud storage and be aware of any compliance requirements by local and foreign authorities 
· Set up an enterprise data security plan that explains the process for managing access requests by government organisations
· Businesses should ask their CSP if multi-tenant storage has been used and what is the separation mechanism between tenants, and also whether tagging of data has been used 
· Storage used for archive and backup is encrypted
· Strict encryption key management with strong identity and access management policy

2.2. Virtualization security: 

· related to securing the three separate areas of virtualization: virtual networks, storage virtualization and server virtualization
· potential of compromising a  virtual machine (VM) hypervisor - requires higher degree of network isolation and threat detection
· storage concerns - when deploying a VM, data is written onto the physical memory and if it is not cleared before deploying another VM, data can be compromised - enhanced access and privilege controls should be implemented
· undetected network attacks between VMs located on the same physical server - virtual switches and firewalls must be created to stay between the physical interfaces and the virtually created interfaces
· inter-VM traffic management - segregation should be used to isolate different classes of VMs

2.3. Network Security


· Application performance - cloud customers should be able to specify bandwidth requirements for the applications hosted on the cloud - without specific control the variations in workload and oversubscriptions can cause delays in the system
· Policy enforcement complexities - traffic isolation and access control are used as some of the various forwarding policies used for managing the traffic and if not managed carefully it can become difficult to operate and expand the network
· Cloud federation - depending on the needs of the client, the business might need interoperability between different CSPs, therefore the cloud services market will be pushed in the direction of interoperability to fulfil client’s needs

2.4. Platform-related Security

The three service models (IaaS, PaaS, and SaaS) are built upon each other starting with IaaS, through PaaS, and finally SaaS (with least amount of computing resource management). Just as each service inherits the capabilities of the previous one, it also inherits its security risks. 
· SaaS security: related to securing SaaS applications, web security, XML encryption, SSL, risk mitigation through strong encryption methods and fine-grained authorisation
· PaaS security: related to the spread of the user objects onto the hosts of the cloud, risk mitigation through stringent access of user’s objects to the cloud resources, and defending objects against malicious providers
· IaaS security: related to hypervisor security, IdAM (identity and access management), handling delegation of administrative rights to different parts of the cloud

3. CC Virtualization concept. 
Virtualization is a fundamental element of cloud computing as it is essentially the driver of cloud computing services which helps to enhance the scalability and the optimization of the use of resources of the architecture. Additionally, it makes the administration of those services easier for IT professionals. 
	Before Virtualization
	After Virtualization
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 Figure 2: Before and after virtualization[footnoteRef:9] [9:  K. Chandrasekaran (2015), “Essentials of Cloud Computing”, CRC Press, p.163] 

As can be seen on the above figures, the difference before and after virtualization is that after virtualization, a layer of virtual infrastructure is built on top of the physical infrastructure which is share by virtualizing it and creating separate virtual partitions of the physical infrastructure. The OS and all underlying applications then run on top of those virtual partitions (virtual CPU, virtual memory, virtual storage,  virtual network). 
Thus, with the introduction of virtualization, a possibility was created for different OSs and applications to share the same physical resources and “virtualization is the process of abstracting the physical resources to the pool of virtual resources that can be given to any virtual machines (VMs).”[footnoteRef:10] [10:  K. Chandrasekaran (2015), “Essentials of Cloud Computing”, CRC Press, p.162] 

As can be seen in Table 1 below, there are benefits and drawbacks of virtualization[footnoteRef:11]:  [11:  K. Chandrasekaran (2015), “Essentials of Cloud Computing”, CRC Press, p.164] 

	Benefits of virtualization
	Drawbacks of virtualization

	· Enhanced resource utilization
	· There is one single point of failure

	· Increase in ROI (Return on investment)
	· Demands high-end and powerful computing resources

	· Environmentally friendly
	· May lead to lower performance

	· Easier administration
	· Highly specialized skillset required

	· Improved disaster recovery
	

	· Dynamic data center
	


Table 1: Benefits and drawbacks of virtualization
The main medium or driver of virtualization is the hypervisor. This is a software tool that stands between the VMs and the physical infrastructure and provides the virtual resources for the VMs. There are two types of hypervisors – Type 1 (so called bare metal hypervisors) and Type 2 (hosted hypervisors). The main difference between them is that the bare metal hypervisor operates directly on the physical hardware, and the Type 2 hypervisor runs on the host OS.  
	Type 1 / bare metal hypervisor
	Type 2 / hosted hypervisor
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· Xen (University of Cambridge) 
· VMWare ESXi (VMWare)
· Hyper-V (Microsoft)
	[image: ]
· KVM (Open virtualization alliance)
· VMWare Workstation (VMWare)
· Oracle Virtualbox (Oracle Corp.)


Table 2: Type 1 and Type 2 hypervisors[footnoteRef:12] [12:  K. Chandrasekaran (2015), “Essentials of Cloud Computing”, CRC Press, p.163] 

4. Cloud services – pros and cons
This part of the report will briefly discuss the pros and cons of the three main CC service models - IaaS, PaaS and SaaS.
[image: ]
Figure 3: Basic Cloud Service Models[footnoteRef:13] [13:  K. Chandrasekaran (2015), “Essentials of Cloud Computing”, CRC Press, p.68] 


[image: ]
Figure 4: User and Service provider responsibilities for a) IaaS b) PaaS c) SaaS[footnoteRef:14] [14:  K. Chandrasekaran (2015), “Essentials of Cloud Computing”, CRC Press, p.70] 


4.1. Infrastructure as a Service (IaaS)
The IaaS service model allows for the capability (mainly for IT architects to use) of providing the fundamental computing resources such as cpu power, storage, networking and other resources, where the user is able to run all types of software including operating systems and applications which the consumer can control, but cannot manage and control the underlying infrastructure.[footnoteRef:15]  [15:  P. Mell, T. Grance (2011), “The NIST definition of Cloud Computing”, NIST Special Publication 800-145, p.3 ] 



The benefits provided by IaaS are as follows[footnoteRef:16]:  [16:  K. Chandrasekaran (2015), “Essentials of Cloud Computing”, CRC Press, p.74] 

· Pay-per-use model – customers only pay for what they have used
· Reduced total cost of ownership (TCO) – since users are only paying for what they use and they are renting the resources needed, they are saving money and their TCO is reduced
· Elastic resourcing – resources are provided according to the current needs of the user and can be easily scaled in/out. This is done through automatic load balancers which transfer additional needs for resources to a new server and application efficiency is improved
· Optimal resource utilization
· Supports Green IT – the service provider is pooling resources to be shared among different customers which results in optimal use of servers
There are some drawbacks of IaaS which should be considered[footnoteRef:17]:  [17:  K. Chandrasekaran (2015), “Essentials of Cloud Computing”, CRC Press, p.75
] 

· Security – increased security needed for hypervisor attacks, which, if successful can have devastating effect on VMs and all data on them
· Interoperability – no clear-cut process and common standards for migrating from one IaaS provider to another
· Performance – since the IaaS resources are share among users, latency of the network could be an issue and lower the performance of the VMs 


4.2. Platform as a Service (IaaS)
PaaS is a service model which is mainly directed towards developers as provides the infrastructure where the user is able to deploy consumer-created or acquired applications without having control over the underlying cloud infrastructure and (most of) the hosting environment.[footnoteRef:18] [18:  P. Mell, T. Grance (2011), “The NIST definition of Cloud Computing”, NIST Special Publication 800-145, p.3 ] 
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Figure 5: The PaaS provided services[footnoteRef:19] [19:  K. Chandrasekaran (2015), “Essentials of Cloud Computing”, CRC Press, p.78] 

The benefits of PaaS are[footnoteRef:20]: [20:  K. Chandrasekaran (2015), “Essentials of Cloud Computing”, CRC Press, p.81] 

· Quick development and deployment – as soon as the developer completes the development process, PaaS services automate their testing and deployment 
· Reduces TCO – developer can save money on licensed development and testing tools
· Provides for agile and flexible software development – PaaS services support agile development methodologies
· Collaborative development -  PaaS supports a development process where developer from different location can work on the same project
· Ease of development – PaaS provides client tools like CLI, web CLI, web UI, APIs, and IDEs
· Lower maintenance costs – no need to recruit administrators to maintain the servers
· Scalable applications production – built-in application development scalability

Drawbacks of PaaS include[footnoteRef:21]: [21:  K. Chandrasekaran (2015), “Essentials of Cloud Computing”, CRC Press, p.82] 

· Service provider lock-in – no common standards between different PaaS providers results into vendor lock-in as it can be very costly to move to another vendor
·  Security – information is located on third-party servers which means that there is a data security risk which should be mitigated by reviewing the provider’s data security and regulatory compliance policy
· Internet connection dependable – if connection is unstable this might not satisfy developer’s requirements and most providers do not allow offline access  

4.3. Software as a Service (SaaS)
With SaaS the user is capable of using provider’s application running on a cloud infrastructure. The consumer does not control or manage the underlying cloud infrastructure including the physical resources, operating system, or individual applications, with possible exception of user specific application configurations.[footnoteRef:22] [22:  P. Mell, T. Grance (2011), “The NIST definition of Cloud Computing”, NIST Special Publication 800-145, p.2] 
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Figure 6: SaaS provided services[footnoteRef:23] [23:  K. Chandrasekaran (2015), “Essentials of Cloud Computing”, CRC Press, p.86] 

Advantages of SaaS are[footnoteRef:24]: [24:  K. Chandrasekaran (2015), “Essentials of Cloud Computing”, CRC Press, pp. 88-89] 

· Straight out-of-the-box – no client-side installation
· Lower cost - Pay-as-you-go billing allowing the users to pay for what they have used
· Lower maintenance costs – no need of additional personnel to maintain the service (e.g. updates)
· Ease of access – SaaS can be used by multiple devices with internet connection
· Dynamic scaling – can handle varying loads 
· Disaster recovery – SaaS providers maintain proper backup and recovery mechanisms
Drawbacks of SaaS[footnoteRef:25]: [25:  K. Chandrasekaran (2015), “Essentials of Cloud Computing”, CRC Press, pp. 89-90] 

· Security – trust issues regarding a third-party storing business and personal information and databases, risk of data leakage
· Connectivity – SaaS requires internet connection
· Control issues - user is experiencing loss of control over the data




5. Conclusion
This report discussed different aspects of cloud computing as a presentation to the university management and colleagues, to be able to make an informed decision about the adoption of cloud computing into university’s IT ecosystem. With view of the information presented above, the university management should consider adopting a private cloud deployment with IaaS in case the university has the IT specialists and developers who can develop an interuniversity network between the different campuses and the applications to support it, although, this might prove to be more costly but will provide more control. The more lightweight version with less cost for university and less control over the infrastructure would be the adoption of SaaS services where a third-party will provide the applications needed for the running of the university. 
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