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[bookmark: _Toc70576547]Introduction

Worksheet 3 follows the process of the creation of shared folders and securing them using NTFS permissions to limit access. Another feature of Active Directory is the use of Group Policy to create restrictions to various Groups of users depending on what Organisation Unit they are apart of. These features and roles are what makes Active Directory suitable to manage a group of users and computers in a Domain Environment.


1. [bookmark: _Toc70576548]Task 1 – NTFS and Share Permissions

1.1. [bookmark: _Toc70576549]NTFS Permissions

Windows client WS1-NWT is powered up. The administrator user account NWT-PE is used to login and create a New Folder on the C: Drive of the client.
[image: ]
Figure 1 – Folder – Dept_Important_Docs created with default Security Permissions.

Figure 1 shows the newly created folder on the C drive od WS1-NWT with the default inherited permissions.
[image: ]
Figure 2 – Configuring Security permissions
To configure security permissions on the folder, inheritance was disabled, and the inherited accounts removed. Two user accounts were added. First account NWT-PE which is a domain administrator account is added with Full Control. The second account a domain user NWT-MM is added with only basic permissions, Read & Execute, List Folder contents, Read and Write. These permissions will allow the user to access the folder and files however it wont allow them to write, save, modify or delete any files as shown in Figure 2.

[image: ]
Figure 3 – Domain user with limited permissions.
An administrator account was able to write and save the file however a domain user with only read permissions was unable to modify the file or create any new files. The error message displayed in Figure 3 is what the domain user received.

1.2. [bookmark: _Toc70576550]Share Permissions
Share permissions are simpler but have less control options to set permissions compared to NTFS. 
[image: ]
Figure 4 – Creating a SMB Share on Windows Server 2019.
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Figure 5 – Specifying NTFS Permissions to the share.
Once the Share has been created NTFS permissions are set. In this instance the Domain Administrators group is added with Full control and then 2 users NWT-PE and NWT-MM have been added with Read and Execute permissions.

[image: ]
Figure 6 – Mapping the Shared Drive
Using Client 1 Windows 10 x64 machine with a user account that has permission to the share created earlier, Figure 6 shows the Drive mapped to the letter Z:


2. [bookmark: _Toc70576551]Task 2. Group Policy Management

2.1. [bookmark: _Toc70576552]Creating a Group Policy
Group policy allows a central management console to control computer and user settings to all domain joined objects.
In the Domain nwtraders.msft a new Organisational unit is created called Non Admin Users and a new User is created:
Name – Donald Duck
Username – NWT-DD
Password P@ssw0rd

A group policy is created and applied to the Non-Admin Users OU.
[image: ]
Figure 7 – A new GPO is created to limit access to the Control Panel
Group Policies come with a large range of settings to centrally manage all objects in a domain environment. Figure 7 shows a new GPO which only limits users with the OU Non Admin Users and prevents them accessing the Control Panel. This shows the importance of OUs in managing role using GPOs.
2.2. [bookmark: _Toc70576553]Testing the GPO

Using Windows 10 Client 1 machine and the user account created above NWT-DD, Figure 8 below shows the GPO has been applied to the user account resulting in access denied to the control panel.

[image: ]
Figure 8 – Successfully applied GPO limiting Control Panel access to Non-Admin Users.

2.3. [bookmark: _Toc70576554]Group Policy Limiting Command Prompt
A second group policy is created in the same OU as the last one, Non-Admin Users. This time the GPO is limiting access to the command prompt. Figure 9 below displays the GPO settings. 

[image: ]
Figure 9 – GPO preventing access to the command line.
[image: ]
Figure 10 – Command prompt access disabled to Non-Admin Users.

2.4. [bookmark: _Toc70576555]Group Policy to Deny Removable Media.

Limiting access to removable media can protect the machine and the domain from threats originating from these sources. However, it can also prevent users from removing sensitive information from the company’s domain. Figure 11 shows a group policy that was created to deny the Non-Admin Users from using removable media. 

[image: ]
Figure 11 – Group Policy settings to deny removable media.
To test the policy for removable devices, Virtual Box required some additional features. 
· The VirtualBox Extension Pack and Guest Additions need to be installed.
· USB 2.0 Controller needs to be enabled on the VM settings page and a physical USB presented to the Guest VM.
[image: ]
Figure 12 – Virtual Box USB Settings
An administrator account was used to test that the USB device was successfully seen and accessible from the Windows 10 client PC before testing it with a Non-Admin Users. Figure 13 shows the Non-Admin user trying to access the USB Removable media with an Access Denied message meaning the GPO was applied successfully.
[image: ]
Figure 13 – Access denied to removable media
2.5. [bookmark: _Toc70576556]Prevent Software Installation via GPO

[image: ]
Figure 14 – New GPO to prevent software install for non-admin users

Creating a new GPO to prevent non-administrators from installing software is shown in figure 14 above. The GPO is called NounAuthSoftInstallS which is applied to the Computer Configuration.
Logging into Client PC 1 with the account NWT-DD which is a non-admin account and attempting to install software presents the user with a User Account Control dialog box requesting elevated privileges. Entering non-admin credentials returns the error “The requested operation requires elevation” as shown in figure 15 below.



[image: ]
Figure 15 – Attempting to install software as a non-admin user.

2.6. [bookmark: _Toc70576557]Default Password Policy

[image: ]
Figure 16 – Setting Password Policy via the Default Group Policy
To test the above policy a new user account was created, Tony Stark with username NWT-TS. A password with less than 10 characters was entered and the error in Figure 17 was returned.
[image: ]
Figure 17 – Enforcing the password policy on new user creation.


3. [bookmark: _Toc70576558]Task 3 - Observational Tasks

[bookmark: _Toc70576559]3.1. Local Permissions vs File Shares

Permission management on Microsoft Windows folders comes down to two types of security permissions, NTFS and Shares. Even though both types are different they have the same end goal to limit or prevent user access to folders.
3.1.1. NTFS
NTFS or New Technology File System is a file system used by Microsoft Windows. NTFS Permissions are only relevant to files stored on a NTFS File system. NTFS allows for fine tuning of permissions with the following attributes: -
Full Control – Allows read, write, modify, delete and edit permissions.
Modify – Allows read, write and delete.
Read & Execute – Allows read only access but allows users to execute files and scripts.
List Folder contents – Allows users to list the files but not read them.
Read – Allows users to list files and read them.
Write – Allows users to write and add new files to the folder.
[image: ]
Figure 19 – NTFS Permissions
Special Permissions allow further fine tuning. A document by Gaylord, Ross [1] demonstrates how to assign permissions but also identifies and explains the special permissions attribute.
3.1.2. Share

Share permissions are less granular than NTFS. Share permissions are used at the folder level meaning the permissions relate to the folder rather than folders and files that NTFS allow.
Shares have the following attributes: -
Full Control – Allows read, change and edit permissions.
Change – Allows users to read, write, execute, delete.
Read – Allows user to read, viewing the folder and its content.
[image: ]
Figure 20 – Share Permissions
Share permissions will only apply to the folder it is set on. It doesn’t include subfolders or files. A benefit of Share permissions is that it can be used with NTFS file system but also FAT. 
3.1.3. Share vs NTFS

While there is nothing stopping administrators using both Share and NTFS permissions the limiting factor is usually management. Using and maintaining both seem counterproductive which can become a burden in large enterprise environment. However, if both are implemented the most restrictive permissions will be the dominant one. 
Best Practises are usually inferring that Full Control is assigned using Share permissions to the top-level folder and the NTFS Permissions are used to fine tune the security to subfolders and files [2]. 
Another best practise is never to assign users directly to folders and instead use Active Directory Groups.


[bookmark: _Toc70576560]3.2. Group Policy Management

Group Policy is a feature of Active Directory in which administrators can centralise the management of User and Computer accounts with the goal of consistency, security and automation. Melber [3] highlights some functions such as application management, disk quotas, folder redirection, internet settings etc. 
[image: ]
Figure 21 – Group Policy Management console on Windows Server 2019
Figure 21 shows the management console on server 1. As per the worksheets several policies have been created and applied to various organisational units. 
3.2.1. Group Policy – Internet Settings
Another example of a Policy which may benefit an organisation is the Control of Internet Explorer.
In the example below a new policy is created – Internet Settings.
[image: ]
Figure 22 – Internet Settings GPO
In this group policy a proxy server address is defined to the Non-Admin-Users Organisational Unit. A Proxy server can be used to monitor and restrict internet access. 
3.2.2. Group Policy – Mapped Drives

As per Worksheet 3 where a Shared Folder was created, A Group Policy can now be created to automatically map the shared drive to users who have the appropriate permissions. 
NTFS/Share best practises suggest creating Groups to manage permissions levels. In this case 2 groups are created.
SHR-DepartmentShare-FC – Full control access to folder, sub folder and files
SHR-DepartmentShare-RO – Read only access to folder, sub folders and files.
[image: ]
Figure 23 – Active Directory security groups.

NTFS Permissions on the shared folder were amended with the 2 groups created above and permissions set evidenced in figure 24.

[image: ]
Figure 24 – NTFS Permissions on folder
Next step is to create the Policy in this case User Configuration > Preferences > Windows Settings > Drive Maps, Figure 25.
The Location of the share is entered followed by Item-Level targeting which will only Map the shared drive to users who are a member of the specified security groups, figure 26.
[image: ]
Figure 25 – Mapped Drive Policy for DeptNetShare
[image: ]
Figure 26 – Item-Level Targeting to only map the drive to users a member of security group

To test the Policy the User account NWT-PE was used to log into Client 1. Figure 27 shows the drive has been successfully mapped. This user had Full Control. NWT-MM was also used to test, this user had Read Only access permissions which again mapped the drive, but the user was unable to create a new document in the share.
[image: ]
Figure 27 – Successful Group Policy Drive Map
Drive mapping this way provides a central solution to automatically map drives based on user permissions. It has the added benefit that when a user is removed from the security group then permissions as well as the mapping is removed. 

The two examples above barely scratch the surface of what’s available in group policy to centrally manage users and computers in a domain environment. There are however some limitations. The group policies are applied one after another, the more group policies the longer it can take for a user to login. The policies are also only applied at start up, logon or set intervals, a policy change won’t take affect immediately. Even with the limitations in mind group policy is an essential tool in a domain administrators’ arsenal. 

[bookmark: _Toc70576561]3.3. Password principles

Password principles have changed over the years. More digital systems are being deployed each day along with the number of accounts and passwords users need to remember. 
NCSC – National Cyber Security Centre is working with business to reduce the reliance on users having to recall large numbers of complex passwords [4] which they say is a big contributor to lax password security. Users now must record their passwords, either physically or digitally which exposes them to threat actors. 
Organisations offering SSO (Single Sign on) services or LDAP (Lightweight Directory Access Protocol) allow users to authenticate to services using their active directory credentials. This could prevent the unnecessary need to create different passwords for different services, something users don’t often do relying on using the same password across all services. 
If organisations offer SSO then it’s important to add additional security as the risk is now 1 password will allow access to many services. An effective way to implement additional protection is with MFA (Multi Factor Authentication). MFA comes in many forms such as mobile phone apps, single use codes, alerts etc. Ometov, Sergey et al [5] explain the evolution of the password or single factor authentication to MFA before discussing various methods of MFA. They explorer the simple token auth but also more complex facial recognition, fingerprint, and vein amongst others.
End users and Businesses should be concerned with password principles. Technical solutions should be implemented such as throttling, limiting the number of wrong attempts, limiting access with geolocation (prevent logins from foreign countries) and account lockout procedures and cool downs to prevent brute force attacks. With this monitoring systems should be implemented to detect abnormalities. 
Finally, simple solutions are to implement password policies, such as minimum length, complexity, re-use blocking and deny lists. Many organisations have their own polices each with different requirements, one such organisation is digicert [6] or a social media giant such as Facebook [7].
One policy which has been found to be detrimental to password security is password expiry. This imposes burdens on the user which often means the user re-using old passwords.
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