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The aim and objective of this assignment is to create a web driven database, which gives users the opportunity to search, add and delete records which have been imported from the database which I created. The topic of which the database was created on was left to my discretion, therefore I decided to create the database on Liverpool FC as it is a subject that I am very knowledgeable and passionate about. This made the plan of designing the database simple, as I knew that I’d have to have a table for each role within the football club. As a result, I created a table containing each men’s first team player, coaches, managers and the owners of the club. 
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SQL Injection
[1] This must be used effectively when creating/designing a database otherwise it becomes easier to corrupt, delete or wipe the data which could have a serious impact on a company if the database was designed for a company. However, a database would only be under threat if the data was not validated, filtered, or sanitised via the application, which are all measures of how to halt unauthorised users from gaining access to or hacking into the database itself. Also, hostile data is used within object-relational mapping (ORM) search parameters to extract extra records which makes the data sensitive, which could become problematic for the users of the database if their records have now been extracted and seen by an attacker. Furthermore, the most efficient way of an attacker to see if the data is vulnerable is to review the data source code, as this will determine whether the attacker is able to retrieve the data by seeing if applications are vulnerable to injections. 

Broken Access Control 
[2] Access control is used to determine which users can access which parts of a database, or even who is allowed access to the database and who is not permitted to access any part of the database. This must be considered when hosting a live website, as security measures must be put in place to prevent any unauthorised access and to make the users aware of the data that they are permitted to use and perhaps work with. However, there are many vulnerabilities with this issue, as many people do not consider this factor before hosting a live website. These factors include: 
· Violation of the principle of least privilege, where access must only be permitted for certain capabilities, roles, or users, but is available to anyone. 
· Bypassing access control checks by changing the URL, internal application state or by using an attack tool to modify API requests. 
· CORS misconfiguration which allows API access from unauthorised origins. 
· Force browsing to authenticated pages as an authenticated user or privileged pages as a standard user.
· Permitting viewing or editing someone’s account, by providing a unique identifier. 
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I have had to consider many different ways in which I could defend against SQL injection when creating my database website. The first defence I considered was setting up a validated login and password, which prompts the user to login and enter a password before being given access to the database. The code below shows how I have gone about validating the login, followed by a screenshot of the login page to the database. 
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[3] As I have only partially implemented defences, I would need to consider more ways in which I could protect the database from SQL injection as I would be risking losing my data or allowing unauthorised users to simply retrieve the data. There are many ways to prevent SQL injection attacks, such as keeping web server software and database server software up to date with the latest security packages. Another simple way of protecting the database against SQL injection would be to not use shared database accounts between different web sites/applications, as this would be inviting unauthorised access to the database and would be seen as a good opportunity for the attacker to damage the system. However, I could have considered using drop-down menus or radio buttons as this is a more technical way of securing the data, as it becomes harder to retrieve data, due to the simpleness of accessing data via a type in input. 


As a result, it would be seen as a weakness to only use a type in input as a form of validation, as attackers could navigate a way around the validation and potentially access the database without having to authorise who they are. If I was to recreate the database, I would strongly consider using drop-down menus or radio buttons as this is a more complicated way for the intruder to navigate a way around entering the database without using any form of validation or authentication. Moreover, it is not just the log in that would need to be protected from SQL injection, as I could also implement validation for each section of the database website to secure all data within the website to ensure that whoever is using the database must first validate themselves before being granted permission to view the data and use the data. I could also implement access controls, which would only give users the permission to access what they would need to access and would not authorise them to work with other tables/pages of the website. 

[bookmark: _Toc134967693]Steps to preventing SQL injection attack (SQLi) 
[4] There are many steps on how to prevent SQL injection attacks, which I would consider before the website was deployed. The steps that I would consider are not only steps but are also ways to keep the web application safe and permanently keep out intruders from accessing the system. 
· Creating prepared statements – not filtering user inputs based on blacklists as a clever intruder would be likely to navigate a way around the blacklist, which means that by creating prepared statements, it will safeguard the data and make it harder for intruders to break into the system. 

· Using parameterised queries – the use of parameterised queries or even stored procedures would offer full protection against SQL injection, as a majority of modern development technologies now offer mechanisms to protect against SQLi as it is becoming an increasingly popular issue. 

· As a developer of the website, I would also adopt the latest technologies as modern technologies contain aspects of SQL injection protection, which in some ways makes it easier to protect the data as the packages within the latest technologies will regularly back up data and protect the data at all times. 

Finally, it is crucial to consider SQL injection when developing a database driven website, especially if the design will be used for company’s/organisations as if the right protection measures are not put in place, an intruder could cause serious harm to the company/organisation if their data became under threat and was damaged/retrieved. 
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//clear any previous error messages
$errormsg = "

// process the login
6  if (isset($_PosT['signin'])) [{
7 // get the account details
8 $username = $_POST['username’];
$password = $_POST[ 'password'];

§2b\70%o

5

11 // attempt to process the login

12 $con = mysqli_connect("localhost”, "root", "*, "liverpoolfc");
3 if ($con->connect_error > ) {
14 die('Could not connect: ' . $con->connect_error);
15 exit(); // you should redirect to some form of error page !!!!
1€ }
17
18 // generate the login query
19 $sqlcmd = "SELECT CAST(userid as CHAR) as userid, loginname, accesslevel
from users
WHERE username = '" . $username . "' and password = '" . $password .

$sql = $con->prepare($sqlcnd);
$sql->execute();

$sql->bind_result($userid, $loginname, $accesslevel);
$sql->store_result();

$sql->fetch();

2
28 // check if we have only 1 record
29 if ($sql->affected_rows == 0)
$errormsg = "<b style='color:Red" ;>Username/Password incorrect</b>";
S

// check if we have > 1 record
3 if ($sql->affected_rows > 1)

$errormsg = “<b>Error: @x123felabc has occurred. Contact Administrator</b>";
else {
// if we get here its a good login
37 // check the access level @ - is the user, 2 account is locked
® if ($accesslevel == 2)
$errormsg = "<bs>Unable to login - Account is locked</b>";
else {

// redirect to the dashboard
@ Restricted Mode  ® 0 A 0 Ln17,Col5 Spaces:4 UTF-8 LF PHP & 0
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