[bookmark: _GoBack]Cloud Computing Technologies – Tutorial 11/8/16 – Part 2
Setting up a VPC, remote access, basic server settings and hosting a website. 
4. Hosting a website
For this we will be using the most common type of website stack known as LAMP. There are four steps to this process. Linux, Apache, MySQL and PhP. 
We have already completed step 1 by setting up out remote instance using a cloud provider. 
4.1 – Installing Apache
	1. Enter: sudo apt-get install apache2
[image: ]
	2. Enter Y to continue, Apache will install
	3. Confirm Apache has been installed by going to your web browser and entering 
		Http://*YourserverIPAddress*
	4. If it installed correctly you will get the default apache screen. 
[image: ]
We should also confirm Apache has a default profile in Ubuntu’s native firewall – ufw
Issue the: ufw app list command
[image: ]
Configure the firewall further, first check the port that the application runs on using: sudo ufw app info “Apache Full”
[image: ]
Allow incoming traffic using: sudo ufw allow in “Apache Full”
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4.2 Installing MySQL
Enter: sudo apt-get install mysql-server php-mysql 
Note: for older versions for Ubuntu it will be php5-mysql
[image: ]
Enter Y to proceed
[image: ]
You will be prompted to enter a root password, enter “uwtsdlondon” and take note:
[image: ]
Check the MySQL version using: mysql --version
[image: ]

Prompt MySQL to install its database directory using: sudo mysql_secure_installation
[image: ]
Enter the password you entered previous for the root MySQL privilages.
For now, enter Y at the next stages – for better password security, enter 0 for the lowest password security available. 
NOTE – the validate password plug-in can cause mayhem if you already have weak passwords in your systems that link to MySQL, for a new install it will be fine, but for updating be wary. 
[image: ]
At the next prompt chose N, to keep anonymous users, infuture you should select Y for this stage to increase security. 
[image: ]
We should allow remote root login since, we are accessing our server through the Internet. Select N to allow root remote access. 
[image: ]
Keep the test database by selecting N
[image: ]
Reload the privilege tables to make the changes immediately. 
NOTE – If you’re using a version of MySQL earler than 5.6.7 you should start the installation process using: sudo mysql_install_db
In order to test if MySQL is running we should issue the: service mysql status command
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4.3 Install PHP
PHP is used to process and link front to back end, it allows dynamic content and calls information from our databases to the website. 
Issue the command: sudo apt-get install php libapache2-mod-php php-mcrypt php-mysql
[image: ]
Here we install 3 packages, php with apache2 mod, mcrypt and php-mysql    … Press Y on the prompt. 
By default – Apache will serve a request to the html server with index.html. We want our server to sent PHP files in preference so we have to change this. To do that open /etc/apache2/mods-enabled/dir.conf with nano. 
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You should see a text file like this::--
[image: ]
Move index.php to the front
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Save the file using ctrl + X
We should restart Apache web server for the changes to be recognised. Issue: sudo systemtl restart apache2.
You can check the status of apache using: systemctl apache2
[image: ]
Note, the default direct for HTML installation and files in Linux distributions and LAMP setups is /var/www/html/. 
Change directory using the: cd command. Issue the ls –a command to list all files. 
[image: ]
You will see that only index.html is there. If we had a static website, we could upload the files here for them to accessed through our IP address of our server. 
To test this further we can apply some PHP. 
1. Create a file in the default location using: sudo nano /var/www/html/info.php
a. This will open a blank file enter

<?php
Phpinfo();
b. Save the file using ctrl + X
[image: ]
Now – go to your web browser and enter your server address/info.php
http://*yourserverIP*/info.php - it should display the server information.
Scroll down and we can see easily the status of all the services and information of our server. 
[image: ]

You should probably remove this file from your server after you are done with it as it gives away lots of information about our server.
You can do this by issueing the command: Sudo rm /var/www/html/info.php



To make it easier to manage our MySQL instance on the server we can use PhPMyAdmin
To install use the command: sudo apt-get install phpmyadmin apache2-utils
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Select Apache2 for the server
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At the next stage, choose YES to config with dbconfig-common
Enter your MySQL password.
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We need to add the phpmyadmin config file to the apache server so open: 
sudo nano /etc/apache2/apache2.conf
At the bottom of the file add: Include /etc/phpmyadmin/apache.conf
[image: ]
You will have to restart the server for these changes to work – use: sudo service apache2 restart
In your web browser enter the following URL; Http://*myserverIP*/phpmyadmin
[image: ]
You should be able to login with the username root and whatever the password you have chosen is, in this tutorial we have been using uwtsdlondon.
Word Press 
Wordpress is a CMS (content management system) on the Internet, or simply a website builder. It allows you to easily build and create websites on top of MySQL and PHP. 
With our LAMP stack fully operational and PHPMyAdmin installed we could manually create and administrate a website by uploading files and creating the nessesary database, if you’re interested in upload your own website, remember the default directory and search STFP (File Zilla) and SSH Keys. 
__________
In order to create the database for the word press website we will use PHPMyAdmin. Go to the interface and select databases
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Create a database called wordpress (or something optional, but make note as you will need it later)
[image: ]
Exit out of PhPMyAdmin for now. 











We need to update apache and also make sure it has the correct extentions to support wordpress so run the following commands:
Sudo apt-get update
Sudo apt-get install php-curl php-gd php-mbstring php-mcrypt php-xml php-xmlrpc
We also need to allow .htaccess – this will be done in the apache2.conf file we edited earlier, 
[image: ]Open /etc/apache2/apache2.conf using nano and add the following to the bottom of the file. 


Enable the Rewrite Module:
Sudo a2enmod rewrite
Test the syntax of the file using : sudo apache2 ctl configtest
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Restart apache2 to make sure everything is running smooth: sudo systemctl restart apache2
_________________
Download Wordpress
Download the latest version of wordpress from their website using the following command:
wget https://wordpress.org/latest.tar.gz 
The file will download. 
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Extract the file using the following command: tar.xzvf latest.tar.gz
Change directory to the extracted wordpress folder using – cd wordpress
We need to copy the default config file to our directory, do that by typing
Cp wp-config-sample.php wp-config.php
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Open the config file in the text editor nano: nano wp-config.php
[image: ]
Change the following in the config file – note: the password will correspond to you root login on your server, in this chase it is uwtsdlondon. 
Note the name of the database is the one we created earlier in PhPMyAdmin. 
Save the file using ctrl + x
We need to copy the application config and files to our apache directory, the default is /var/www/html. 
We can do this by using the rync command, type the following: sudo rsync –avP ~/wordpress/ /var/www/html/
[image: ]
We should make a directory to for the website to upload its own files, to do this issue the following command:
Mkdir /var/www/html/wp-content/uploads
Also give the direct unrestricted permissions using the following command:
[image: ]
___________________
That’s it, we finish the installation through the web browser. 
[image: ]
Follow the steps. 
Explaining what you can do with the website is out of the scope of this tutorial, but to access the editing menu you will need to go to:
Http://*yourserverIP*/wp-login.php

And… to make our effort easily replicated – make a snapshot.  
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system Linux John12345 4.4.0-31-generic #50-Ubuntu SP Wed Jul 13 00:07:12 UTC 2016 186_64

server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path Jetciphp/7.0lapache2

Loaded Configuration File. Jetciohp7.0/apache2iphp ini

‘Scan this dir for additional ini files Jetclphpi7 O/apache2/cont

Additional ni files parsed Jetciohp/7.0/apache2icont di0-mysaind.ni, fetdphp/7 O/apachez2/cont dr10-opeache ni,
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filinfo.ini, /etciphp/7.0/apache2icont.d/20-tp.n, fetclphp!7.Olapache2lcont 20-gettext i,
Jetclphp/7.0lapache2icont d/20-iconvini,/etciphp/7.Olapache2icont.d20-json.in,/etc/php/7.0/apachs2/cont d/20-
meryptini, /etciphpi7.0/apache2icont d/20-mysali.ni, fetcphp/7 O/apachez2/cont di20-pdo_mysalni,
Jetclohp/7.0/apache2icont d/20-pharini,/etc/php/7.0/apache2/cont di20-posix.ini,/etciphpl7.0/apache2con d/20-
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PHP API 20151012

PHP Extension 20151012

Zend Extension 320151012

Zend Extension Build API320151012NTS

PHP Extension Build API20151012NTS.

Debug Build no

Thread safety disabled

Zend signal Handiing disabled
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Registered Stream Filters. 2l string rot13, string toupper, sting tolower, string strip_tags, convert*, consumed, dechunk, converticon,
merypt, mdecrypt*

This program makes use of the Zend Scripting Language Engine: o g

Zend Engine 3.0, Copyright c) 1998-2016 Zend Technologies Zenaengine

with Zend OPcache v7.0.8-0ubuntu0.16.04 2, Copyright (c) 1999-2016, by Zend Technologies

Configuration
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o« The name of the database for WordPress =/
def ine (' DB_NAME' , ’wordpress’)

o« MYSQL database username =/
def ine (' DB_USER’, 'root’)

% MySQL database passuord x/
def ine (" DB_PASSUORD’ , *uutsdlondon’):
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Welcome

Welcome to the famous five-minute WordPress installation process! Just fll in the information below
and you'l be on your way to using the most extendable and powerful personal publishing platform in
the world.

Information needed
Please provide the following information. Don't worry, you can always change these settings later.

Site Title Ethan Court

weme e

Usernames can have only alphanumeric characters, spaces, underscores, hyphens, periods, and the
@symbol

Important: You wil need this password to log n. lease store itn a secure location.
Confirm Password @ Confirm use of weak password

Your Email ethan.court@gmail.com

Double-check your email address before contining.

Search Engine O Discourage search engines from indexing this site
Visibility I£i5 Up to search engines o honor this request.

Install Wordpress
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Apache2 Ubuntu Default Page

%_

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed at
this site is working properly. You should replace this file (located at /var/wa/ntnl/index.html) before
continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and spit into
several files optimized for interaction with Ubuntu tools. The configuration system is fully documented
in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full documentation.
Documentation for the web server itself can be found by accessing the manual if the apache2-doc
package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/
|-~ apache2. conf

| ports. conf
|-~ mods-enabLed

| *. Load

n .
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