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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about network scanning methodologies, scanning tools and countermeasures, which is an essential factor in successfully protecting the network environment. Apply your understanding and knowledge from what you have learnt in the lecture and the lab about these topics as well as conduct research using text books, library databases, and/or the Internet to do the following questions:




1. Swansea Security Consulting Company has employed you as a security tester and asked you to research any new tools that will help you to perform your duties.  It has been noted that some open sources tools your company used lack simplicity and clarity or don’t meet the company’s expectation. Your IT Director asks you to research new or improved products on the market.
Write a one page report for your Director describing some port scanning tools that might be useful to the company.


2. Your IT Director from Swansea Security Consulting Company will be attending a security conference within a week time and need to know about the following scans: 
· SYN scan
· Connect Scan
· NULL scan
· Xmas scan
· ACK scan
· FIN scan
· UDP scan
Write the report explaining each scan.
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