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· Authentication process
Authentication process deals with two steps first: - 
Presenting the identifier to the security systems will be assigned and authenticated.
Authentication process Second step: - 
Generating Authentication and information that coincides with the binding of the entity and identifier. [1]
· User's Authentication
There are a few ways to do this to help with a user’s identity: -
One Knowledge: -
A Users password or personal id pin.
Two Token: -
 Key cards or smartcards. 
Three Biometrics: -
Finger, face or Retina recognition.
Four Dynamic Biometrics: -
Voice, handwriting or rhythm of typing.
All the methods above will help reduce security problems, but they are not failproof. [1]
· Password Authentication
All systems and networks use a mix of ID and passwords to help stop hackers from access to a user’s account’s, there are a few ways that this would work. 
Id is maintained in a system password file, the password authenticates the ID of the user who is logging into the system. This helps provide extra security by providing whether the user is permitted to gain access to the system, this also primates who has what privileges within the system (Supervisory or Superuser status). [1]



· Password Vulnerability’s 
Determinate hackers often bypass these controls and gain access to important systems by obtaining password hashes and checking them with the most used passwords to find a match, when the hacker finds the ID and password combo. 
Most password attacks are a variation of the passwords that are easier to remember, but these passwords are not very strong and are easy to crack. Other attacks can be done on workstation hacking, when a workstation is logged in but unattended. Remote logging in can be very vulnerable due to eavesdropping. [1]
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· Windows Clustering
Clustering is where a two or more server’s (ecosystem) are working together to a common goal, there are two types clustering: -
Network Load Balancing (NLB)
[bookmark: _Hlk100146275]Network Load Balancing (NLB) add scalability and availability to Transmission Control Protocol (TCP)/ Internet Protocol (IP) based systems, with File Transfer Protocol (FTP) server and Component Services (COM+) applications. 32 servers can run independently of each other and don’t share resources, a user can request connection to a farm of servers and will be sent to one of the servers as all servers will have the same functions. Network Load Balancing (NLB) will keep track of the busier servers via an algorithm which will inform the system when a request is implemented the Network Load Balancing (NLB) will send it to a server that can handle the request. Incise of a server failure the Network Load Balancing (NLB) will know how the problem can be fixed and redirected to a server automatically. [2]
Failover Cluster 
Failover Cluster helps to maintain access to the applications and the server resources even with a critical disaster, as the failover cluster is virtualized the application do not worry about which server the cluster is running in, as the client connects to the IP address. [2]  

[bookmark: _Toc101779341]Network Administrator
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· Peer-To-Peer network.
The peer to peer (P2P) networks are formed when a few personal computers are connected together to share resources without using a different server.  In the 1980’s freestanding Computers in offices started to appear and the storage capacity to deployment was far easier [3].
· Computer Failure 
When there is a computer failure peer to peer would not disrupt the system, as it does not rely on being centralized so it does not disrupt information, each computer can function indapendtly [3].   
· Maintaining a Server 
Peer to peer networks do not need a server due to the individual computers are a repository of information [3]. 
·  No networking operating system
Peer to Peer networks do not need a operating system to work, each computer works as its own server [3]. 
· Easier to set up
Peer to peer networks is far easier to set up then client-server networks [3].
· Less Tech staffs
There is a no need for a lot of tech staffs for the peer-to-peer networks as it all happens at the computer as all the sharing information is set at the computer [3].


[bookmark: _Toc101779343]Client/Server network.
Client-server is a network that has various services that are transferred from a server machine to others, it works on a request and respond system this system is the only way for the client-server to work. The network is composed by a centralized server, apart from controlling information and data the server can perform a large number of operations across the network, laptops, mobile devise and desktops can all be implemented due to this system [4].
· Centralization 
One of the main advantages of the Client-server network is it has centralized control with all necessary information and data that are placed in one location, the network manager would have full control over the network [4].
· Better Security 
The Client-server network is better protected due to it being centralized architecture, it enforces the access controls that only authorized users can use it [4]. 
· Better Scalability
Client-server networks are better at scalability when a user needs to increase resources (server and clients) [4].
·  Better Management 
As all files are stored on a centralised server is far easier to manage files and track records [4].




 

[bookmark: _Toc101779344]Topology
Network topology is the physical and logical layout of the network, it defines the different nodes that are connected. The two types of networks are: - physical how the network is built and: - logical the way data is passed thought out the system [5]. 
The five different types of topologies: -
· Star All nodes are connected to the central device such as a hub via cables.
· Bus All nodes are connected sequentially to the same transmission line.
· Ring The nodes are connected in the same way as a BUS apart from its not connected to the same transmission line. 
· Tree The root node is connected to a few sub-level nodes which in turn are connected to a to a sub-level node, it has both BUS and STAR topologies mixed in it. 
· Mesh is a mix of all the other topologies which make it Hader to fail [5].
[bookmark: _Toc101779345]Design 

When designing a network there is a need to make a thorough list of needs that the network will need to run for the companies that its being made for, in both long and short term [5]. 
A list of needs when designing a network: -
· Technical requirements of the company [5].
· Determine the features and function needed the needs of the company [5].
· A network readiness check [5].
· Create an acceptance and solution test [5].
· Create the project plan [5].
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· Carrier-Sense Multiple Access Methods (Collision Detection) CSMA/CD
Every Node on the network can monitor the bus for a time, if the bus does not activate then the network will send a message to the bus. When two nodes start to send a message at the same time then nodes will notice a collision and take action to prevent it.  Whichever message is a high priority will continue while the low priority message will wait for the next possible period of no activity [6].
· Carrier-Sense Multiple Access Methods (Collision Avoidance) CSMA/CA
This was designed to minimize the chances of a collision on a network when two or more nodes, unlike collision detection the nodes check the state of the transmission before it sends the information, when the channel is open and free it will send the information [7].
· Token-Passing Methods 
Unlike CSMA/CD and CSMA/CA it is unlikely for a collision as the token is circling the network wating for a workstation to send information into it when it had said information its fly’s back into the network and sends the information [8].

[bookmark: _Toc101779347]Enforcement of security policies 
Detection of violations is when a user is trying to enter a system uninvited or have no rights of access to that part of the network with the intention of harming or compromising the system [9]. 

[bookmark: _Toc101779348]Analysis of security risks
Security Operations Centre (SOC) should have the following to help keep the company safe and secure against physical and electronical attacks  [10].
· Physical attacks
Every company should have a layer of physical defence from attack the following are just a few: -
· Security personal (such as guards) 24/7/365.
· Stop gates between leaves and areas of importance.
· CCTV to help with the constant surveillance to protect the gates and guards. 
· Access cards and Bio matrix (hand, eye, voice fingerprint) to limit access to the important areas.





· Electronical attacks
All companies with any kind of network stacks should have an on-sight network security engineer to stop any attacks and repair any damage made by a hacker.  The good thing about the SOC it can be maned anywhere in the world as the network security engineer can be at home or in another office on the other side of the world remotely accessing in, as the advancement of technology increases at a fast rate so does the network security engineer as they should do a security test (such as a LAN Pen test every month) by doing this the network security engineer will be able to keep up to date on all of the internal systems and reduce the chances of attacks succeeding   [10].
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C:\Users\Administrator>arp -A

Interface: 192.168.11.1 --- x7
Internet Address Physical Address
192.168.11.2 08-00-27-c8-77-F2
192.168.11.255 FFFFFEFFFFFF
224.0.6.22 01-60-52-00-00-16
224.0.0.251 01-60-52-00-00-b
224.0.0.252 01-60-52-00-00-fc

Interface: 192.168.10.201 --- 6x10
Internet Address Physical Address
192.168.10.255 FFFFFE-FF-FFFF
224.0.6.22 01-60-52-00-00-16
224.0.0.251 01-60-52-00-00-b
224.0.0.252 01-60-52-00-00-fc

:\Users\Administrators.

Type
dynamic
static
static
static
static

Type
static
static
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lC: \Users\Paul>ftp 192.168.11.1
(Connected to 192.168.11.1.
226-Microsoft FTP Service

226 Welcome to my FTP site

200 OPTS UTF8 command successful - UTF8 encoding now ON
User (192.168.11.1:(none)): ftpuserl
331 Password required

Password:

236-Welcome to my FTP site

236 User logged in.

Ftp>
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IC: \Users\Paul>ftp 192.168.11.1
iConnected to 192.168.11.1.
226-Microsoft FTP Service

226 Welcome to my FTP site

200 OPTS UTF8 command successful - UTF8 encoding now ON.
lUser (192.168.11.1:(none)): ftpuserl
331 Password required

Password:

236-Velcome to my FTP site

236 User logged in.

[7tp> 1dir C:\FTPuploads

Volume in drive C has no label.
Volume Serial Number is 346E-8216

Directory of C:\FTPuploads

/04/2022 14167 <DIR>
/04/2022 14167 <DIR> ..
/04/2022  14:06 © FTPfile.txt

1 File(s) @ bytes
2 Dir(s)’  6,467,276,800 bytes free
{rep> N
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Ftp> | :\FTPuploads
Volume in drive C has no label.
Volume Serial Number is 346E-8216

Directory of C:\FTPuploads

08/04/2022 1.
08/04/2022
08/04/2022 1.

<DIR>
<DIR>

® FTPfile.txt

1 File(s) © bytes

2 Dir(s)  6,467,276,860 bytes free
Ftp> bye

C: \Users\Paul>ftp 192.168.11.1
Connected to 192.168.11.1.

226-Microsoft FTP Service
226 Welcome to my FTP site

200 OPTS UTF8 command successful - UTF8 encoding now ON.
User (192.168.11.1:(none)): ftpuserl

331 Password required
Passuord:

236-Velcome to my FTP site
230 User logged in

Ftp> cd paulsftpfiles B FrPupload:
256 CuD command successful. -

[Ftp> put C:\FTPuploads\ftpfile.txt

200 PORT command successful.

150 Opening ASCII mode data connection
226 Transfer complete.

Ftp> o
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Default Gateway .
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IPv4 Address. . . . . . . . . . .:192.168.1.1

Subnet Mask . 255.255.255.6

Default Gateway .

C:\Users\nut-pn>ping 192.168.11.1

pinging 192.168.11.1 with 32 bytes of data:
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.

ping statistics for 192.168.11.1:
Packets: Sent = 4, Received = ©, Lost = 4 (106% loss),
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Connection-specific DNS Suffix
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1Pv4 Address.
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Default Gateway .
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Ethernet adapter Privateneti:
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1Pv4 Address.

Subnet Mask .

Default Gateway .

fe80: :6520: boac: f6b7:decb%11
192.168.1.1
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c: \Users\nut-pn>ping 192.168.11.1

Pinging 192.168.11.1 with 32 bytes of data:
[Reply from 192.168.11.1: bytes-32 time<ims TTL=
[Reply from 192.168.11.1: bytes-32 time<ims TTL-127
[Reply from 192.168.11.1: bytes-32 time<ims TTL-127
[Reply from 192.168.11.1: bytes-32 time<ims TTL-127

ping statistics for 192.168.11.
Packets: Sent = 4, Received = 4, Lost = @ (8% loss)

Japproximate round trip times in milli-seconds

inimum - 6ms, Maximum - ems, Average = ems

c: \users\nit-pn>




