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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  


[bookmark: _GoBack]Internet Protocol (IP) is the system that allows devices to find and connect to each other online. IPv4 was designed in the early 1980s
For many years, regulators and experts warned about IPv4’s limited pool of addresses. Its successor, IPv6, has the features and solutions the modern Internet requires: greater connection integrity and security, as well as the ability to support web-capable devices. IPv6 has been available for years, and 2016 marked the year when IPv6 reached 10% full 20 years after it was first implemented.[1]
IPv6 was developed by the Internet Engineering Task Force (IETF) to replace IPv4. Launched in 1998, the main and most obvious feature of IPv6 is extending IP addresses from 32 bits to 128 bits, allowing for more growth in the future and relief for the shrinking number of available network addresses.
In 1981, the four billion addresses IPv4 could provide seemed ample given the relatively limited number of computers back then. Three and a half decades later, computers and a wide variety of other devices also use network connections, from smartphones, tablets and game consoles, to TVs and even cars and fridges. 
IPv6 offers a significantly larger pool of addresses by using 128-bit addresses: 340 undecillion (3.4×1038), compared with the 4.3 billion available in 32-bit IPv4 addresses. The address space is the main difference between IPv4 (32-bit) and IPv6 (64-bit). The text representation has also been changed from a 2-digit partitioning for IPv4 to 4-digits for IPv6. An IPv4 example address is 12:34:56:78. An IPv6 example address is 1234:5678:9abc:def0:1234:5678:9abc:def0. The IPv6 representation also allows double colons (::) to represent a string of zero entries so 1234:0:9abc:0:0:0:0:def0 could be 1234:0:9abc::def0.[2] 
This extended pool provides scalability, but also introduces additional security by making host scanning and identification more challenging for attackers. Along with new addresses, IPv6 also provides a range of benefits for security, integrity and performance.
IPv6 can run end-to-end encryption. While this technology was retrofitted into IPv4, it remains an optional extra that isn’t universally used. The encryption and integrity-checking used in current VPNs is a standard component in IPv6, available for all connections and supported by all compatible devices and systems. Widespread adoption of IPv6 will therefore make man-in-the-middle attacks significantly more difficult.
IPv6 also supports more-secure name resolution. The Secure Neighbour Discovery (SEND) protocol is capable of enabling cryptographic confirmation that a host is who it claims to be at connection time. This renders Address Resolution Protocol (ARP) poisoning and other naming-based attacks more difficult. And while not a replacement for application- or service-layer verification, it still offers an improved level of trust in connections. With IPv4 it’s fairly easy for an attacker to redirect traffic between two legitimate hosts and manipulate the conversation or at least observe it. IPv6 makes this very hard.
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Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	712.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.19.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	Serial link R1-R2
	172.16.13.104
	255.255.255.248
	172.16.13.105
	172.16.13.106
	172.16.13.107

	Serial link R2-R3
	172.16.13.108
	255.255.255.248
	172.16.13.109
	172.16.13.110
	172.16.13.111
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