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[bookmark: _Toc48737761]Introduction
“Knowledge management” can be implemented for the better risk management at an organisation. The proper “knowledge management” helps the company in implementing better risk management policies that helps them in mitigating the risks. Here G4S Security Company UK has been chosen for the analysing the factors that affect the “knowledge management” at the company and in this report it will be discussed how they are managing the “knowledge management” at their organisation and how they can fulfil the gaps where they are lacking. A proper framework has been analysed for the better understanding of “knowledge management” at G4S Security Company, UK. 























[bookmark: _Toc48737762]Role and importance of different tools of “knowledge management”
“Knowledge management” is now a part of the growing economy and it plays a major role in understanding different factors for building e better management at an organisation. “Knowledge management” is all about making the right knowledge available to the right people at the right time (Abbaset al., 2019). “Knowledge management” makes sure that an organisation is using the assets of knowledge properly and they can learn from retrieving them and put them in use at the applications as needed. It is important to understand different means like creation, storing, sharing and application of integrated information for maintaining the good practice of “knowledge management” at an organisation (Alawneh and Aouf, 2016). Culture supports “knowledge management” at an organisation and it is particularly known as knowledge sharing process. Infrastructure implies the support system, teams of an organisation, and the structure of the organisation and the collaboration process of that particular organisation. Measure are the means of designing a management process and technology is another main important component of “knowledge management” (Aziz et al., 2020). Technology helps in the management of the explicit knowledge. This is a tool of collaboration and it helps in locating the experts. These are the aspects that make the implementation of “knowledge management” possible at an organisation. For the effective “knowledge management” it is very important to understand the types of knowledge that is available at an organisation. The type of knowledge includes explicit knowledge, tacit knowledge and embedded knowledge (Bencsik and Horváth-Csikos, 2018). The management of documentation, gathering of the intelligence, data mining and text mining is known as explicit knowledge. IT has an indirect role in the tacit knowledge which implies the knowledge gathering process including survey, questionnaire, focus groups interview, network analysis and so on where as embedded knowledge refers to identifying the different types of knowledge which is usually stored within the different operations and procedures of the organisation and the products or services provided by the organisation. At G4S security they handle the types of the knowledge effectively and they implement them in the right way for proper “knowledge management”. Effective creation, storing, sharing, and application and integration of information are the ways to implement the “knowledge management” at an organisation (Centobelli et al., 2019). 
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[bookmark: _Toc48737764]Sharing is the most important component in the “knowledge management” process. It usually plays important roles in both the areas- the knowledge creation and reuse of the knowledge. There are a factors that work as the determinant of the knowledge sharing (Cummingset al., 2019). These factors precisely describes the considerations and the cultural issues in implementing the sharing of the knowledge effectively at an organisation. The knowledge sharing depends on the awareness of the knowledge and the access to the knowledge which usually comes from the articulations of the needs. The guidance in the knowledge sharing process has to be followed and the completeness of the knowledge sharing process can be done through this. This process is done through the effective IT management and content management. These two components play very important role in the process of knowledge sharing (Dahouet al., 2019). It also depends on the process of socialisation that takes place within the informal networks of an organisation. It cannot be codified easily and effectively as it will be losing the essence that makes it an important component of knowledge sharing. It creates an effective support for the work relationships and it helps in creating the stimulations by the process of mapping and modelling. The organisations implement knowledge sharing process as it creates better problem solving and decision making skills and it also helps in reusing the effective problem solving features. Once a problem solving method is created which is proven to be effective, then it can be used in the future by other employees as well and that’s the reason the organisations implement the knowledge sharing. G4S security implemented the knowledge sharing process for the effective problem solving and decision making and it has been working out properly for them. They have also been implementing this knowledge sharing process for fastening the decision making process. Whenever an internal or external problem occurs at an organisation appropriate knowledge sharing helps them in implementing the correct solution for mitigating the problem. “Knowledge management” also helps in risk management and innovation management as well. By gaining the proper knowledge the employees of G4S security gather the valuable information that helps them in delivering better performance as well (Dalmarcoet al., 2017). Knowledge creation is important for the organisation as it helps them in gaining the competitive advantage. G4S security implements the knowledge creation by sharing, using and managing their organisational knowledge. They focus on the objectives of innovation, research and development which eventually leads to the better productivity and increased performance level of the company. These objectives might overlap with the process of organisation learning but at G4S security they have been implanting it properly so that they can obtain the objectives of the implementations. G4S security stores their knowledge with the help of the documents, reports and databases (Farooq, 2019). They used specialised software for properly storing the data through these means. Properly storing the knowledge helps them in keeping the records for the future perspective and also helps them in effectively reusing the knowledge when needed. The application of the knowledge helps solely in the development of the company. G4S security applies the knowledge in the perfect areas and it helps them in the proper development of the company. It helps them in managing the information that is available in the database and storage and then use it in the particular ways that is needed in a particular scenario (Hutahayan, 2020). G4S security has gained various benefit from the proper implementation of the good practices of “knowledge management”. It has made their workplace more efficient for both the management and the employees. The proper management has also made the decision making process faster than before and developed as well. It has increased the collaborations of the organisation and with effectively using the knowledge it has built better organisational knowledge. They have optimised training process and increased rate of employee retention as the effective “knowledge management” has the positive impact on the training and innovation (Inkinen, 2016). The best practices that are implemented in G4S security includes the training and development which brings out the innovation and creation alongside the sharing of the knowledge. Verbal and written communication is being implemented by G4S security as another effective practice for implementing better “knowledge management” at the organisation. Documentation, guidance and tutorials are being used by G4S security as well. All these factors are leaving a positive impact on the company and they have been successfully carrying out the better productivity and the proper management by the help of “knowledge management” (Kasemsap, 2017). 
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In this current context the identified scenario is enterprise risk management within G4S security. Enterprise risk management is an integrated approach of the strategic application and organisational decision making (Kucharska and Kowalczyk, 2016). ERM manages all the risks that might become an obstacle for a company in achieving their goals. This process also helps in obtaining result based performance within the organisation. G4S security has implemented enterprise risk management process for managing the risk factors properly and evaluating whether the applied risk management processes are being effective or not. The specific benefits of ERM are maximisation of the opportunities of growth for the organisation and minimising the losses of the organisation so that they profit maximisation can be done and the asses and income value can be increased as well. G4S security tries to obtain the benefits by implementing ERM effectively (Martinsonset al., 2017). 
By applying the theories of “knowledge management”, enterprise risk management at G4S security can be assessed. There are various components in the theory of enterprise risk management through “knowledge management”. The components are discussed as below: 

Knowledge mapping: Knowledge mapping is a process that helps an organisation in figuring out the internal knowledge from the employees and other people of that organisation. It creates a structure of “who known what” and thus the data can be properly stored. There are various forms of knowledge mapping like skill mapping (Massaroet al., 2016). The skill mappings helps the employees in assessing their knowledge about the project management and the experience they gathered form this so that all these knowledges can be added to the database of the system of the company. These skill mappings help the company in investigating and finding out where the expertise of the company actually lies so that they can create their strategy accordingly. G4S security has implemented knowledge mapping for building a better database for the company and they can easily identify what knowledge they are missing so that they can further work on that area for the betterment of the company. They use the skill mapping techniques as well and it is often known as “The yellow paper” and this helps them in understanding the areas of knowledge their employees are holding that can be beneficial for them in the process of overall development of the company (Navimipour and Charband, 2016). 
G4S security also uses the extended version of knowledge mapping which is known as “accountability matrix” that is handled by the people who are responsible for the mapping the knowledge and they help in implementing them in the proper wayand by implementing this knowledge mapping technique G4S security is managing their enterprise risk management with all the gathered expertise and information. 

Practice communities: Practice of communities are formed by the employees of an organisation who are from the same background or have the same kind of experience. They form a network among them where every employee has the same complementary skills and these people usually come together to discuss or brain storm on the same issues or topics (Stanciu and Tinca, 2017). This is a formal process which helps in bringing the better ethics within the organisation and creates better workplace with the help of “knowledge management”. There are many times when the most serious ethical issues of an organisation can be mitigated with the help of an organisation but in that case every employee has to be involved, even the employees with the lower profile job roles. The community of practices at G4S security helps in resolving the issues with the proper “knowledge management” and they manage the enterprise risk factors by implementing proper mitigation as the knowledge is put into right use at the right time by the network of the employees of G4S Security Company. They are even able to manage the enterpriserisk factors that might occur with the proper employee inclusion and “knowledge management”.

Hard tagging experts: This is a process of “knowledge management” which includes a formal mentoring process of the employees of the organisation (Stylianou and Savva, 2016). This is a part of the knowledge mapping and skill mapping and here the employees who have a better and higher experience are identified as the “hard tagging experts” and they become the part of a consultancy within the organisation where they can share their knowledge and become a mentor to the people who have the lower experience or who are the fresher’s to that organisation. This is an effective way of implementing and improvising “knowledge management” within the organisation and these “hard tagging experts” pass on the knowledge and experience for better productivity. Making the information available in the crucial time and it is important for the decision making process (Tseng, 2016). Enterprise risk management can be done with the efficient decision making process and for that the implementation of knowledge management id important. This is done by the leaders of the organisation and it is critical for the company as well so the “hard tagging experts” becomes the survivor of the company in such situations (Bencsik and Horváth-Csikos, 2018). G4S Security uses this approach in order to avoid such critical condition and they use this method for accelerating the decision making process. This is being very effective for this organisation in order to manage the potential enterprise risk factors. 

Learning: Learning is one of the most important component of “knowledge management” and it helps the employees to share the experience with the other employees of the company. It creates a dynamic learning environment within the organisation that helps the employees to learn from each other and a continuous sharing of the knowledge takes place within the organisation (Usoro and Abiagam, 2018). Whenever an incident or even takes place within an organisation a post learning or knowledge sharing session helps them in assessing the whole area and that helps them in reaching the conclusion and the employees learn with each comments or observation that is done by the other employees. It keeps on going the environment of learning and sharing within the organisation and that is the major reason the organisations adopt this techniques. G4S security implements the learning as a tool of knowledge management for handling the enterprise risk factors as better learning helps in the overall development the organisation as well. The employees with better knowledge and learning would help the organisation in better enterprise risk management by identifying the potential risks and finding the solution for them. G4S security uses this approach for the same reason as it helps their employees in becoming more responsible and they want the employees to have the proper knowledge about the company so that any mistake or mishap that has happened to the organisation does not repeat in future. This is another area of enterprise risk management that is successfully done by G4S security with the proper implementation of the “knowledge management” (Vaid and Honig, 2020). 

Business research and analysis: At present the market of business is highly competitive and gathering the proper materials, data and knowledge for the business research and analysis is one of the main components of business management as well. The “knowledge management” helps in providing all the important materials that would be an asset for any company for conducting an effective market research and analysis for the achieving the competitive analysis and developing the business. This is one of the most revolutionary and most valuable aspect of the “knowledge management” at any organisation. “Knowledge management” is used as a tool for enterprise risk management and here it helps the organisation on gathering a large volume of data from the external environment as well as the internal environment (Wahda, 2017). “Business research and analysis” helps in gathering the data in terms of the external organisational factors that helps the organisation in analysing the potential risk factors so that they can prepare themselves with the strategic planning in prior. G4S security implemented this process of knowledge haring for specially analysing the external environmental factors that might affect the company and they also analyse the current situation that might leave and impact on the company (Zawaidehet al., 2018). The company forms the research based on a few factors. The factors are mentioned as below:

1. Legal terms and regulations related to the legal factors. 
2. Non-compliance policies of the organisation
3. Policies regarding non-violence 
4. Potential development areas based on the local, political, environmental and social factors. 
5. Usage of the internet and digital platform for technological advancement. 
6. Press releases from the company 
7. Social status and the performance of the subcontractors based on the reputation in the community. 
8. Practices for better knowledge gathering and promotion of the learning within the organisation. 

Analysis of these factors helps G4S security in understanding the external environment and the internal business environment as well. The enterprise risk management is done by them as they have been using the business analysis as one of the tools of knowledge management and coming up with different ideas for mitigation. Knowledge management is required in all the areas that have been mentioned above and understanding the legal terms and regulations and putting them on proper use has been beneficial for G4S security. They have been using internet and digital platforms in an effective manner as well and knowledge management plays a huge role behind this. So, from the above context it can be understood that knowledge management and business analysis at G4S is effectively correlated. 

Encouraging the knowledge sharing culture within the organisation: The encouragement and motivation regarding the knowledge sharing within the organisation is highly recommendable and important for each and every company (Ziebaet al., 2016). This is one of the component that makes the implementation of “knowledge management” highly successful. The concept that implies the values and determines them need to be communicated effectively within the organisation. It plays a vital role in bringing integrity within the organisation with the effective use of “knowledge management”. Integrity is identified to be a part of the culture of the corporate organisations and for the accomplishment of this the organisations need to focus on the sharing of the knowledge, mentoring of the employees and training of the formal ethics so that employees can be well versed in the “knowledge management” process and so that they can appreciate the good behaviour and understand the importance of this good practices. There are needs for effective communication for the encouragement of the knowledge and idea sharing within the organisation. This helps in the early identification of the risks and the process of company advocated formal knowledge sharing helps in sending the message to each of the employees within the organisation. G4S security promotes and encourages the knowledge sharing culture within their organisation and they take the responsibility for saving the company from any kind of legal or ethical harm that might come in future. The early identification of the enterprise risk help them in implementing the proper strategy so that they can avoid the situation or overcome it with efficiency and that is why in implementing enterprise risk management they properly use knowledge management.G4S security uses knowledge management by identifying the needs of the knowledge, then they determine the assets of knowledge, then they work on generating the knowledge through different areas and once that is done they store the knowledge and make the utilisation by distributing the knowledge and once they get the feedback, they work on that for furthermore betterment. They promote the effectiveness of “knowledge management” for bringing the efficiency among the employees and also to let them sync into the process of learning. 
Performance monitoring and reporting: For implementing the effective “knowledge management” the company need to implement the process of continuous monitoring and measuring the performance of the employees. The leaders of the organisation needs to assess if the employees are adapting the learning procedure or not and in that way they will also be able to understand how effective the “knowledge management” is. Sometimes even the non-financial performance and information determine the success of failures of the company so, keeping that in mind the organisations need to measure the performances of their employees. With the better performance monitoring and reporting the organisation can also make sure if the organisation is ready to handle the potential risks that might occur or not and they can evaluate and forecast what are the resources they need to ailing for implementing the potential factors that will mitigate the risk factor with the help of “knowledge management”. This is a very important tool for the organisations and need to be handled properly (Ziebaet al., 2016). G4S security monitors and measures the performance of their employees so that they can assess the position of the organisation and also they can assess if they are ready to handle or not if a critical situation occurs in near future. As they monitor the performance they get the idea about how the knowledge management is working for the organisation and they also get to know what the areas where the lack is identified are and how they can fill those gaps. 
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Figure 1: ERM process 
(Source by Antonio Fernandez)
Risk analysis interprets a study of a process of the certainty of a risk that is underlying and provides a course of action that forecasts the future of a project- either the project will be successful or not. Enterprise Risk management is an important area of G4S security. G4S security uses an effective risk analysis process for the better enterprise risk management. They categorise the potential risks so that the risk can be identified properly. They analyse the probability of the occurrence of the potential risk so that they can estimate the consequences and prepare a timeframe for managing the potential risks (Hutahayan, 2020). They evaluate and create a threshold for each and every potential risks and the Knowledge management helps them in conducting the whole process in a proper way so that the enterprise risk management can be implemented properly. G4S security uses this process in implementing the ERM successfully. Risk monitoring, risk analysis, risk control planning and risk control are the major areas that G4S security uses for managing their enterprise risks and this is the process following which the effectiveness of the enterprise risk management can be analysed. The risk monitoring helps in understanding the risks and also in understanding the changing states of the risk as shown in the diagram above, risk analysis helps in prioritising the risk so that it becomes easier to create a risk management planning and strategy for mitigating that potential risk factor. Risk control and risk control planning are all about creating a set of strategies and choosing the best one from the set of planning so that G4S security can effectively manage their enterprise risk management. 
The Von Krogh and Roos model for “knowledge management” 
This is the first model of knowledge management which pointed out the differences between the “individual knowledge” and “social knowledge” was introduced by Georg van Krogh and Johan Ross KM and this model was introduced in the year 1995 and this model provides the insight about the enterprise risk management by using the effective knowledge management. By using this model the ERM at G4S security can be analysed as well. According to this model of KM there are five factors that helps in preventing the KM and creating effective strategies and that five factors include- employees, the communication, structure and layout of an organisation, interlinks between the member of that organisation and the HRM of that organisation. This model discusses about the questions that might rise including why and how KM can be implemented and what are the barriers of KM (Mohajan, 2017). This model also describes how no knowledge can be acquired within an organisation without a proper knower who can connect the links and maintain the whole process. At G4S they use this model for building effective workplace relationships and positive activities that helps them in understanding the potential risks by analysing the existing knowledge information and they can prepare the strategies for enabling the set of their organisational goals through the sharing of the knowledge that leaves an effect on the whole risk management process of the organisation so that they can implement the enterprise risk management properly. 
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Figure 2: Framework of KM
(Source by Antonio Fernandez)

The implementation of “knowledge management” can be analysed by a framework of an organisational “knowledge management” model. The assessment between the organisational performance and knowledge performance is important in each layer of the framework. This particular framework has three layers and each layer needs to be associated differently with the organisational management so that the relationship of organisational management and “knowledge management” can be established and the gap between the required “knowledge management” and the existing “knowledge management” can be assessed. This analysis will be done based on the company G4S Security. The framework includes the “knowledge management” performance assessment – organisational support for “knowledge management”” in the first layer of the framework. Here it can be said that the top management has a powerful voice in the implementation of the “knowledge management” and it was also found that the “knowledge management” can be conducted in various possible ways(Wahda, 2017). For the implementation of each and every activity of “knowledge management” the employees are evaluated by asking various question’s like how many knowledge objectives were addressed by them in the previous session, what were the potential solutions for the risk management and if that solution was of any use or not and if they were implemented then how successful was that implementation (Zawaidehet al., 2018). In G4S security this can be seen that the top management has the great influence in risk management through the implementation of “knowledge management” but they do not asses and evaluate the employees like this so, it is hard to know if the process id being successfully implemented or not and what the employees think of this solutions for potential risk factors of the organisation. 
In the second layer of the framework ““knowledge management” support for the employee’s activities” has been identified. This is the layer where the leaders and the management focuses on the development of the knowledge sharing skills of the employees and when they take part in this activity effectively their performance becomes better and they gather more information and knowledge about the organisation that helps them in their growth within the company. G4S Security focuses on the development of their employees and they support then knowledge sharing within the organisation for the effective results(Wahda, 2017). However for implementing this stage effectively the proper transparency is needed from both sides or else it would not work out for the company or the employees. The employees need to have the adaptability skills for developing their “knowledge management” skills and the organisation needs to focus on providing full-fledged data to the employees so that  miscommunication can take place and the knowledge and the information of the company do not get distorted. This is another area of improvement that G4S Security can improve and implement the “knowledge management” within their organisation properly so that the risk can be identified at time and by that time they can be prepared with the solution for mitigating the risk. 
In the third layer of the framework “employees knowledge activities for business process” has been analysed. “Knowledge management” develops the skills of an employee by providing him with the information that he needs to know for the effective performance and productivity within the organisation and that reflects when the process of the business is conducted. A well skilled employee who has the knowledge about the internal and external factor of the organisation will provide be providing better performance and efficient productivity. The employees need to go through then organisational learning process for gathering the proper information and the management of the company needs to look in to this matter as well. At G4S security they have bt6yhis gap of training and development and as a result of that the gap can be seen in be performance of the employee. They need to look into this matter and they need to focus on providing effective organisational learning for the better performance. Overall they need to provide the employees with the proper data and information so that they can understand internal and external matters and analyse the risk factors and provide the potential solution to them. 
All these layers lead to the “assessment of the organisational performance” and eventually that leads to the main component which is “assessment of the “knowledge management” implementation performance”(Ziebaet al., 2016). By following this frame work G4S security can assess their gaps in the “knowledge management” in the organisation and they can improve the implementation process of the “knowledge management”. 
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Conclusion
From this report it is understandable that the implementation of the “knowledge management” is very important for an organisation and G4S security is successfully handling the “knowledge management” at their company. They have been implementing the factors of “knowledge management” with efficiency for better outcome in the risk management factors. They are using the “knowledge management” for the better risk management opportunities but in this scenario they have some of the gaps in implementing the “knowledge management” and they need to focus on these areas. As the conclusion it can be said applying a proper framework can help them in implementing the “knowledge management” in the proper way and that will help them in coming up with better risk management policies for the betterment of the organisation and mitigating the potential risk factors in an effective way. 
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