


Digital Policing Assignment 1

The advance of technology in the world has become popular and well used over the recent years and police forces are keeping up with new technologies. The reason why they use these technologies is for the benefit of police operations and for the public’s safety (National Police Chiefs’ Council, 2021). There are growing appeals for the police to adapt to the demands on the service by adopting the new technologies which will help them overcome current challenges and help with investigative work as highlighted in the national policing digital strategy (NPCC and Association of Police and Crime Commissioners, 2020). Similarly, the Policing Vision 2025 shares several key features such as embracing the new world of technology in policing circles, engagement between the public and police, recognition of online crime and importantly utilising forms of technology like CCTV (closed-circuit television) as evidence (NPCC, 2015). 
According to Dowey et al. (2017), police forces in England aim to increase their interactions with the public via social media, with the aim of increasing crime reports. South Wales Police also engage with the public via social media by having options to report crimes online, making it more accessible for those who use the internet and social media more than telephone communications (South Wales Police, 2021). In a survey across UK police services, challenges were acknowledged by the staff and officers that for example, only 11% were confident in their ICT infrastructure to support greater digital innovations (iGov, 2017). 
This paper will begin by exploring the role that technology has in police operations and its importance. It will then go on to critically analyse the specific features of digital policing by looking at the effectiveness of the technology and its impacts on policing practices by looking at how they work and operate with new technology. The communities they serve, meaning a united group of people with a common interest, mostly the public (Cambridge Dictionary, 2022). Finally, vulnerable people, meaning children, females, adults over 18 with disabilities, migrants, refugees, LGBT (Lesbian, Gay, Bisexual, Transgender) groups and the elderly, specifically regarding data and evidence sharing (OHCHR, 2021, Police Act, 1997). The three pieces of technology that will be covered are CCTV, facial recognition and Body Worn Cameras which all come under surveillance technology with uses of digital images which all prove crucial in the work of the police. 
Custers (2012) explains that new technologies for policing provide new opportunities for enforcing the law, doing criminal investigations, and prosecuting criminals. Furthermore, recommendations are made by saying that many technologies used by the police are not always accepted by the users. This is because they would rather use current basic technology like radios on a broader basis rather than learning new technologies. However, new technologies like mobile policing which is allowing the police to use their work phones and laptops in their vehicles show success. Four categories were found in studying mobile technology which highlighted officer performance, security, management, and cognitive acceptance (Lindsay et al. 2011).
Along with potential benefits comes the challenges of newer technologies as Wall (2017) argues that due to the internet and social media usage increasing so are the number of cyber victims which would directly link to the police forces needing more units for specific cybercrimes. The Digital Services Division (2018) highlight the roles of digital policing within South Wales and Gwent police forces which are using mobile data for police officers to access their work or applications while on patrol, using body-worn videos for evidence, extending their internet and intranet platforms to engage better with the public, using facial recognition and the Niche system for officers to manage records on a system. The goal of digital policing is to lessen the amount of time in the police stations so that more officers can be on the frontline for longer periods of time. The claim of shorter office times is like the findings of the National Audit Office (2012), which states that the average increased time out of the station by using mobile technology was 18 minutes per officer per shift. Furthermore, cashable savings were at £0.6 million from using mobile technology. On the other hand, the costs of mobile technologies may have been a challenge as 23 forces between 2004-2005 to 2011-12 spent £61 million with £4 million being unspent. Further back in the 1960s in London and Liverpool, initial experiments of CCTV failed due to the high cost of cabling (Williams, 2003). However, the 2022 to 2023 funding package for police forces in the UK has been increased to a total of £16.9 billion which is a funding boost of £1.1 billion to specifically tackle crime and deliver safer streets (Home Office, 2021). 
One of the most used features of digital policing in everyday policing is CCTV. According to Wooding (2018), CCTV is largely regarded in academic literature as a crime prevention tool, but the true value lies within it being a public safety mechanism due to it being actively monitored and it being oftentimes a piece of critical evidence in criminal investigations. Similar views by Welsh and Farrington (2002) are made, explaining that over forty-six studies in the USA and Britain found that CCTV reduces crime to a small degree, having more of an effect on vehicle crimes in car parks than compared to public transport in city centres. Gerell (2016) went further to monitor high environmental crime hotspots in Sweden using CCTV but found that they had no impact on crime reductions. However, Piza et al. (2019) recommend that CCTV be continually used narrowly in the areas of vehicle and property crimes. On the other hand, Farrington et al. (2007) argue that CCTV is least effective in crime reductions related to houses and further explain that CCTV alone is not the reason for crime deterrence, but other factors such as lighting or if it is a public area.    
Goold (2003) raises the term policing the police and found that when the police are monitored by CCTV, they operate differently knowing they are watched. One officer said that they were more careful when out on patrol whereas others simply said that if they operate by the law nobody should be worried about being monitored and so it did not affect them. CCTV as evidence is critical for police to obtain as evidence. However, Davis and Valentine (2009) conducted three experiments testing medium-range videos, suspects with clothing or accessories covering their facial features and close footage of CCTV on one actor and gave the participants four to choose from who were physically present. All three experiments had nearly a third or more incorrect answers, showing that in some cases CCTV can make a case entirely successful or not. Other than identifying suspects in court, CCTV is also used for tracking suspects who may be fleeing from police or using Automatic Number Plate Recognition (ANPR) to find stolen, uninsured, or untaxed vehicles (Parliamentary Office of Science and Technology, 2002). 
The College of Policing (2022) also agrees with this by saying that road police roles use the ANPR technology for intelligence gathering and the skills of the police are developed. This means the police who use this technology are at a benefit over the suspects they are tracking, and it shows this is effective on behalf of the police. This is shown by tracking Sarah Everard’s final moments through CCTV footage as being a crucial part of the investigation (Townsend, 2021). Furthermore, similarities between the ANPR are shown, giving police officers more power to do their duty. CCTV and the ANPR systems not only help the police, but CCTV particularly protects citizens and vulnerable people from police powers being abused as shown by officers potentially acting differently had they known they were being watched. 
Another piece of technology used by the police is facial recognition. New facial recognition technology is being increasingly used in daily police activities. Although the use of this technology may be beneficial to police authorities, it can only be used under the Protections of Freedoms Act (2012) following a strict code of practice and must protect people’s human rights (Surveillance Camera Commissioner, 2019). South Wales Police (2021) a system called Neoface facial recognition which compares images from the live feed to a suspect watchlist and if images match an alert is given which is reviewed by a member of the force. Furthermore, a different version of this technology is called Retrospective Facial Recognition which compares still images of unknown people to the database after an event to further their intelligence.   
Although facial recognition may sound simple, to begin with, ethical issues are arisen due to people feeling like their privacy has been breached as they have not consented to it. Hallowell et al, (2019), question the accuracy of live facial recognition, biased outputs of decision-making operators and ambiguity about the nature of current deployments. These questions make it difficult for the police to advance their technology without breaching any laws which protect people from surveillance. The most popular argument is that facial recognition goes against Article 8 of the Human Rights Act (1998) which states respect for private and family life. However, public authorities like the police can interfere with this right if there is a breach of national security, to protect the public or to prevent crime and disorder.
There have been times when the technology has not worked as intended which directly puts the police force in the spotlight of the media for criticism of new technology. According to Jones (2018), South Wales Police wrongly identified 2,000 people as possible criminals during the Champions League in Cardiff. South Wales Police did admit to the technology not being 100% accurate but nobody was arrested or wrongly convicted for this error. Furthermore, the South Wales Police have had court appeals against them for their use of this technology, more specifically the case of Ed Bridges in Wales who filed a claim against the use of the technology which the Court of Appeal rules unlawful use by the hands of South Wales Police (Rees, 2020). This negatively impacts the perception of the police because it does not look like the police are doing their job lawfully and can cause issues between public and police relations. Despite setbacks with the newer technology South Wales Police are trialling a new facial recognition app that allows them to check the alerts on their work phones, allowing them to identify wanted suspects in real-time (Roberts, 2021). This will increase the effectiveness of police investigations and protect the public from real threats of dangerous criminals.  
Joh (2019) argues that newer technology in smart cities is beneficial to policing due to the ability to still police areas without officers being physically present allowing for data to be gathered. The increase in the use of facial recognition allows for data to be analysed for a greater understanding of how it works and how to solve issues with it (Fussey et al. 2020). Therefore, the development of technology and using it frequently will increase the chances of it working as intended, which will directly impact the police and public positively as it will be lawful. 
Body cameras worn by police officers is another common piece of technology used in daily policing activities. Otu (2016) explains that Body Worn Cameras (BWC) has been implemented in policing efforts in countries like the United States, United Kingdom, Brazil, and Australia since the early 2000s. Moore (2016) goes further to say that video cameras are one of the biggest technological advances used by police agencies today. According to Ariel et al. (2015), body-worn cameras are important because they give the police evidence which can be used in court and will increase prosecution rates and police investigation effectiveness. It also increases the likelihood of force being used lawfully and carefully as a study showed in the United States that officer complaints went from 0.7% per 1,000 contacts to 0.07%. The Metropolitan Police (2022) describe the camera as an independent witness and can show the court the situation from the officer’s perspective. As well as strong evidence, it also creates transparency, for example during a stop and searches or when force is used. 
According to Smykla et al. (2016), there are many opinions of body-worn cameras but there is little to no academic research done on their effectiveness and the perceptions of the public and police. In a study of 27 local enforcement agencies, questions were asked about the use and effectiveness of body-worn cameras. The findings were that many of the forces were on board with its use, focusing mainly on the positive impacts rather than the negative. White (2014) hold similar views claiming that there is a lack of credible information on the use of body cameras. However, he mentions that it can be used as a training tool for new officers, developing their skills. Mentions are made about the potential privacy risk of body camera footage and how it would be dealt with or where would unused footage go to. 
 Regarding the data or video evidence of the body cameras, a study by Pelfrey and Keenar (2016) showed that police officers were concerned regarding their performance as the administration team had high expectations they may not have met while under review. Stanley (2013) further raises privacy limitations to body-worn cameras by stating that for the most part, calls end up being totally innocent on the part of the officers and the public members. But privacy concerns lay within the homes of witnesses or victims which may no longer be private when reviewed by others. When officers deal with burglaries or similar crimes that have already taken place, officers may enter the home to examine evidence and with the body camera on, the home and items within the home are recorded and stored as data. Oswald (2021) highlights the concern of the West Midlands committee regarding emerging artificial intelligence in policing vulnerable victims and individuals. The possibility of data sharing among agencies, depending on the case, may lead to a vulnerable person such as a child needing an appropriate adult present to safeguard the rights entitlements and welfare of the vulnerable person (National Appropriate Adult Network, 2018).  
According to Ward (2020), a pilot in 2019 in Merseyside rolled out the use for body cameras to be used for interviewing suspects, witnesses, and victims in any safe location. To ensure the safety of policing practices and the communities the police serve a step-by-step workbook was given to the officers to make sure they could use the cameras quickly while maintaining an appropriate risk and legal considerations. The change is found under the Police and Criminal Evidence Act (1984) that enables chief constables to authorise the use of cameras and to approve them for interviews, depending on the location they take place (Home Office, 2017). Merseyside Police (2020) also state that the use of this technology must be used responsibly and that the retention to safeguard evidence and the integrity of any digital footage. They further emphasise that officers and staff are reminded that disclosing the footage to others must be done to professional behaviour and standards, thus showing the importance of police technology being safe to store as data and to uphold basic human rights.
     A brief mention of stop and search usage among Black and Ethnic Minority (BME) groups are worth mentioning as they have higher rates of stop and search while being compared to White or Asian people (Home Office, 2021). Since the rates are higher and outbursts of anger among BME communities as shown in the case of Mark Duggan who was shot and killed by police after a stop search which eventually led to the London riots (Powell, 2021). However, had body camera footage been used in this incident it may have resulted in a different outcome where the public may have seen the perspective of the police and prevented the number of complaints or riots from happening (College of Policing, 2015).    
In conclusion, this essay has covered the reasons and roles for new technologies in policing and further evaluated three primary digital technologies used by the police in their daily activities to achieve better-policing effectiveness. CCTV has been mentioned and has ties with the ANPR system which allows the police to gather intelligence and evidence to be used for further investigations or as evidence in court to prosecute people. Their uses have been explained and linked with their impact on policing efforts and how they can support vulnerable people. Facial recognition has been covered by breaking down when and how it works. There have been cases of this technology not working as intended, but efforts have been made to correct those issues. Limitations for this technology have been addressed by raising arguments for data privacy which may be in violation of human rights, as shown in the case of Ed Bridges. Recommendations have also been shown by suggesting use for this technology to be used more frequently to better and further its operations in the future, benefiting the police and public. Lastly, body-worn cameras are crucial for the police as they provide evidence that cannot be argued against. Its impact on communities is positive due to lesser complaints from the public with links to better officer behaviour being identified. Privacy concerns were raised for vulnerable people who were recorded and how that data would be dealt with, but legislation protects those individuals from unlawful practice. 
Overall, the journey of digital technologies in policing are evolving. The police efforts to please the public are a high priority because if the public does not agree with the technology, it will prove far more difficult to use it without retaliation. The efforts for more prompt and effective investigations are shown by the uses of these technologies and how they are changing for the benefit of the police forces as well as public relations. Lessons from previous failures will allow the police to better their image in the eyes of the public and successfully use new technologies when they arise and to ensure the effective impact of them.       
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