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[bookmark: _Toc187667611][bookmark: _Toc103894230]Introduction
In this assignment two FM communication systems will be designed and analysed using GNU Radio, a WBFM receiver using an RTL-SDR and a NBFM jammer. This includes implementing FHSS as an anti-jamming technique, assessing system performance through signal quality evaluation, and exploring the ethical implications of secure communication methods and SDRs.

[bookmark: _Toc187667612]Background Research
[bookmark: _Toc187667613]Frequency Modulation Communication
Introduced in the late 1930s FM Radio revolutionized broadcasting resulting in clearer and more robust audio, less susceptible to interference. Despite the advantages, FM faced resistance due to the dominance of AM Radio and the required infrastructure changes. FM finally gained popularity in the 1960s, offering a broader range of programming and superior audio quality.[1]
[bookmark: _Toc187667614]Anti-Jamming Techniques
The evolution of adaptive anti-jamming integrates techniques like AFH and adaptive DSSS, combining frequency, power, modulation, and filtering strategies. Although effective in practical systems, traditional methods lack learning and perception capabilities. Recent research applies AI, using algorithms like genetic and particle swarm optimization, to enhance anti-jamming by optimizing communication parameters.[2]

[bookmark: _Toc187667615]Jammer Techniques Using GNU Radio
Simulate a Narrowband Frequency Modulation (NBFM) communication system using GNU Radio. Introduce a jammer at the FM transmitter, and then implement the Frequency Hopping Spread Spectrum (FHSS) anti-jamming technique to protect the message. Finally, analyse the performance of the system under different conditions.
[bookmark: _Toc187667616]NBFM Modulation and Demodulation:  
Frequency modulation is made up of a modulating signal and the carrier wave used to transmit the message. The signal is encoded onto the carrier wave by altering the message frequency.

 represents the angle of the carrier wave
Equation 1 – Expression for Frequency Modulation Carrier[3]

Equation 2 – Expression for Frequency Modulated Wave[4]
AC 	– Amplitude of the Carrier Signal
fc 	– Frequency of the Carrier Signal
kf 	– Frequency Deviation Sensitivity
m(τ) 	– Modulating Signal
Frequency Deviation determines the amount that the Frequency Modulated signal can vary from the nominal carrier frequency[5], the sensitivity of deviation is determined by the modulation index.[6]

Equation 3 – Expression for Modulation Index[7]
Bandwidth is the range of frequencies used to transmit and receive the message signal; typically the a large range of frequencies is required to carry the information.[8]

In the case for NBFM it is accepted that 

 


Whereas the case for WBFM accepts that 

 


Equation 4 – Expressions for FM Bandwidth[9]
β 	– Modulation Index
Δf 	– Frequency Deviation
fm 	– Modulating Frequency
BW 	– Bandwidth
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Figure 1 – Frequency Modulation and Demodulation GNU Radio Flowgraph
Figure 1 shows FM modulation and demodulation, starting with giving the audio WAV file a modulation index of 0.5 with the multiply constant block. The audio signal is then throttled to a sample rate of 44.1k to match the audio sink rate, and the signal is then converted from complex to real and assigned a phase modulation sensitivity of 1. This signal is then multiplied with a signal source (carrier wave) to provide a frequency modulated signal. Then the signal is converted back to real so it can produce a WAV audio file, and the time, frequency and waterfall sinks are added to show the modulated signal waveform.
Next the modulated signal is then multiplied with the carrier wave to demodulate it, and then passed through a low pass filter to remove any high frequency noise gained through transmission. The multiplication constant provides a volume control for the received signal and finally the DC blocker removes any DC bias from the received signal so that the audio is centred around 0V and the block set a default length of 32 – and the long form of the filter.
Figure 2 shows the modulated signal in waterfall, time and frequency sinks, the time sink shows the signal in the time domain. Whereas the frequency and waterfall sinks display the signal in the frequency domain, showing the range of frequencies being used to transmit the audio signal and the power of those frequencies.
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Figure 2 – Frequency Modulated Signal
The waterfall graph displays clearly the frequencies used to transmit the audio file as they appear red and yellow in the bandwidth shown with the extremities of the signal shown in a green colour showing a clear definition between the signal and the background noise. This waterfall graph can be mapped onto the frequency spectrum graph below.
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Figure 3 – Demodulated Signal
Figure 3 shows the demodulated signal in the form of the three sink graphs showing the spectrum separated around the centre frequency to show the two sides of the spectrum.

[bookmark: _Toc187667617]Adding a Jammer
Figure 4 below shows the flowgraph of FM modulation and demodulation with added noise jamming. The jamming source is provided by adding filtered gaussian noise to the modulated message signal using a noise source block to generate the selected noise (throughout the spectrum) to be added to the system, the noise generated in this function block is gaussian as this noise type is selected within the block. Equation 5 shows the expression for the transmission produced within the flowgraph, the FM signal equation with added filtered noise given as  (filter constant) and .

Equation 5 – Expression of Frequency Modulated wave with Added Filtered Gaussian Noise
[image: ]
Figure 4 – FM Transmission with Gaussian Noise Jammer
The jamming is shown below in figure 5 as the red and orange signal within the transmitted signal, the noise can be seen at the centre shown as the dark red on the waterfall or largest peak on the frequency graph. The filter for the can be seen acting to increase the span of the noise across the transmission spectrum providing a larger bandwidth for the noise to occupy.
[image: A screenshot of a computer

Description automatically generated]
Figure 5 – Additive Gaussian Noise Jamming
Figure 6 shows the constellation graph produced by the jammed signal. The points are all sporadically spaced and loosely grouped into an oval shape showing the effects of the jamming. The jammer power increases the distance between the points on the constellation in all directions whereas the jammer filter cut-off frequency alters the point distances along the in-phase axis. 
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Figure 6 – Constellation Graph of Additive Gaussian Noise Jamming

[bookmark: _Toc187667618]Implement FHSS for Anti-Jamming
Figure 7 shows the implementation of FHSS as the anti-jamming method. This methodology uses channels to allow the signal to hop across the spectrum, protecting the signal and evading the jamming. The signal channel is randomised at the first carrier signal by multiplying the carrier with a random channel. The modulated signal is then filtered to 20kHz using a low pass filter and multiplied with the negative carrier, next the jamming signal is implemented.
The jamming signal is made up of a modulated noise source. The noise is filtered to provide bounds and then is multiplied by a carrier wave of 25kHz and the random number function selecting a channel value from -5 to 5 to distribute the noise throughout the full bandwidth available.

Equation 6 – FHSS Expression
Equation 6 shows the expression that makes up the FM transmission, jamming source and anti-jamming implementation.
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Figure 7 – FM Transmission with FHSS Anti-Jamming
Figure 8 below shows the channel seeking upon receiving the transmitted signal the waterfall plot shows the different bandwidths of each channel during searching, with the extremities having larger bandwidths and the channels near the centre having smaller bandwidths. The time domain graph shows that the received signal is mostly intact with only a slight amount of additive noise from the jamming.
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Figure 8 - Channel Seeking
Figure 9 shows the constant tone jamming generated by the added jamming; the tone appears in this channel based on the random number selected during the equation to make up the carrier wave for the modulated noise source. This is where the majority of the jammer power is as shown by the time domain graph, you cannot see any of the original signal amongst the noise in the channel. 
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Figure 9 - Constant Tone Jamming
This is the same for the constellation graph – shown in figure 10 – which is very spread out along the width of the band in use and centred along the middle of the Quadrature axis unable to produce the usual elliptical shape.
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Figure 10 – Constellation Graph
The anti-jammed message can be seen shown below in figure 11, the signal is clearly seen in red in the channel centred around the carrier frequency, the time domain graph shows the demodulated audio signal without additive noise influence. The frequency graph at the bottom shows the message in the low pass envelope above all other noise throughout the spectrum. Figure 12 shows the constellation graph as a tight set of points not interfered with by any external noise.
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Figure 11 - Anti-Jammed Message Signal
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Figure 12 – Constellation Graph
Using the jammer cut-off frequency variable the low pass filter can be changed to allows more or less noise through into the system as shown in figure 13 by the yellow/red bands of noise in the channel bands, this can also be seen in the constellation graph in figure 14 with the points starting to become more spread out as the noise passed into the system by the filter affects the received signal providing interference, making the signal noisy. The overall impact on the system is that the jammer cut-off frequency variable changes the width of the band that the jamming noise can occupy.
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Figure 13 - Altering Jammer Cutoff Frequency
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Figure 14 – Constellation Graph

[bookmark: _Toc187667619]Analysis and Comparison

[bookmark: _Toc187667620]Message
The message is shown in figure 15 identified with a signal to noise ratio between 30 – 70dB and a bright red peak at the centre of the graph surrounded by the yellow signal sitting approximately 50dB above the noise.
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Figure 15 – Message Time and Frequency Domain Graphs
[bookmark: _Toc187667621]FM Modulation
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Figure 16 – Frequency Modulated Signal

[bookmark: _Toc187667622]FM Demodulation
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Figure 17 – Demodulated Signal

[bookmark: _Toc187667623]Jamming
The additive noise jamming signal is clearly shown below in figure 18 affecting the message signal in the time domain graph, the waterfall graph shows red at the carrier frequency and for the high-power jamming surrounding carrier frequency as well as yellow regions of the waterfall graph where the noise has increased the overall power of that frequency point.
The SNR is still similar to the unjammed signal; however, the deviation of the signal is greatly increased. This is due to the addition of the noise used to Jam the modulated message which reduces the clarity of the received message 
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Figure 18 – FM Message with Additive Noise Jamming

[bookmark: _Toc187667624]FHSS Anti-Jamming
The anti-jamming technique used is FHSS utilising channels to alter the transmission bandwidth to evade the noise randomly added to the channels. The carrier frequency can be seen as the red signal or peak on the waterfall and spectrum graphs while the orange portion of the waterfall graph maps to the filtered noise that can be seen in the spectrum at the bottom.
The modulated signal is shown to be approximately 25dB with the carrier frequency 70dB above the noise. The noise can then be given a larger bandwidth using the filter cutoff to increase the influence over the channel selected, the channel selected is where the carrier frequency sits within the spectrum.
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Figure 19 – FHSS Transmitted Signal

[bookmark: _Toc187667625]Ethics and Impact
Jamming RF broadcasts is an illegal act, also making it immoral. The RF spectrum is divided into many bands of allocated spectrum usage, any disruption to the spectrum usage is an illegal act and can lead to consequences like fines and jail time. The ethical implications of jamming signals consist of national security, public safety, and personal privacy.[10]
An example of unethical jamming of RF signals is the soviet union jamming of western broadcasts in east Berlin and East Germany as a whole. This was done to protect the sovereignty being upheld by the Soviet Union against the western ideals of free flowing information.[11]
Another ethical concern is the modern use of cell phone jammers for large public events. Phones could be jammed due to interference with licenced bands, such as emergency communications. And some case allow for entities such as law enforcement and government agencies to jam phones because are authorised in some circumstances.[12]
Secure communication offers protection from cyberattacks and ensure that transmitted data is harder to obtain by individuals outside of the intended receiver ensuring confidentiality of the information.[13] FHSS allows users to quickly change the carrier frequency of the transmitted signal with little interference as the transmission band divided into sub-bands. The transmitted signal is difficult to jam or intercept if the frequency hopping algorithm is not known, and the transmitted signal can share bands with conventional transmission with minimal interference.[14]

[bookmark: _Toc187667626]RTL-SDR Receiver
Using an RTL-SDR receiver design a GNU Radio flowgraph to tune into a chosen frequency, then analyse the signal quality at different stages.
[bookmark: _Toc187667627]Setup and Design
The variables used for this flowgraph are the device sample rate, cut-off frequency, transition, quadrature value and RF gain control and volume sliders. As well as either a set frequency or frequency range slider.
The RTL-SDR Source block is given variables to determine the number of receive channels the SDR has, the sample rate is given a large value to capture more points along any received signals. The channel 0 frequency is given the variable fc to allow for frequency seeking along the full spectrum available to the SDR.
The frequency correction, DC offset, and IQ balance are all set to 0 as these are not needed or known for this system. And the Gain mode is set to manual control (False) as this allows the user to control the gain options, the gain options are RF, IF, and Baseband which are the three distinct stages of the RF circuit within the SDR.
A low pass filter is required to remove high frequency noise that can be picked up during transmission. The decimation of the filter is calculated by dividing the sample rate by the quadrature to reduce sampling rate and computational resources[15]; 2M sample rate is divided by 500k quadrature to give a decimation of 4. The gain is left as 1, and the cut-off frequency is set at 100kHz to allow the audio through, and the transition width is 1MHz to set the speed of sweeping between the start and stopband frequencies[16]. A Hamming window is selected as this is window concentrates the energy of a spectrum frame and reducing the disparity of the signal edge by multiplying each frame with this specific function.[17]
The signal is then passed into a wideband FM receive block where a quadrature rate is given to the block the quadrature rate is the input sample rate of complex baseband input.[18] and the audio decimation is given a value of 1 as this means that the signal is not decimated. Next the rational resampler block is used as a polyphase FIR filter to upsample and downsample the audio signal based on an interpolation and decimation value. This is done based on the formula output signal rate = interpolation · fs / decimation.[19]
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Figure 20 – Wideband FM Receiver
[bookmark: _Toc187667628]Signal Analysis and Visualization

[bookmark: _Toc187667629]SDR Source
The signal received at the source can be seen across a narrow bandwidth of the range that the SDR is capable of receiving. This is shown in figure 21 as the signal at the centre of the graph with an alternative signal shown 750MHz below the intended signal, these frequencies shown are the local oscillator values used by the SDR to down-convert the RF at the antenna to the IF utilised within the SDR.
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Figure 21 – Received Signal Frequency and Time Domain Graphs

Figure 22 shows the constellation plot of the received signal indicating the spread and position of the IF signal produced within the SDR. It is along the centreline of the Quadrature axis with a small variation along the centre of the In-Phase axis, this shows the signal is strong and unaffected by noise.
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Figure 22 – Received Signal Constellation Graph



[bookmark: _Toc187667630]Low Pass filter
Figure 23 shows the signal post filtering. This acts to remove high frequency noise and the signal multiplied by the LO frequency, leaving only the signal divided by the LO. The total bandwidth of the signal post filtering is now 100kHz, therefore expanding the fractional bandwidths of all signals. Thus, the signal shown in figure 23 appears larger.
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Figure 23 – Low Pass Filtered Frequency and Time Domain Graphs

Figure 24 is a post filtering constellation graph the main difference visible is longer width in the In-Phase axis. The increased bandwidth is represented in this graph.
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Figure 24 – Low Pass Filtered Constellation Graph



[bookmark: _Toc187667631]WBFM Receive
Having passed the signal to the WBFM demodulation block it can be seen at the centre of the graphs with an image of the modulating signal either side. This appears as a narrowband signal of a demodulated received FM signal; the filtering effects can be seen as the signal tapers off 1GHz either side of the message signal. 
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Figure 25 – Demodulated Signal Frequency and Time Domian Graphs

The constellation plot shows the points in-line along the Quadrature axis but is spread out along the In-Phase axis clearly seen to be favouring the negative side showing an imbalance in the system.
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Figure 26 – Demodulated Signal Constellation Graph



[bookmark: _Toc187667632]Rational Resampling
This function resampled the signal by up and down sampling the frequency of the carrier allowing for the signal to be better matched to the 44.1kHz audio sink sample rate versus the 2MHz sample rate used at the SDR source block. As shown below in figure 27the signal has been resampled to expand the bandwidth occupied by the demodulated message signal.
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Figure 27 – Rational Resampling Frequency and Time Domain Graphs

This resampling has been used to rebalance the signal in the system as shown below in figure 28, the plot points are centred along the In-Phase axis. This graph indicates a more balanced demodulated signal.
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Figure 28 – Rational Resampling Constellation Graph
 
[bookmark: _Toc187667633]Ethics and Impact
Software Defined Radios offer an affordable entry to RF work utilising software to perform the RF capabilities usually carried out by expensive RF components, this allows them to be bought and used by hobbyists and in education providing access to all to develop RF skills without risk of damaging the components.[20] This however raises concerns of privacy and security as these devices can be vulnerable to attacks which change the RF behaviour[21] due to the flexibility and reconfigurability[22] of SDR devices. SDR technology can be used to expand broadcast frequency ranges raising privacy concerns, for example, an SDR could be used to access transportation or logistics information.[23]
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