





















ABSTRACT
This report aims to discuss how NatureGreen, a global health and wellness organisation with a substantial use of cloud services and wireless connectivity, can strengthen its information security, governance, and compliance practices. The focus of the study is mainly on ISO/IEC 27001 and the SOC 2 Trust Services Criteria, since both offer different but complementary approaches to managing security, especially on a cloud environment focused company. ISO 27001 provides a structured base for governance and risk management, while SOC 2 takes a more practical, operations-focused approach that is especially relevant for cloud-based environments.
The report uses these frameworks to appeal to NatureGreen’s current challenges, such as the use of personal devices, protecting intellectual property, relying on third-party cloud providers, and being prepared for security incidents. It includes key elements like Zero Trust architecture, a practical model for classifying data, and a risk register suitable for a global business. It also highlights the need for security standards to keep evolving in response to new technologies, emerging threats, and growing regulatory demands. In conclusion, combining ISO 27001 and SOC 2 is presented as a realistic and long-term solution for improving NatureGreen’s overall security resilience.


INTRODUCTION
NatureGreen (NG) is a large international organisation in the health and wellbeing sector whose operations depend heavily on cloud services, wireless connectivity, and online platforms. This technology model creates significant exposure to information security and privacy risks that can affect internal functions, third-party relationships, and a global customer base. These risks have increased further following pressure to allow staff and customers to access corporate resources using personal devices, which introduces inconsistent security posture, weaker visibility, and greater risk of unauthorised access.
 
At present, NG lacks a clearly defined security policy framework and a formal governance and compliance structure. Without documented responsibilities, standardised controls, and repeatable processes, security implementation becomes inconsistent and difficult to measure. In organisations of NG’s scale, these weaknesses are rarely caused only by technical gaps. They usually reflect wider shortcomings in accountability, decision-making, and oversight, which can leave the organisation vulnerable to data breaches, intellectual property misuse, and disruption to critical business services.
 
Modern organisations are also expected to demonstrate that security controls are designed, implemented, and continuously maintained, particularly when cloud services and external providers form part of delivery. ISO/IEC 27001 provides a governance-led structure for building an Information Security Management System (ISMS) and managing risk through defined policies, roles, and continual improvement [1]. In comparison, SOC 2 provides a controls-based assurance model that is commonly used in cloud and SaaS environments, where organisations must demonstrate operational effectiveness through evidence such as logs, reviews, approvals, and monitoring outputs [6] (https://www.aicpa-cima.com/resources/download/trust-services-criteria).
 
This report reviews the principles of these frameworks and applies them to design a practical governance and compliance approach for NG. The model is shaped around NG’s operational realities, including heavy cloud reliance, extensive wireless access, BYOD use, supplier dependency, and the need to protect high-value intellectual property.

LITERATURE REVIEW
This section will be reviewing the security and governance frameworks most relevant to NatureGreen’s environment. Rather than providing a purely descriptive overview, the focus will be on evaluating how the strengths and limitations of each of the most widely used frameworks inform the design of a practical governance and compliance model for a globally distributed, cloud-based organisation. Particular attention is given to ISO/IEC 27001 and the SOC 2 Trust Services Criteria, supported by contextual reference to ITIL, COBIT and Zero Trust architecture.
ISO/IEC 27001
 
ISO/IEC 27001 is one of the most widely recognised international standards for information security management and is commonly adopted by organisations seeking a more formal, classic and auditable approach to protecting information assets. The standard defines the requirements for establishing, implementing, maintaining, and continually improving an Information Security Management System (ISMS), enabling organisations to manage information security risks in a structured and repeatable way [1].
 
One of the main strength points of ISO/IEC 27001 is its risk-based approach. Rather than prescribing a fixed set of controls, the standard requires organisations to identify their own risks, assess their potential impact, and select appropriate controls based on business context, regulatory obligations, and risk appetite [1]. This flexibility makes this type of framework suitable for complex environments, including cloud-based and globally distributed organisations such as NatureGreen. It allows security measures to be proportionate and aligned with operational priorities rather than implemented as generic compliance requirements.
 
The 2022 revision introduced a significant reorganisation of security controls into four high-level themes: organisational, people, physical, and technological [2]. This restructuring takes into consideration modern security challenges more accurately, particularly those associated with cloud computing as an expansion to the classic on-premises controls. For NatureGreen, these updates are especially relevant because they support clearer alignment between governance responsibilities, human factors such as staff awareness, and technical safeguards deployed across cloud platforms and personal devices.
 
ISO/IEC 27001 also requires top management to demonstrate commitment to information security by approving policies, assigning roles, and ensuring that security objectives are integrated into broader organisational strategy [1]. This reinforces the idea that effective security is not solely a technical concern but a governance issue that depends on management oversight, organisational culture, and clear decision-making structures.
Despite its strengths, ISO/IEC 27001 has limitations when applied to highly dynamic, cloud-based environments. The standard’s emphasis on documentation, policy definition and formalised processes can result in a compliance-driven implementation that prioritises evidence production over operational effectiveness if not carefully managed. In fast-changing environments such as NatureGreen’s, where cloud configurations, access patterns and supplier dependencies evolve rapidly, a purely certification-focused adoption risks creating a disconnect between documented controls and actual security posture. This limitation highlights that ISO/IEC 27001 is most effective when treated as a governance framework rather than a static compliance exercise, requiring complementary mechanisms that validate real-world control performance.
SOC 2 Trust Services Criteria
The SOC 2 Trust Services Criteria, developed by the American Institute of Certified Public Accountants (AICPA) is focused on providing assurance over the controls used by service organisations that store, process, or transmit customer data. SOC 2 is mainly focused on cloud-based and software-as-a-service (SaaS) environments, where customers and partners can focus on the operational effectiveness rather than solely relying on architectural design and policies [3].
SOC 2 is structured around five Trust Services Criteria: Security, Availability, Processing Integrity, Confidentiality, and Privacy [3]. The criteria were made to help protect systems against unauthorised access, ensuring services remain available, maintaining accurate data processing, safeguarding sensitive information, and respecting personal data rights. This scope makes SOC 2 especially suitable for organisations that depend on continuous service delivery and cloud infrastructure, such as NatureGreen.
One of the main strengths of SOC 2 is its emphasis on evidence-based assurance. Organisations must demonstrate that controls are supported by verifiable artefacts, such as access logs, monitoring records, incident reports, and change approvals. This operational focus aligns well with dynamic cloud environments, where continuous monitoring and logging are essential for detecting incidents and proving compliance [4]. The distinction between SOC 2 Type 1 and Type 2 reports further reinforce this approach. While Type 1 assessments evaluate whether controls are suitably designed at a specific point in time, Type 2 assessments assess whether those controls operate effectively over an extended period [3].
While SOC 2 provides strong assurance regarding the operational effectiveness of controls, it is not designed to function as a comprehensive governance framework. The Trust Services Criteria assume the prior existence of defined policies, risk management processes and decision-making structures, offering limited guidance on how these should be established. As a result, organisations relying solely on SOC 2 may demonstrate control effectiveness without having a coherent, organisation-wide approach to risk ownership or strategic security planning. For NatureGreen, this limitation reinforces the need to position SOC 2 as a validation mechanism rather than a foundation, supporting but not replacing governance-led standards such as ISO/IEC 27001.
ITIL and COBIT (Contextual Comparison)
ITIL and COBIT are not primarily information security standards, both frameworks provide important structural and governance support that can strengthen a broader security programme. They are widely used to improve consistency, accountability, and alignment between technology operations and organisational objectives, making them relevant to NatureGreen’s environment when applied selectively.
ITIL focuses on IT service management and provides structured guidance for processes such as incident management, change control, problem management, and service continuity [5]. These processes align closely with operational security expectations found in frameworks such as SOC 2, particularly in areas related to incident handling, service availability, and controlled changes within production systems. For NatureGreen, ITIL practices can support predictable and repeatable operational workflows, ensuring that security incidents are handled consistently and that changes to cloud services are assessed for risk before deployment.
COBIT, developed by ISACA, provides a governance-oriented framework for managing enterprise information and technology. It emphasises decision-making structures, accountability, performance measurement, and alignment between IT activities and business goals [6]. COBIT’s strength lies in clarifying who is responsible for what, how decisions are escalated, and how outcomes are measured. This governance perspective complements ISO/IEC 27001 by reinforcing executive oversight and helping ensure that information security objectives are embedded within organisational strategy rather than isolated within technical teams.
Neither ITIL nor COBIT is sufficient as a standalone security framework for NatureGreen. ITIL lacks a comprehensive risk management and control selection model, while COBIT provides limited technical security guidance. However, when used in conjunction with ISO/IEC 27001 and SOC 2, these frameworks can strengthen operational consistency and governance maturity. In practice, selective adoption of relevant processes and governance principles is more effective than full-scale implementation, particularly in complex, cloud-based environments.
Zero Trust Architecture
Zero Trust Architecture is increasingly relevant for organisations that rely on cloud services, wireless networks, and personal devices. Unlike traditional security models where the environment is on premise and perimeter based, Zero Trust assumes that no user or device should be trusted by default, even when access requests originate from within the network or with the same device’s mac address. Instead, all access is subject to continuous verification based on identity, device posture, and context [7].
This approach places strong emphasis on least-privilege access, segmentation, and robust identity controls. For NatureGreen, where staff and customers frequently access systems using personal devices, Zero Trust offers a practical way to reduce the risk of credential compromise, unauthorised access, and lateral movement within cloud environments. When combined with the governance structure of ISO/IEC 27001 and the monitoring focus of SOC 2, Zero Trust supports a security posture that aligns more closely with modern threat landscapes.
Comparative Summary
The table below summarises the main contributions and limitations of each framework.
Table 1. Comparative Summary of Security Frameworks Relevant to NG
	Framework
	Strengths
	Limitations
	Relevance to NG

	ISO/IEC 27001
	Strong governance, risk management, policy structure, global acceptance
	Can become procedural if not well integrated
	Very high. Forms the foundation of NG’s ISMS

	SOC 2
	Evidence based, cloud friendly, operationally focused
	Less focus on governance structure
	Very high. Strengthens monitoring, logging and operational maturity

	ITIL
	Clear incident and service processes
	Not a dedicated security model
	Moderate. Useful for workflows and consistency

	COBIT
	Strong governance principles
	Limited technical controls
	Moderate. Supports accountability and structure

	Zero Trust
	Ideal for BYOD and cloud environments
	Not a full governance framework
	High. Enhances access control and segmentation
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Synthesis of Key Insights
It’s shown that no single framework fully meets NG’s needs by itself. ISO 27001 provides governance and risk methodology, SOC 2 strengthens operational assurance with the evidence submission system as a way to enforce the operational effectiveness, and Zero Trust addresses modern access and device risks in a cloud based environment. ITIL and COBIT support the creation of structured processes and clear accountability. When combined, these frameworks provide NG with a realistic and contemporary approach to building a secure environment.
These insights form the basis for the comprehensive security and governance model developed in the next section.
Security, Governance and Compliance Approach for NatureGreen 
This section applies the frameworks discussed in the literature review to the NatureGreen (NG) scenario. Drawing primarily on ISO/IEC 27001 and the SOC 2 Trust Services Criteria, seen that these 2 cover most of the critical points where NG could improve, it proposes a practical and governance-led approach to information security that reflects NG’s reliance on cloud services, wireless connectivity and personal devices, while protecting sensitive customer data and intellectual property.

Governance Structure
Effective security governance depends on clear accountability and leadership involvement. ISO/IEC 27001 requires senior management to approve policies, assign responsibilities and integrate information security into organisational strategy [1]. Without this structure, security controls are often implemented inconsistently and lack long-term maintenance.
NatureGreen should establish an Information Security Management System (ISMS) under executive oversight, led by a senior security role such as a Chief Information Security Officer  (CISO) or a Data Protection Officer (DPO). This role should report directly to executive leadership to ensure that security risks are considered at a strategic level rather than treated solely as technical concerns.
To support governance, NG should create a cross-functional security committee including representatives from IT, legal, human resources and key business areas. This committee would oversee policy approval, risk review and audit outcomes, aligning with ISO 27001 governance principles and SOC 2 expectations for management oversight [3]. Clear ownership of activities such as risk assessment, access control reviews and incident response is essential to ensure consistent global implementation.

Risk Management Model
Risk management should include both ISO/IEC 27001 and SOC 2. NatureGreen (NG) would need to adopt a structured, easily repeatable cycle that supports consistent identification, prioritisation and treatment of risks. A suitable model is outlined by Lucidchart, which defines risk management as establishing context, identifying risks, analysing and evaluating them, treating risks and continuously monitoring outcomes [8].
Establishing context requires NG to define the scope of its ISMS, identify critical assets and consider regulatory obligations. Risk identification should focus on cloud misconfiguration, insecure wireless access, compromised personal devices and unauthorised access to proprietary data. ISO/IEC 27001 requires organisations to maintain accurate asset inventories to support this process (ISO/IEC 27001:2022).
Risk analysis evaluates likelihood and impact, while evaluation compares risks against NG’s acceptance criteria to ensure consistent prioritisation. Risks exceeding acceptable thresholds must be formally treated. Treatment options include implementing controls, avoiding high-risk activities, transferring risk through contracts or accepting residual risk where appropriate. SOC 2 Type 2 reporting reinforces the need to demonstrate that these controls operate effectively over time [3].
Continuous monitoring ensures that risks remain visible and controls remain effective. NG should update risk registers based on incidents, audits and changes to its cloud environment, supporting ISO 27001’s emphasis on continual improvement.

Security Policies and BYOD Strategy
Security policies translate governance decisions into enforceable organisational behaviour. ISO/IEC 27001 requires organisations to define and maintain policies aligned with risk and business objectives (ISO/IEC 27001:2022). NG should adopt a layered policy structure, consisting of an overarching Information Security Policy supported by topic-specific policies covering access control, acceptable use, data classification, incident response and supplier security.
BYOD introduces additional risk due to inconsistent device security. ISO/IEC 27001 requires organisations to define acceptable use conditions, while SOC 2 expects consistent access controls regardless of device ownership (AICPA SOC 2 Trust Services Criteria). NG’s BYOD policy should therefore be risk-based, allowing access only from devices that meet defined security requirements such as encryption, updated software and strong authentication.
Zero Trust principles provide effective support for this approach by enforcing continuous verification of users and devices rather than relying on network location [7]. To address privacy concerns, NG should ensure corporate data on personal devices is logically separated from personal information.

Cloud Security and Protection Mechanisms
Cloud security is critical to NG’s operational model. ISO/IEC 27001 requires organisations to manage risks associated with externally hosted services and supplier relationships (ISO/IEC 27001:2022). NG should adopt a defence-in-depth approach, including secure configuration baselines, encryption of data at rest and in transit, and restrictions on public exposure of cloud services.
Identity-based access controls and least-privilege permissions should replace network-based trust assumptions. This limits the impact of compromised credentials and supports SOC 2 auditability requirements (AICPA SOC 2 Trust Services Criteria). Centralised logging and monitoring of cloud activity are also essential for incident detection, investigation and compliance evidence. ENISA highlights that strong visibility into cloud operations is a key factor in maintaining regulatory compliance and trust (ENISA Cloud Security, https://www.enisa.europa.eu/publications/cloud-computing-risk-assessment).

Conclusion
This report has demonstrated how NatureGreen can strengthen its information security posture through an integrated governance, risk management and compliance approach. The analysis shows that ISO/IEC 27001 and the SOC 2 Trust Services Criteria address different but complementary aspects of security management. ISO 27001 provides a governance-led, risk-based structure, while SOC 2 reinforces operational discipline through evidence-driven assurance.
Applying these frameworks to NG’s cloud-centric and wireless environment highlights the importance of executive oversight, formalised policies and continuous risk management, particularly in relation to BYOD usage and third-party dependencies. The integration of Zero Trust principles and cloud-specific controls reflects modern threat conditions and evolving regulatory expectations.
Security governance should be treated as an ongoing process rather than a static objective. As technologies and risks continue to evolve, NG must regularly reassess its controls and risk posture. A combined ISO 27001 and SOC 2 approach offers a demanding but realistic foundation for long-term resilience, regulatory compliance and sustained customer trust.
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