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[bookmark: _Toc216603350]Introduction

SOAC Inc. operates in two locations - one in Swansea with a domain Active Directory and a Debian server in the London site or location. The Swansea network is configured as Domain Active Directory – Swansea. acca. It has a domain controller, which is S-DC1, which is configured with Windows 2022 Server and a Windows 10 client in the network [1].
The London site operates a Debian server, L-DC, which is a member of the Swansea ACCA. The network has a Debian GUI client attached to it, and both are linked to each other through a virtual private network (VPN). The London server is L-DC and is a member of the S-DC1 [1].
I am a cybersecurity consultant engaged by SOAC Inc. to conduct a vulnerability assessment for the Swansean.ACCA Network. This has become necessary as every individual and organisation relies heavily on digital infrastructure. With the rise or increase of AI, OT, IT, IoT, home working, cloud computing and the development of new digital gadgets, continuous remote access/connectivity, the need to comply with privacy laws, ethical, and professional frameworks, like the NIST, there is a greater need to assess and secure the digital assets of SOAC Inc [2]. 
More so, as data and information have become organisational critical resources, there is a need to assess, analyse SOAC Inc's critical digital infrastructure to mitigate them from malicious attacks, including theft. Train employees to be security-conscious, because there could be an internal attack in addition to an external attack. This is necessary to promote business continuity, sustainability, enhance confidence and trust, reputation and competitive advantage. As more and more people are entering the digital world and the incessant sophistication of cybercriminals, it is our responsibility to mitigate them. Yes, it is my duty to assess those vulnerabilities with NMAP, Wireshark, Nessus, OpenVAS, and any tools I deem fit to secure SOAC Inc [2]. 
[bookmark: _Toc216603351]Task 1.
[bookmark: _Toc216603352]IPCONFIG /ALL
IPCONFIG stand for ‘Internet Protocol Configuration’. It is a command-line utility used on the Windows Operating System to identify a unique identification number or address of digital devices such as laptops, desktops, mobile phones and other devices. There is also a similar utility for Linux OS – ifconfig [3]. 
They are used to troubleshoot, manage and display Subnet Mask, IP addresses, Default Gateways, and release or renew IP addresses and enable DNS cache to be flushed in a network environment. It is a fundamental utility in a communication setting [3].
IPCONFIG /ALL displays more detailed information, such as physical addresses like (MAC), DHCP and DNS servers [3].

Screenshot of S-DC – IPCONFIG /ALL
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This command was not recognised on the CLI, but I attribute the error to misconfiguration [3].
However, I issued an ‘ip addr’ command, and it offered me all that I needed [3].
Screenshot of L-CD IFCONFIG /ALL
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[bookmark: _Toc216603354]IP Address
An IP stands for Internet Protocol Address. It is a unique numerical address assigned to all devices that enables them to be identified and communicated with in a network system, including the internet. Data or information sent over a network is called a packet. When data is to be sent to a device, the device will be identified by its unique IP address [4]. Communication between the devices is a three-way handshake – the device communicates to the other, which is known as SYN, and the device acknowledges (ACK), and willingness to receive, and the packet is sent. A device can receive a packet or reject it if it is considered unsafe [4].
There are two types of IP: IPv4 (192.168.1.1) and IPv6 (2001:db8::8a2e:370:7334). IPv6 is developed to cope with the ever-increasing devices in the global network. IPv4 is 32 bits and uses numbers, while IPv6 is 128 bits and uses hexadecimal [4].
However, there are public IP addresses that are supplied by the ISPs, which are unique to the global network and private IP addresses that are supplied by the WiFi network providers. IP addresses can be static that are assigned manually. Most servers use them. It can also be dynamically issued by a DHCP Server. The DHCP server hosts a range of IP addresses (192.192.1.1 – 50) and leases them to any device that is linked to the network. It is the common form of IP address management, automatic and easy to manage [4].

[bookmark: _Toc216603355]Ping Command
This command is a critical network utility in establishing connectivity between IP addresses in a network system. It tests reachability or connectivity of an IP network by sending requests through ICMP and echo requests, and measures round-trip latency for replies, diagnosing the network, resolving issues and reporting on packets received or lost [5].
It sends the signal and listens for a reply to determine if the host is alive or how far away. It is used to troubleshoot connectivity, latency in milliseconds, and packets lost [5]. 
Pinging of S-DC1
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Pinging of S-DC1
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Pinging of Windows Client.
[image: A screenshot of a computer screen

AI-generated content may be incorrect.]

Pinging of L-CD
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Window Client
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L-CD - Ping
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[bookmark: _Toc216603357]2.1. Set up a Security-focused Operating System of your choice and ping.
Ping other network systems with Debian.
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Hping3
The Hping3 is a powerful command-line interface tool used in cybersecurity to test connectivity over the network. It is used for sending and receiving packets across TCP/IP, acting as an advanced tool for protocols like ICMP, UDP, and TCP. It acts as DoS testing, firewall testing, port scanning, OS fingerprinting and is invaluable for security auditing. I used it to ping from Kali Linux to all the computers in the network, including the servers [6].
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Scanned other systems with NMAP
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Vulnerability Assessment is a systematic approach to identifying, classifying, and prioritising security measures in an organisation. Security weaknesses are mitigated according to ranking, as critical assets weigh more or carry priority. In most digital infrastructures, like the IT systems, networks, and applications, tools are used to conduct ethical hacking, identify and fix vulnerabilities in the systems. Such tools can identify vulnerabilities through misconfiguration, weak passwords, out-of-date software, broken authentical or security links, broken protocols or ports, and services, and assign severity to them and recommend mitigation [7].
The tools identify vulnerabilities, rank the most critical first, document them and recommend solutions [7].

Vulnerability testing with OpenVAS with severity ranking, protocols and ports.
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Vulnerability testing with NMP in Kali Linux also displayed protocols. Ports and vulnerabilities. However, there are many vulnerabilities, but warned that a password is not required, meaning that anybody can access the system easily.
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After running vulnerabilities with NMAP, the tool asserts that authentication was not required, which is a weakness in the system.


Vulnerability scanning with Tenable Nessus. 
The result is self-explanatory. Highlighting with colours the severity, protocols and highlighting what the problems are.
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The figures show the result of ports scanned with NMAP with different algorithms.
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[bookmark: _Toc216603359]Vulnerabilities 2.3

Vulnerability is a flaw, weakness or defect in the network, software, process or system that attackers can exploit to gain access to disrupt the network or system, steal data, or cause other damage [8]. 
Vulnerabilities often stem from software flaws, such as bugs, buffer overflows, or SQL injection, that allow unintended actions—using outdated software/hardware without applying up-to-date security patches or plugins. Misconfiguration or wrong setting of a software, network or system can inadvertently pose the risk of exposing sensitive data or exposing the system to hackers [8].
Design flaws bring weaknesses to the systems and open to cyber attackers. They are vulnerabilities that attackers are scanning for. Insecure settings or default settings give room for security exploitation. Users must be trained to minimise human errors, including complex and strong passwords, phishing scams, other security issues, and MFA [8].
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Common Vulnerability Scoring System is a framework that is used in cybersecurity to scan system vulnerabilities or weaknesses and score them according to the severity of the vulnerability of the system. There is a standardised rating or scoring of High, Medium or Low or a numerical rating of between 0 and 10, of which 10 is High and critical [9]. 
OpenVAS stand for Open Vulnerability Assessment System. It is an open-source framework for scanning and managing vulnerabilities in the cybersecurity system. It can identify vulnerabilities caused by misconfiguration, bugs, weak passwords, outdated hardware or software and generate automated reports and even propose mitigation. The Greenbone Vulnerability Management (GVM) suite. Tenable Nessus is also one of the leading Cybersecurity Vulnerability Software [9].
CVSS with report
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High Vulnerability
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High Vulnerability



High Vulnerability
Application: Transport Layer Security
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It is prone to a man-in-the-middle attack because it cannot compute the master secret key, client key and the public secret key in certain situations. That’s why the risk is high [9].
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Medium Vulnerability 
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Low Vulnerabilities
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An automated OpenVAS report is a machine-generated, comprehensive report that details the security issues of the infrastructure and lists all identified flaws, their severity and recommends mechanisms to combat them [10]. This report provides a structural overview of the vulnerability assessment. It will provide a summary of any vulnerability, including severity, host details, findings, and remedies. It filters and prioritises results as high, medium and low [10].

Automated Report

[image: A screenshot of a computer

AI-generated content may be incorrect.]

More comprehensive report
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Unauthorised access in cybersecurity is gaining access or entry to a network, system, or data without authorisation or permission by exploiting vulnerabilities in the system, thereby bypassing security measures. There are vulnerability frameworks such as MITRE ATT, CVSS and CK. These frameworks will access vulnerabilities in the configuration, database, and flaws in software for attackers to exploit [11].
This is also referred to as penetration testing or pen test, where an authorised attack is made on a network, database, or application to find security flaws in the system that attackers could exploit. They test the system's defences before attacking it. It highlights weaknesses in the structures or infrastructure. A pen tester, acting like an ethical hacker, will identify the vulnerabilities and give solutions [11].
In this case, I used NMAP to diagnose and determine open ports and Metasploit to assess S-DC, 192.168.1.1, to bypass all security on the Domain Controller. I even logged into Downloads [11]. 
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Actually, I had mixed feelings because I was not sure if that was what the lecturer was looking for. However, I followed the algorithm to the end for the result to be achieved. It is a good experience for an ethical hacker; therefore, I need more practice. I was also impressed to learn that people are developing apps for such activities [11].

[bookmark: _Toc216603365] Task 4: Network Security Measures for SWANSEA.ACCA Network
[bookmark: _Toc216603366]4.1. Preventive Security Measures
   
Harden server configurations.
Server hardening is a system or approach to reducing vulnerabilities and minimising attacks on the server. Key strategies are [12]:
Applying regular security patches. Removing and/or disabling unused services and software. Ensure protocols like FTP and Telnet are disabled [12].
Implement host-based firewalls like UFW or Firewalld in Linux to block unauthorised outbound and inbound traffic. Manage system configuration and ensure all default settings are disabled. Misconfigurations are vulnerable to attacks [12].
Ensure security of user account by applying strong passwords plus history, with complexity, 2FA or MFA for remote access, like VPN and SSH. Remove or disable dormant accounts [12].
[12]Monitor and control access to physical servers and endpoints. Continuous monitoring of system activities and logs. Employ defensive mechanisms like IDS, IPS and the hybrid, which I will recommend [12].
Configure firewalls and access control lists (ACLs).
The key point or objective is to define role-based polices of who can and cannot be allowed to use the system. The Access Control List (ACL) and firewall configuration enable network/security managers to create rules that specifies source and destination IPs, (TCP/UDP). Ports and applying them to interfaces [13]. 
Very critical to identifying essential network resources, users, and creating access levels. HTTPS can be allocated port 80/443, while DNS is allocated port 53. Use the least privilege principle and remove unnecessary access. Deny TCP access to known malicious ports like 23 for Telnet and FTP 21 [13].
Test and validate that the rules are working using ping, traceroute and other applications to ensure that the rules are working. Enable monitoring and logging on the firewall and ACL to ensure that the system is working correctly [13].
Enable encryption for data in transit .
Data transmission of HTTPS (TLS/SSL) is encrypted. It is a critical security protocol that ensures end-to-end encrypted data is transmitted, ensuring integrity, privacy and authentication. The URL start with https:// and showing a padlock indicates that the site is encrypted with a TLS/SSL connection [14].
A Virtual Private Network (VPN) is a secure, encrypted tunnel over the public internet, thereby connecting a device to a remote server. The strategy hides the IP address of the client, thereby preventing him from being identified and allowing him to bypass the geo-restriction. The VPN uses secure file transfer protocols (SFTP), which provide end-to-end encryption. Some apps like WhatsApp and Signal are using it [14].

Set up monitoring with Wireshark to log and analyse   
Wireshark is an open-source network analyser that captures protocols, network traffic and saves packet details in a file called PCAPs. It helps users to monitor network performance, identify bottlenecks, troubleshoot network issues, investigate security issues and reveal flaws in the system.  It allows users and learners to see what is going on behind the network. It is a favourite tool for ethical hackers [15]. 
Wireshark runs on all platforms, live and offline and is rich in filter display. Packets can be filtered and displayed according to IP address, DNS, protocols and as required. It aids in detecting malicious software, malicious activities, malicious packet behaviour and unauthorised access [15].
Packet Capture &The Analysis
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The captured image contains packets captured by Wireshark. The system has a total of 773 packets, and they all have their number, time, source, destination, protocol and other information. Analysing packet 99, on the bottom left is details of what transpired, including the interface, ports, frame, Internet Protocol Version, source and destination IP addresses. On the right are bits displayed in packet bytes – raw hex/ASCII. It can be further analysed with tools [15].
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The above data on red are the data sent, and the blue data below it is the response.
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The above data are the fingerprint and can be analysed.

[bookmark: _Toc216603367]Summary and Conclusion
Digital infrastructures are now part of this modern world; there is a greater need to be aware of the threats posed by cyberattackers. With more reliance on device connectivity all over the world, there is a great need for us to secure our lives and data because we do not know who the attackers are [16].  
Effective cybersecurity is being proactive and ahead of the attackers by being ahead of them and taking all precautions in security measures, which includes logging events, continuous systems updates and employee awareness training. Employing detection and prevention systems. It was a great opportunity for me not only to consolidate my networking skills but also to learned important skills for ethical hacking [16]. 
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Reply from 192.168.2.10: byte:
Reply from 192.168.2.10: byte:
Reply from 192.168.2.10: byte:
Reply from 192.168.2.10: byte:

Ping statistics for 192.168.2.16:
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = 1ms, Maximum = 2ms, Average = ims

C: \Users\Administrator>

w3
N2 &0 gy





image7.png
[ L-CD [Running] - Oracle VirtualBox

File Ma View Input Devices

Londonloginel-C0:™$ ping 192.166.1.18

PING 192.168.1.16 (192.168.1.10) 56(84) bytes of data.
64 bytes from 132.168.

64 butes from 192.168.

64 butes from 192.168.

64 butes from 132.168.

e
--- 192.168.1.10 ping statistics ---

|4 packets transmitted, 4 received, 8% packet loss, time 3086ms
Irtt min/avg/max/miev = 2.085/2.425/2.706/0.244 ms
londonlogingl-CD:™$ ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.
64 butes from 192.168.
64 butes from 192.168.
64 butes from 132.168.
e
--- 192.166.1.1 ping statistics ---

|4 packets transmitted, 4 received, 6% packet loss, time 302ims
rtt min/avg/max/mdev = 6.819/0.952/1.172/6.136 ms
Londonlogingl-CD:™$ ping 192.168.2.10

PING 192.168.2.10 (192.168.2.10) 56(84) bytes of data.

64 bytes from 192.168.2. 1

64 butes from 192.168.2. 1

64 bytes from 192.168.2.10:

icmp_seq=3 tt
icmp_seq=4 tt

configured as

22/11/2025




image8.png
Administrator: Command Prompt

fc: \Users\Adninistrator>ping 192.168.1.10

pinging 192.168.1.16 with 32 bytes of data
Reply from 192.168.1.10: bytes=32 time<ims
Reply from 192.168.1.10
Reply from 192.168.1.10
Reply from 192.168.1.10: bytes=32 time-ims

ping statistics for 192.168.1.16:
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Jppproximate round trip times in milli-seconds
Minimum = ems, Maximum = ims, Average = ems

Jc: \Users\adninistratorsping 192.168.2.1

pinging 192.168.2.1 with 32 bytes of data
192.168.2.1
192.168.2.1
192.168.2.1
192.168.2.1

ping statistics for 192.168.2.1
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Jppproximate round trip times in milli-seconds
Minimum = 1ms, Maximum = 2ms, Average = ims

fc: \Users\Adinistrator>ping 192.168.2.10

pinging 192.168.2.10 with 32 bytes of data
Request timed out.
Request timed out.
Reply from 20.6.6.2: Destination host unreachable
Reply from 20.6.6.2: Destination host unreachable

ping statistics for 192.168.2.16:
Packets: Sent = 4, Received = 2, Lost = 2 (50%

Jc: \Users\Administrators

a4
~ R g B
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Londonlogingl-C0: "% ip r

£0.0.0.0/30 dev proto kernel scope link src 20.0.0.2
152, 168.1.0/24 via 20.0.0.1 dev

152, 168.1.0/24 dev proto dhcp scope Link sre 192.168.1.53 metric 1002
152, 168.2.0/24 dev proto kernel scope link src 192.168.2.1
Londonlog inel -cD: "%

londonloginel -CD:$ ping 192.166.1.18

PING 192.168.1.10 (192.168.1.10) 56(B4) bytes of data

64 butes from 192.168.1.1 _: t41=127 time=1.86 ms

64 bytes from 192.168.1.10: icmp_seq=2 ttl=127 time=1.73 ms

64 butes from 192.168.1.1 tt1=127 time=1.85 ms

--- 192.168.1.10 ping statistics ---
5 packets transmitted, 3 received, 6% packet loss, time 8063ms
it min/avg/max/miev = 1.730/1.812/1.6858/0.058 ms
Londonlog inel -CD: "%
londonloginel -cD:“$ ping 192.168.1.1
PING 192.168.1.1 (192.168.1.1) 56(B4) butes of data
A Dotes from 192.166.1.1
64 butes from 192.168.1.1
64 butes from 192.168.1.1
64 butes from 192.168.1.1: icmp_seq=4 tt1=127 time=0.698 ms
All Pag
--- 192.166.1.1 ping statistics ---
4 packets transmitted, 4 received, 6% packet loss, time 3142ms
rtt min/ave/max/mdev = 6.898/1.270/1.587/0.246 ns
Londonlog ineL-cD: s
Londonloginel -cD:“$ ping 192.168.2.18
PING 192.168.2.10 (192.168.2.10) 56(B4) bytes of data
IFrom 192.168.2.1 icmp_seq=3 Destination Host Unreachable
[From 192.168.2.1 icmp_sen=10 Destination Host Unreachable
From 192.168.2.1 icmp_sen=11 Destination Host Unreachable
°c
--- 192.168.2.10 ping statistics ---
13 packets transmitted, o received, +3 errors, 100% packet loss, time 12653ms
oipe 4
Londonlogingl-CD:™$ ping 192.168.2.10
PING 192.168.2.10 (192.168.2.10) 56(B4) bytes of data
64 butes from 192.168.2.10: icmp_seq=1 tt1=64 time=1.33 ms
64 butes from 192.168.2.10: icmp_se=2 tt1=64 time=1.48 ms
64 butes from 192.168.2.10: icmp_seq=3 tt1=64 time=1.30 ms
°c
--- 192.168.2.10 ping statistics ---
5 packets transmitted, 3 received, 0% packet loss, time 202ims
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LondonLog ingL-CD: 5
londonlog ineL-CD: 5
Londonlogingl -C0: "% ping 192.168.1.10
PING 152.168.1.10 (192.166.1.10) S6(84) hutes of data
~l64 bytes from 152.168.1.1
64 butes from 192.168.1. 1
64 butes from 192.168.1. 1
I
--- 192.168.1.10 ping statistics --
|3 packets transmitted, 3 received, 0% packet loss, time 200Sms
rtt min/ave/max/mdey = 1.763/2.239/2.678/0.374 ns
S londonloginel-C0: ™5
londonlog ineL-CD: 5
londonlogingL-CD: ™% ping 192.168.1.
PING 152.168.1.1 (192.168.1.1) 56(84) bytes of data
Rl bytes from 192.168.1.1F icmp_seg=1 tt1=127 time=1.04 ns
54 bytes from 192.168.1.1: icmp_seq=2 tt1=127 time=1.54 ms
64 butes from 192.168.1.1: icwp_seq=3 tt
54 butes from 192.168.1.1: icmp_seg=d tt
-
(--- 192.168.1.1 ping statistics --
M. nackets transmitted, 4 received, oX packet loss, time 3005ms
it minsavg/max/ndev = 1.044/1.370/1.671/0.247 ms
a8 Londonlogingl -C0: ™5
londonlog ineL-CD: 5
PY London Log in6L-CD: ™8 ping 192.168.2.1
WP ING 152 168.2.1 (192.166.2.1) 56(84) butes of data.
Blc: butes from 192.168.2.1: icmo_seq=1 ttl=64 time=e.051 ms
[Be< butes from 192.168.2.1: icmp_seq=2 tt1=6¢ time=0.097 ms
54 butes from 192.168.2.1: icwp_seq=3 ttl=64 tine=0.058 ms
"
--- 192.168.2.1 ping statistics --
5 packets transmitted, 3 received, 0% packet loss, time 203Sms
Bt min/avg/max/miev = 0.051/0.068/0.037/6.020 ms
londonlog ineL-CD: "%
londonlog ineL-CD: 5
ondonlogindl -CD: ™% ping 192.168.2.18
BB 16 192.168.2. 10 (192.168.2.10) S6(84) bytes of data
Bca butes from 192.166.2.10: icmp_seg=1 tt1=64 time=1.08 ms
BG4 butes from 192.168.2. 1
54 butes from 192.168.2. 1
e butes from 152.168.2.1
"

G

- 192.168.2.18 ping statistics ---

B8+ packets transmitted, 4 received, o% packet loss, time 3007ms
tt minsave/max/mdev 1.879/1.412/1.657/0.220 ms
ondonlogingl-CD: ™5 _

02:56
22/11/2025
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(user® kats)-
hpings 192.168.1.1 < &
option requires an argument — 5

)

nping:
Try hpings —help

=
HPING 192.168.1.1 (athe 152.168.1.1): WO FLAGS are set, 40 headers + 0 data b
yres

Tences 1p-192.168.1.1 te1-255 10-63789 zport-0 flag:

(user® kats)-
hpings 192.168.1.1 < &

)

Ten-i6 1p-192.168.1.1 tt1-255 1d-63790 zport-0 flag: wineo rte2.2 m

Ten-i6 1p-192.168.1.1 te1-255 1d-63791 zport-0 flag:

Ten-i6 1p-192.168.1.1 te1-255 1d-63792 zport-0 flag:

— 152.168.1.1 hping statistic —
& packets transmitied, & packets received, 0% packet loss
round-trip min/ava/mak = 0.7/2.0/3.6 m5

(user® kati)-[~]

I
s sido npings 192.168.1.10 < 4
HPING 192.168.1.10 (etho 192.165.1.10): WO FLAGS are set, 40 headers + 0 data

byte:
Tentis sp-192.268.1.10 e
Tensis sp-a92.168.1.20
Tensis sp-a92.168.1.20
Tensis sp-a92.168.1.20

55 14263793 sport=o flags=ha seq

55 14263794 sport=o flags=na seqe1 win=d It

55 14263795 sport=o flags=ha seq=2 win=d It

55 14263795 sport=o flags=na seq=3 win=d It

— 152.165.1.10 hping statistic —
& packets transmitied, & packets received, 0% packet loss
Folnd-trip min/ava/mak = b.3/6.6/8.5 m5

[otusers kati)-(-]
s sudo npings 192.168.2.1 < &
HPING 192.168.2.1 (athe 152.168.2.1): WO FLAGS are set, 40 headers + 0 data b
yres

Tences 1p-192.168.2.1 te1-255 10-63797 zport-0 flag:
Ten-i6 1p-192.168.2.1 te1-255 10-63798 zport-0 flag:
Ten-i6 1p-192.168.2.1 te1-255 10-63799 zport-0 flag:
Ten-46 1p-192.168.2.1 te1-255 1d-63800 zport-0 flag:

— 152.168.2.1 hping statistic —
& packets transmitied, & packets received, 0% packet loss
round-trip min/ave/max = 2.2/3.4/6.8 m5

[otusers kati)-(-]
s sido npings 192.168.2.10 < 4
byes
Teneis 1pe192.168.2.10 1o
Tensis 1p=192.168.2.10
Tensis 1p=192.168.2.10
Tensis 1p=192.168.2.10

(etnb 192.168.2.10)¢ WO FLAGS are set, 40 headers + o data

55 14-63501 sport=o flags=ha seq

55 14263802 sport=o flags=na seqe1 win=d It

55 1263003 sport=o flags=na seq=2 win=d It

55 14263804 sport=o flags=Ra seq=3 win=d It

— 152.165.2.10 hping statistic —
& packets transmitted, & packets received, 0% packet loss
round-trip min/ava/max = 2.2/2.5/b.2 m5
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Leers k) hoefuser
Starting Nasp 7.95 ( hitpe:/jnasp.org ) at 20251313 14:15 QU7
Neap scan report for 192.168.1.1
Host 1 up (000195 Latency).
Not_ shown: 845 closedtcp ports (reset), 151 filtered tcp ports (no-response)
( 53/tco open domain (unknown bamer: UNKNOM)
Péneonsio:
I Fingerprint-strings:
1" DkSversonsndearce:
I bing
1 uncom
Tohtp-trane-info: Probles with WAL parsing of /evox/about
I hitp-title: Site doesn:t have 3 Tirle (text/nta).
| Requested Fosource nas /2.0/gut/
I http-server-header: NTTP Server.
i3ty opan sel/nttp Tighttpd
Nt titles Site dossn't have a title (text/htal).
Requested resource was /2.0/gul/.
ssl-cert: Subject: comonkanesself-signedXey/organizat ionhanesSagencon Ca/countryNanes R
Not Valid after: 3111-09-20712:32:29
ii1-date: 7L randosness doss not represent tise
I hitp-trane-info: Problem with XAL parsing of /evax/about
49153/tcp open upnp - Portable SOK for UPnP devices 1.6.21 (Linux 4.1.52-5.02L.07; UPnP 1.0)
1 service unrecognized despite Teturning data. If you know the service/version, please subsit the followi
Print at hitps: /amap.ore/cgl bin/subsit caiznew-sarvice
S5 Portsa-TCh1y=7. 5K1-7AD+12/ 1387 ina-69307610NPeRSS. 64 pe-Linux-gnikr (OIS
SFVers JonBindReqTCP, 34, -\xOB2\0\XO6\ KBS \KBO\O\XOT\O IO\ O\ O\ N\ KB ver 3o
SF-n\Ab1nd\ O\ X100\ KO3\ XEO\XB\0\x10\0\K3\O\O\O\ONO\x 3\ OTNKNONN");
MAC Address: B0:55:99:03:89:7C (Sagencon Brosdband SAS)
Device type: WAPIgenersi purpose specializedimedia device
Running (2UST GUESSING): Linux 2.6.XI2.4.X13.X (95%), Phillps eabedded (90%), Zgemma enbedded (89%)
05 CPE: cpe:/orTinuxUinux, Kernel 1.6.12 cpe:/o: Linuk: Linux. kernes2.4 cpe:/o: inuxclinux kernel 3 cpe: /o
nx_Kernelch cpe:/o:Linox: inx_Kernel. cpe-/o-inuxLinus.Kernel 2.6 cpos/oLinue: inux_Kernelis. cpe:/o:
Pinckerneli2.4.18
Ragressive 05 guesses: Operirt Kamikaze 7.09 (Linux 2.6.22) (95%), OperMrt 0.9 - 7.09 (Linux 2.4.30 - 2.4,
| ): Openmrt Wnite Russian 5.9 (Linux 2.4.30) (94%), Linux 3.12 - 4110 (90%), Pnilips Hue Bridge 2.0 (Linux
040, Uinux 2.6.9 - 2.6.21 (90%), Zgema W9 TV receiver (Linux 4.4) (89%), Linix 2.4.18 (89%), Linux 2.6.1
Asus RT-ACG6) router (Linux 2.6) (38%)
| Mo exact 05 matches for host (test conditions non-idesl)

1438
13/12/2025
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Results Hosts Ports Applications ~Operating Systems ~CVEs ~ Closed CVEs

Information TLS Certificates  Error Messages ~ User Tags
(Goral  (orn  or4) Gor3) oy @ora) ©of0) orn (Bor3) ©
1-50f5
Host EPSS
Vulnerability T, 31 severity L QoD 1L Location T, Created Tl
LX) Name 1) Score 1| Percentile 1|
sat, Dec 13,
SSUTLS: Server Certificate / Certificate in Chain with RSA keys less S 192.168.1.1 a3tcp A A 2025 5:02 PM
than 2048 bits Coordinated
Universal Time
sat, Dec 13,
SSL/TLS: Renegotiation DoS Vulnerability (CVE-2011-1473, o 2025 5:03 PM
$ T 70 % 192.168.1.1 443/tcp N/A N/A -
CVE-2011-5094) D Coordinated
Universal Time
sat, Dec 13,
2025 5:01 PM
SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection 5 T 98 % 192.168.1.1 443/tcp N/A N/A N
Coordinated
Sowerst e
sat, Dec 13,
SSL/TLS: TLS/SPDY Protocol Information Disclosure Vulnerability - 2025 5:02 PM
& D 2.6(0n)  JECLET 192.168.1.1 443/tcp N/A N/A N
(CRIME) Coordinated
Universal Time
sat, Dec 13,
2025 4:55 PM
ICMP Timestamp Reply Information Disclosure 5 IESTTEEED 80 % 192.168.1.1 generalficmp N/A N/A

fQLauCeBaG@das @

Coordinated
Universal Time

& =i @l @& right Ctr

23:35
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wser® kald) -
o nmap. vl 192.168.1.1

~| starting map 7.5 (netps://nmap.org ) at 2025-12-12 03:13 GHT
Neap scan report for 192,168.1.1
Host 1 up. (0,015 Latency).
Hot shown? 845 closed tcp ports (reset), 151 filtered tep ports (no-response)
S/tcp  open domain
80/tcp open hetp.
T-hetp-vuln-cve2017-1001000: ERROR: Script execution failed (use -4 to

raversal: €RROR: Script exccution failed (use o

Tomx-console/ ation was not requtred

ip-carf: Coulant fing any CSRF vulnerabilities.

tp-stored-xss: Couldn't Find any Stored %55 ilnerabilities.

Stouloris 005 attack
Slowloris tries to keep many comnections to the target web server open and hold
Them open 35 Long a6 possible, Tt accomplishes this by opening commections to
The.target web erver and sending 3 partisl request. By doing 50, it starves
the Ritp server's resources causing Denial Of Service.

Disclosure date: 2009-09-17
https<./ cve.aktre. org/csi-bin/cvename. i
hetp://ha. ckers org/Sowloris/

tp-dombasedxis: Couldn-t find any DOW based XSS.

4@3/tep open hetps.
- majordomo2-dir-traversal: ERROR: Script execution failed (use -4 to debug)
tp-stored-xss: Couldn't Find any stored XS5 vulnerabilities.

ab| IZhetp-vuin-cve2017-1001000: ERROR: Script execoution failed (use -4 to debug)
4153/tcp open”_unknown
MAC Address: B0:58199:02:99:7C (sagencon Broadband SAS)

S0 Naap done: 1 17 address (1 host up) scamed in 121.20 seconds

users kal) -
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user@lali:~ [

Session Actions Edit View Help

Nmap scan report for 192.168.1.1

Host is up (0.0043s latency).

Nmap scan report for 192.168.2.1

Host is up (0.0043s latency).

Nmap done: 2 IP addresses (2 hosts up) scanned in 0.08 seconds

user® kali)-[~
$ sudo nmap -p- 192.168.1.1 192.168.2.1

Starting Nmap 7.95 ( https://nmap.org ) at 2025-12-07 14i15 GMT

Nmap scan report for 192.168.1.1

Host is up (0.17s latency).

Not shown: 49249 filtered tcp ports (net-unreach), 16283 filtered tcp ports (
no-response)

PORT  STATE SERVICE

53/tcp open domain

80/tcp open http

443/tcp open https

Nmap scan report for 192.168.2.1

Host is up (0.15s latency).

ALL 65535 scanned ports on 192.168.2.1 are in ignored states.

Not shown: 49653 filtered tcp ports (net-unreach), 15882 filtered tcp ports (
no-response)

Nmap done: 2 IP addresses (2 hosts up) scanned in 127.75 seconds

user® kali)-[~]
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1) OffSec

C @ O & o~ 127.0.0.1:9392/login g @ a

KaliLinux # KaliTools = KaliDocs N Kali Forums e Kali NetHunter « Exploit-DB

user@lali: ~

Session Actions Edit View Help

—(user® kali)-
o nmap -sT 192.168.1.1 192.168.2.1

Starting Nmap 7.95 ( https://nmap.org ) at 2025-12-07 14:40 GMT
Nmap scan report for 192.168.1.1

Host is up (0.021s latency).

Not shown: 996 filtered tcp ports (no-response)

PORT STATE SERVICE

53/tcp  open domain

80/tcp  open http

443/tcp  open https

49152/tcp open unknown

Nmap scan report for 192.168.2.1

Host is up (0.0017s latency).

AUL 1000 scanned ports on 192.168.2.1 are in ignored states.
Not shown: 1000 filtered tcp ports (no-response)

Nmap done: 2 IP addresses (2 hosts up) scanned in 8.16 seconds

—(user® kali)-

$ 1

»
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« C @ O & o 127.0.0.1:9392/login w ¢ a =

) OffSec  Kalilinux #8 KaliTools < KaliDocs N{KaliForums e KaliNetHunter « Exploit-DB >

F user@lali:~ (
Session Actions Edit View Help

user® kali
$ sudo nmap -sT 192.168.1.1

starting Nmap 7.95 ( https://nmap.org ) at 2025-12-07 14:43 GMT
Nmap scan report for 192.168.1.1

Host is up (0.0062s latency).

Not shown: 996 filtered tcp ports (no-response)

PORT STATE SERVICE

53/tcp  open domain

80/tcp  open http

443/tcp  open https

49152/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 4.64 seconds

user® kali)-[~]
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@ Kali Linux [Running] - Oracle VirtualBox

Session Actions Edit View Help

E(users kali)-[~]

$ sudo nmap 192.168.1.1

[sudo] password for user:

Starting Nmap 7.95 ( https://nmap.org ) at 2025-12-12 03:03 GMT
Nmap scan report for 192.168.1.1

Host is up (0.0037s latency).

Not shown: 845 closed tcp ports (reset), 151 filtered tcp ports (no-response)
PORT STATE SERVICE

53/tcp  open domain

80/tcp  open http

443/tcp  open https

49153/tcp open unknown

MAC Address: BO:5B:99:02:B9:7C (Sagemcom Broadband SAS)

Nmap done: 1 IP address (1 host up) scanned in 1.78 seconds

E(users kali)-[~]

§ sudo nmap -sC 192.168.1.1

Starting Nmap 7.95 ( https://nmap.org ) at 2025-12-12 03:04 GMT
Nmap scan report for 192.168.1.1

Host is up (0.0091s latency).

Not shown: 845 closed tcp ports (reset), 151 filtered tcp ports (no-response)
PORT STATE SERVICE

53/tcp  open domain

| dns-nsid:

|_ bind.version: UNKNOWN

80/tcp  open http

| http-title: Site doesn't have a title (text/html)

|_Requested resource was /2.0/gui/

443/tcp  open https

|_ssl-date: TLS randomness does not represent time

| http-title: Site doesn't have a title (text/html)

|_Requested resource was /2.0/gui/

| ssl-cert: Subject: commonName=self-signedkey/organizationName=Sagencon Ca/countryName=FR
| Not valid before: 2011-10-14T12:32:29

|_Not valid after: 2111-09-20T12:32:29

49153/tcp open unknown

MAC Address: BO:5B:99:02:B9:7C (Sagemcom Broadband SAS)

Nmap done: 1 IP address (1 host up) scanned in 31.14 seconds

(user® kali)-[~]
Cs'n
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PORT STATE SERVICE
53/tcp  open domain
1" dns-nsid:

|_ bind.version: UNKNOWN

80/tcp  open http

| http-title: Site doesn't have a title (text/html)
|_Requested resource was /2.0/gui/

443/tcp  open https

|_ssl-date: TLS randomness does not represent time

| http-title: Site doesn't have a title (text/html)
|_Requested resource was /2.0/gui/

| ssl-cert: Subject: commonName=self-signedkey/organizationName=Sagencon Ca/countryName=FR
| Not valid before: 2011-10-14T12:32:29

|_Not valid after: 2111-09-20T12:32:29

49153/tcp open unknown

MAC Address: BO:5B:99:02:B9:7C (Sagemcom Broadband SAS)

Nmap done: 1 IP address (1 host up) scanned in 31.69 seconds

[CEluserekali)-~]
$ sudo nmap —script vuln 192.168.1.1
Starting Nnap 7.95 ( https://nmap.org ) at 2025-12-12 04:12 GHT
Pre-scan script results:
| broadcast-avahi-dos:
] Discovered hosts:
| 226.0.0.251
| After NULL UDP avahi packet DoS (CVE-2011-1002)
I_ Hosts are all up (not vulnerable)
Nmap scan report for 192.168.1.1
Host is up (0.0044s latency)
Not shown: 845 closed tcp ports (reset), 151 filtered tcp ports (no-response)
PORT  STATE SERVICE
53/tcp  open domain
80/tcp  open http
|_http-majordomo2-dir-traversal: ERROR: Script execution failed (use -d to debug)
| http-stored-xss: Couldn't find any stored XSS vulnerabilities.
1 http-vuln-cve2010-0738:
| /jmx-console/: Authentication was not required
| “http-vuln-cve2017-1001000: ERROR: Script execution failed (use -d to debug)
| http-csrf: Couldn't find any CSRF vulnerabilities.
| http-dombased-xss: Couldn't find any DOM based XSS.
443/tcp  open https
|_http-vuln-cve2017-1001000: ERROR: Script execution failed (use -d to debug)
bal I http-vuln-cvezo10-0738:
| /jmx-console/: Authentication was not required
| http-stored-xss: Couldn't find any stored XSS vulnerabilities.
, | http-dombased-xss: Couldn’t find any DOM based XSS.
PL{ IThttp-majordomoz-dir-traversal: ERROR: Script execution failed (use ~d to debug)
| http-csrf: Couldn't find any CSRF vulnerabilities.
49153/tcp open unknown
MAC Address: B0:5B:99:02:89:7C (Sagemcom Broadband SAS)

Nmap done: 1 IP address (1 host up) scanned in 154.73 seconds
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PS> user@kali: fhomefuser

Session Actions Edit View Help

$ push
PowerShell 7.5.4

user® kali)-[/home/user
sudo nmap 55 192.168.1.1
[sudo] password for user
Starting Nmap 7.95 ( https://nmap.org ) at 2025-12-13 01:47 GMT
Nmap scan report for 192.168.1.
Host is up (0.0057s latency)
Not shown: 845 closed tcp ports (reset), 151 filtered tcp ports (no-response)
PORT STATE SERVICE
53/tcp  open domain
80/tcp open http
443/tcp open  https
49153/tcp open unknown
MAC Address: BO:5B:99:02:B9:7C (Sagemcom Broadband SAS)

Nmap done: 1 IP address (1 host up) scanned in 1.79 seconds

user® kali)-[ /home/user
msfconsole
Metasploit tip: Save the current environment with the save command,
future console restarts will use this environment again

:0k00Okdc " * cdkoook
~X000000000000¢C €000000000000x .
:000000000000000k, ,k000000000000000:
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Session Actions Edit View Help
[ metasploit v6.4.101-dev
+ — —=[ 2,580 exploits - 1,319 auxiliary - 1,687 payloads
+ — —=[ 434 post - 49 encoders - 13 nops - 9 evasion
Metasploit Documentation: https://docs.metasploit.com/
The Metasploit Framework is a Rapid7 Open Source Project
msf > search http_version
Matching Modules
# Name Disclosure Date Rank Check Description
0 auxiliary/scanner/http/fEEDIVERSIOH - normal No  HTTP Version Detection

a C16|a e

Interact with a module by name or index. For example info 0, use 0 or use auxiliary/scanner/http/http_version

nsf > use 0
msf auxiliary(scannes/htip/httn version) > show options

Module options (auxiliary/scanner/http/http_version):

Supported p

Name  Current Setting Required Description

Proxies no A proxy chain of format type:host:port[,type:host:port][ ..
roxies: socksk, sockss, sockssh, http, sapni

RHOSTS yes The target host(s), see https://docs.metasploit.con/docs/using-metasploit
/basics/using-metasploit.html

RPORT 80 yes The target port (TCP)

ssL false no Negotiate SSL/TLS for outgoing connections

THREADS 1 yes The number of concurrent threads (max one per host)

VHOST no HTTP server virtual host

View the full module info with the info, or info -d command.

r' o\





image36.png
View the full module info with the info, or info -d command

msf auxiliary(scanner/htip/ittn version) > set rhosts 192.168.1.
rhosts = 192.168.1.1

msf auxiliary(scanies/htip/http version) > show options

Module options (auxiliary/scanner/http/http_version):

Name  Current Setting Required Description

Proxies no A proxy chain of format type:host:port[,type:host:port][ ... 1. Supported p
roxies: socksk, sockss, sockssh, http, sapni

RHOSTS  192.168.1.1 yes The target host(s), see https://docs.metasploit.con/docs/using-metasploit
/basics/using-metasploit.html

RPORT 80 yes The target port (TCP)

ssL false no Negotiate SSL/TLS for outgoing connections

THREADS 1 yes The number of concurrent threads (max one per host)

VHOST no HTTP server virtual host

View the full module info with the info, or info -d command.

msf auxiliary(scanner/htip/http version) > exploit

[+] 192.168.1.1:80 HTTP Server
Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

nsf auxiliary(scanner/http/http_version) > 1s
exec: 1s

Desktop Documents Downloads Music Pictures Public Templates Videos
msf auxiliary(scanner/htip/iitn version) > cd Downloads
nsf auxiliary(scanner/http/http_version) > 1s

exec: 1s

Nessus-10.11.0-debian10_andes. deb
nsf auxiliary(scanner/http/http_version) > I

\ B

02:02
13/12/2025
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» Ethernet II, Src: SagemcomBroa 62:b9:7c 90 65 3e f8 00 00 40 11 b6 87 c@
@ - Internet Protocol Version 4, Src: 192.1 o1 ff 24 d7 24 d7 00 51 84 71 69
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» Data (73 bytes)
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Figure 7.1. The “Follow TCP Stream” dialog box

ece Wireshark - Follow TCP Stream (tcp.stream eq 0) - test.cap

SUBSCRIBE /upnp/service/Layer3Forvarding HTTP/1.1
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3§ Administrator: Command Prompt

fc: \Users\Administrator>ipconfig /all
Juindows TP Configuration

vostdbe L. isec

Primary Dns Suffix . . . . . . . : suansea.acca

Node Type . . . S ... ... Hybrid

Ip Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : swansea.acca
lan

ethernet adapter Internet

Connection-specific DNS Suffix . : lan
Description . . . . .. ... .. : Intel(R) PRO/1060 MT Desktop Adapter
Physical Address. . . . . . . . . : 68-60-27-1A-86-9D
DHCP Enabled. . . . St Yes
Autoconfiguration Enabled . . . . : Yes
IPv6 Address. . . ... .. : fd17:625c:837:2:cfde:7c37:27cc:3d7 (Preferred)
Link-local Ipv6 Address . . . . . : fe80::e147:b674:a231:8284%7 (Preferred)
TPva Address. . . . . . .. ... :10.6.2.15(Preferred)
Subnet Mask . . . . . .. ....: 255.255.255.6
Lease Obtained. . . . . . . . .. : 16 November 2625 61:24:56
Lease Expires . . . . . .. ... : 16 November 2625 18:17:39
Default Gateway . . . . . . . . . : fe89::2%7
16.6.2.2
DHCP Server . . . . . .. ....:10.0.2.2
DHCPV6 TAID . . . . . . . .. ..: 101187623
DHCPV6 Client DUID. . . . . . . . : @0-1-80-61-39-66-31-06-08-06-27-1A-80-9D
DNS Servers . . . . . .. .. .. 1
127.6.6.1
NetBIOS over Tcpip. . . . . . . . : Enabled

Ethernet adapter Intswa

Connection-specific DNS Suffix .
Description . . . . . . ... ..: Intel(R) PRO/166 MT Desktop Adapter #2
Physical Address. . . . . . . . . : 68-89-27-A9-4D-E5
DHCP Enabled. . . . S ... N0
Autoconfiguration Enabled . . . . : Yes
Link-local IPv6 Address . . . . . : feB0::4a6f:e9fd:dd1e:2190%13(Preferred)
TPva Address. . . . . . . . . . . :192.168.1.1(Preferred)
0229
~ 28 g B
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Administrator: Command Prompt

DHCPv6 Client DUID.
DNS Servers .

NetBIOS over Tcpip.
Ethernet adapter Intswa

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. oy
Autoconfiguration Enabled .
Link-local IPv6 Address .
TPva Address.

Subnet Mask .

Default Gateway .

DHCPYV6 TATD .

DHCPV6 Client DUTD.

DNS Servers .

NetBIOS over Tcpip.
ethernet adapter External

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. oy
Autoconfiguration Enabled .
Link-local IPv6 Address .
TPva Address.

Subnet Mask

Default Gateway .

DHCPYV6 TATD .

DHCPV6 Client DUTD.

DNS Servers .

NetBIOS over Tcpip.

c:\Users\Administrator>

©0-01-00-01-30-66-31-06-08-00-27-1A-80-9D
1

127.0.0.

Enabled

Intel(R) PRO/1600 MT Desktop Adapter #2
8-60-27-A9-4D-E5

No

Yes

e80: :426F:e0fd: da1e: 2100%13 (Preferred)
192.168.1.1(Preferred)

255.255.255.6

168296487

©00-01-00-01-30-66-31-06-08-00-27-1A-80-9D
1

127.0.0.

Enabled

Intel(R) PRO/1600 MT Desktop Adapter #3
08-60-27-13-3E-56

No

Yes

e80: :931C:482:bacc:12d%15(Preferred)
20.6.0.1(Preferred)

255.255.255.252

185073703

©00-01-00-01-30-66-31-06-08-00-27-1A-80-9D
1

192.168.1.1

Enabled





