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Introduction

The Computer Forensics investigation is a methodological approach of preparing for an
investigation, collecting and analyzing digital evidence. It is also managing the case from the
reporting of the crime till the case’s conclusion. The process takes place in a computer
forensic lab.

Computer forensics plays a vital role in the investigation and prosecution of cyber criminals.
The process includes acquisition, inspection, and reporting of information stored across
computers and networks related to a civil or criminal incident. Forensic investigators are
trained professionals who can extract, analyze, report, and investigate cases that involve
technology as the source or the victim of a crime.

As a computer forensics investigator, it is important to have knowledge of the process
involved during a forensics investigation, such as collecting digital evidence, building a
computer forensics lab, recovering the deleted data, etc.
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Task 1: Handling Evidence Data Using P2 Commander

P2 Commander is a comprehensive digital forensic tool designed to handle more data,
more efficiently while keeping a pecialized focus on the enfire forensic exammation
process.

Lab Scenario

After concluding the investigation process, a junior investigator had submitted the
evidence files to the court for trial. The judge dismissed the case citing submission
of poorly handled evidence or improperly presented data. This incident shows the
importance of properly handling the evidence and presenting the data in a viable
manner.

To be a computer forensic expert, you must have sound knowledge of handling
forensic data more efficdently by using different tools such as P2 Commander.

Lab Objectives

The objective of this lab is to help students leamn and use P2 commander for
handling evidence data.

Lab Environment

This lab requires:

= The P2 Commander tool, located at https://uowtsd-
my.sharepoint.com/:u:/g/personal/carlene_campbell uwtsd ac uk/EWMyCG6V8ttEI6ZTd9kuHc
UBz34CrwMSrChkv aR8Fj5tg?e=5PJeGO0.

* You can also download th

o wWww D )

e latest version of P2 Commander from
2o heml

* Please note that, if you decide to download the latest version, then the
screenshots shown in this lab might differ slightly

A computer running Windows Server 2012 virtual machine.

Administrative privileges to install and run tools.

Overview of Handling Evidence Data Using the
P2 Commander Tool

P2 Commander is a comprehensive digital forensic tool designed to handle more
data, more effidentdy while keeping a specialized focus on the entire forensic
examination process. P2 Commander utilizes an advanced plug-in architecture to
create specialized engines that focus on things such as email, network email, chat
logs, file sorting, internet file analysis, and many more, while increasing the amount
of data that can be processed and utilizing resources through multi-threading and
ask scheduling,
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Lab Tasks:

1. Navigate to https://uowtsd-

my.sharepoint.com/:u:/g/personal/carlene campbell uwtsd ac uk/EWMyCG6V8ttEI6ZTd9kuH

cUBz34CrwMSrChkv_aR8Fj5tg?e=5PJeGO
2. Double-click p2e-demo.exe t0 launch the setup, and follow the wizard-
driven installation steps to install the application.

Note: If an Open File - Security Warning pop-up appears, click Run.

Welcome to the Paraben's P2C
installation

The nstaller wil gude you through the steps required to
nstall Paraben's P2C 4.4.8629. 14342 on your computer.

3. On compleung the installation, Paraben’s Dongle Manager mstallation
wizard appears, follow the wizard driven installation steps to instll
Paraben’s Dongle Manager.

Welcome to the Paraben's
Dongle Manager installation

The installer wil guide you through the steps required to
instal Paraben's Dongle Manager 1.7,5823.30461 on your
computer,

InctallAariam
instanaton
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4. Once the installation is completed, a Paraben’s P2C dialog box appears
asking you to restart your computer. Click Yes, to restart the machine, for
the configuration changes to take effect.

e You must restart your computer before the new settings will take effect.

Do you want to restart your computer now?

FIGURE 53: Pamben's P2C Restar Campuser Dislog Box
5. Double-click on the P2C icon located on Desktop, to launch the
application.
Note: Alternatively, you may launch the application from the Apps screen.

6. An Activation pop-up subsequently appears, click Later.

This copy of Paraben’s P2C has not been activaied.
(Days left = 30 Executions left = 7).
The number of avaiable plugins is Imted (see the help file for details).
Activate your product or use a dongle.

| Activate || laer |

Note: TheP2 Commander Trial version can be used for only 30 days with
limited number (7) of executions.

7. TheP2 Commander (GUI appears, along with a Paraben’s P2C pop-up as
shown in the following sereenshot:

Add Evidence

This will automatically create a new case
and start the Add New Evidence Wizard,

Start Batch Export Open Case Create New Case

B

Sorted Files

Hashes
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B (lick Create New Case icon in the Paraben's P2C pop-up.

Add Evidence

Thi will autoanatically coeale 3 new Cose
and st the fadd how Evadence Winsd

Start Batch Export Qpen Case

(=
B Cae Conviend
k.

Sorte Flasg

Haihes
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A e
it e
e —
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wal
Py

e

9. A New Case window appears, displaving rthe Weleome secton. Click

Paraden’s’

P2C

Wigkcome to the P2C new case wizard!

Flease follow the wizard steps 10 complete
the case creation,

] Skip this page in the futre
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10, In the Case Propertles sccrion; provide a2 Case name, writc a casc
Description information in the respectve ficlds, and then click Next.

wekome [ Com rcowtes  ioons il

Case Properties

Please erter o propertes. The Case nase fekd o requred.

Case naree:
=

Descriptann:
Thes & & sargie tend cane

11. In the Additional Information secrion, fll in addidonal informarion and
dick the Finlsh button,

Note: Addidonal information is not mandarory and can be completed any
ume.

s | o vt Ao s |

Additional Tnformation
Piease enter adtional nfornasen. The sfornaton i not reguined and cn
be filed any bme Srough the Propertes pane.

pame; Agency fCompany;

) e

Pacx:

v |

E-read;
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12. A New case creation window appears, mvigate to Deskrop, create a
folder named Reports, mavigate to the Reports folder, specify a file
mame (here, Test 1.p2¢) in the Flle Name ficld, and click Save.

Date modified

No items match your search

Test 1 plc
P2C Canas (" p2e)

13. In the Add New Evidence window, sclect Image Flle under the
Category sccton in the left pane, then select Auto-detect Image under
the Source type sccion and click OK.

FATY paribon image
STHS partraon mage

Acel susge evderce of my mpported foeust [ fieryeter or dek sage eses by Fwraten’s
Forersic Replcator (PPR], Ercase 4-3-6, Sefsback 2-3, VirkuelPC staic and dmansc desk

wuages, WMViae desk mages or RAW dek images (created by Parsben's P2 Enbenprise Editon,
SHERT, etz.])

14, An Open window appears, navigate 1o C:HCHFI-Tools\Evidence
Flles\Raw - DD Image, sclccr TestRawlmage.dd and click Open.

s .1|an_-mnnmm

Oegasiz »  Wew folder

¥ Faweritm ot =il

B Dexkizp 0T BITAM
& Deemioady
1L Prcert pleces

1 Thia PC

W Hhet
<

Filename: [TenFanimageds v| [aytimc
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15. Specify a new evidence name and click 0K

1fi. P2C Content Analysls Wizard appears displaying the General options
section. Select the required optons and click Next,

Wickiome o Farabos's PIC Content Anabysts Wazards
Tuefiras Qereal (A0 wrivbe T s Chk Frosh e Bree v maE D0 ST o AR Mubyss ricess E|

Aerval aptues |7 SertCuia

Lists sratvorg wborn

. [ Cabculste bav podes Far dreoes ard prttors

e Aretoe meors I Crodex ey

7] Ewraes ane imdea awat thowr. graphec e 00K
Language:  rrgm

(o) Scae For malbuare.

7. Data Analyzing Optlons sccrion appears, sclect the required oprions
and click Next.

Data Analyzing Dptions
Defre where dals aralyss will be peforrees,

Reoswee data sradyss n
[ Desk mages RegsTy dats

[ Ewal dousbases [ Chat databaes
[V Ietermet browaer SQuts databus

NTTT: Reqrmee data sralyms will e performed only for I[read catahusses,
Chatt databases, Imiermet Brovser dats sored m s engle Se

Sortrg

[ Inchude fles of urdeteciad fomat
Recover Deeted Data

o Pertms data rlyss in deleted daa

W Sarve cument waard aptons ag defal

[<meves | | wem> || Bwn |
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18. Advanced Options section appears; sclect the options required for
analyzing the imape and click Next.

Advanced Optioas

Defee oot fin shgywg srve Tvies of dats b 300G 5wty bipeeie . E

Ficp werrond dats.
[ Ship O e e
| Shop CAB archeves

S OUE etorages dats

o] Sip OLE storages stesms.

o Ship unkswrers OLE streares (fecoremended)

19. mage Analyzer Options sccrion appears, leave the oprions ser o
defaulr and click Finish.

Inmage Analyzer Options
Image Acalyrer alows you to detect potertaly St mages whie soring.
. [/ L brage Ansiyser
Data aralyzng cptons
Advarced cptons T

E 75 | inesse

Cluse fie fior o Use resolston fiker

Ple stze ) Irage 52 (W x0)
0 B | mom 85 o & 3|
W0y =1 To 000 2 x @ =
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20. The selecred image file is added o the case (Test 1 file under the Case
Content).

-~ 004

Ew
= 3 Lopyiut
B » QA 028
e Savenrd Adwnces  Sorwec Mies ?:

[ Tewth  Sewh  Sesid L . -

s b Chphused

« &ty " ockmearky

okl lwnnl fary |poc (e b N - v l o s

I 2y fiers [ waeT>

L, Tes o e |

Frahed Toldk 1

Tahs

& o o T

| P 1) Conghend | umnd |
By

21. Expand Test 1) TestRawimage-» FAT)Root. You will find thar there
are folders with X mark over the folder icons.

22, Click on rhe Testifolder and sclecr the More Icons folder in the Items
wee view, The K’ mark indicates that they have been deleted.

EEEME  poCET OO I ~ 09 8
r~ © [T imuteen [ oescwdTed  mnSewiDets - W m‘ 9
G + A rewr ) P stechs Tewt =
Trbedy Mefoesh e Pl AiNen  Dpeed  Chine
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] Aovarced fevery

a i e s

e e — e R ¥

Tiwe
PV e doe
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i SRR o) PG ragm dele
]z V) e ot
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M
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23. To add a fik to the reporr, right<lick on the file and then click Add te
report/Flle Export.

B AR OB
""II‘I bavewd hScaramd  Sormd Pl Loy . B

At D e
Sevry

Ebrwnsl Falhs v (M

Sorted Flles

Hashes

24, If you want to sce the properdes of the selecred file, click the Common
Log mb. It will display the properties of the selecred file in the Common
Log =crion.

Y

"B A O

= - e Gayewd Advenosd  Somd Ml
gt deeTy  Semh  Sewn

[resy -

W o foome |
tasd Futrs jpan Vet AV eeRmtragebat v | @ Ge
Tree

£ Fingres NT £ 3 9500 3
JPSIN 36N EL BN

Beariopieparte fen 4 opdet
Prahel  Tol -
Tasks

Lokl > @

Ry Completed 01 | Gummt |

te: Imagw File kaslymis
“Teed

SIVDNFI=TORLN DR Lbniin
Filssitus = 55 Cmsge: Tesmleulnage o

TIEEI0AE 330050 BN o Ivdensw

o ~ 09

B " seo@mir
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[ - 2t
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26. To view the hex values of the selecred file, click the Hex View rab.

e oDOCE DeoRT s Lo
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29. In the Reports Wizard window, specify a Destination folder.

30. In this lab, we will be using HTML Investigative Report rvpe and the
default destination folder location. Click Next.

General options

Select General optons: report type, destnation folder eic. Follow S wizerd sieps & ciefrm what
Information will e addad to the repert.

G ] [select e repert 1ype to be generated :
I N & HTML Invessgatve Report
() Sngle Text Raport

'H.'"“ ":’ () Surgée RTF Repart

; "F:' () €5V Text Regort
Sorted ) HTML Ederce Summery Report
Logs & Suoplementary fles HTML £ mest Mesmage Report
() Mabware Scar Sesdts Report

[ Incude pavsed asbedded data
Destraton folder 1

k.-\u.

[Copen report on fnsh
[ 5ave aument wanrd optons as default

< Previous IWI Rrich I

31. You can Add or Edit any additional lnvestigator information, if needed
in the Investigator's Information sccrion and click Next,

[ Save changes to e case

[ <oewous | [ next> || powh |
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32. In the Fllesystem Type =sction, sclect the required options and click
Next.

FResystem types

Sebect what types of sorted fles sl e adcled to the report. @

[ b griy dara checked & “Inchude 1o repces” |
) Inchude gl lesyaters evidence fiea of the selected lypes
) [on' nchude flesysien evidence
Chwmck the fdd checkax 1o add o s deta to the repert. Chack the Bxpert
chackbax 1o epan 8 fie s dats and 2d3 nks 10 e mpse
jadd [ Boort File trpes e

Cotuments
Email B
CThats

Sereadatests

Geaghics

Catatanen

Execctabie

Corprmaned pen

IR e
100000000

) Ehom data by fle types (Ordy for gorted data)
W Showm data in ree-etw Stuture (Case Sxpiorer)

[<teson | (o> | [ ooan | [ oms ]

33. In the Flle Properties =crion, leave the oprions set to defaulr and click

Next.

File properties

Select file propertes you would le 19 incluce for the selected flesystem types.

Genersl cptons
Ivessgated's Informaton
Flesyaten tyoes

- File propesties
Sorted fies

Lags & Supplemeniary Ses

Propenes of the inchuded des:
Category

Commaon file o)
HFS e proparties
FATXSTFS propertis
NTFS fle properties

FAT e propectes

Eat fle propertes

JO00000RRRR

[CUse fites

[ tndude BXF information
[ inchude grapics fies o fumbnels
I inchude NTFS/STFS stribases

| cpreses | | dest> | | B

34, In the Sorted Flles <crion, sclect the Include only data checked as
“nclude to reports” radio burton and rhen click Next.

Sorted files

Sebect optors for types of sorted Sen [E

Gereral cptons
Investgate's Informaton
Flesysten types

=il proper tes

Sorted fles.

Logs & Suppleneniany Ses

Trons of sctnd lea s rckude:
e |
[ e sl types of sxted fes

(0 Donl inchude any types of ssted ies

¥ Export checied Sles

| cpedens | | met> || pn | canes |
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33. In the Logs and Supplementary flies section, check the Include Case
History oprion and click Finlsh.

Logs and Supplementary files
Select case log options and suppiementary Sies that will be added 1o the report. E

Generel optons Case ristory opho
Inchude Ca History
Invesagator's Informasion
o Export Case Hstory 1o file and add ank.

Mote: Case History can be wery beg. It & reconyrended to export it & & separabe
fie.

Fleyyeten types
-File properties

Surtnd fles (Cheic the Add Remove busons 1o seiect fles. Hies are placed in e edenal folder
Logs & Supplementary liles o brics 19 e are added 1o the mpornt

36. Navigae to the folder where you have saved the Report. In this folder,

you will find a sub folder named Test 1.0pen that folder and double-
dick the Test 1.htmi file to view the report.

(= -?‘}.bwbml'ﬁ'l v &

ot
X oo Marme Date modied

B Deckecp
8 Doariosss
L Racent places

& Tha PC

) eponed Tt 1 files
L images
L Test 1 fiben

. duphcatests

Fde foMer
Fde folder
Fibe fokder

Test Document

[@ Temimm

Crearre HIWE, Do

Teest 1htmi D5

MDY Fie

i Mo

37. Adeniled investigative report will open in the web bmowser, scroll down the
browser window to view and examine the report.

O l=sectigatee Databace B X
C 1 filey//CfUsers/ Administrator/Desktop/Reports/Reports/ Test 201 %20{ 1 W Testi20 1oy | =

Investigative Report

/27/2076 2:46:07 aM
Pamyber's F2C w44 S629,143487

= | —

Corse File Location: CUsers\adainstratorDesbiop fupents Test 1.p2¢

Inwestigator: o Email: jasen Qabe.com
Organiration: ADC
Commmnts: Ireage Fibe Anavab

e T
Hame: Testiamimage .
Type: FAT parthion exidence

Source! COHFLTook'\Eviderce Fles'Raw « DD bmageTast Ras i age.od

eati0)
- foot(0)

®More 1eons{4)
Crwatinn temse:
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Lab Analysis

Analyze and document the results rdated o the lab exercise.
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