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Chapter 1: Introduction.
This report will include 3 chapters which will cover 6 chapters (excluding this one) which will cover the topics such as Health and Safety with Risk Assessment, Security Risk Matrix’, Engineers Role in Society, Problem Solving, Team Structure and lastly a Conclusion.

Chapter 2: Health and Safety with Risk Assessment.
The Rally BMW underwent a differential oil change. Specific legislation (disregarding legislation relevant in all workshop scenarios such as HSWA 1974, WHSWR 1992, PPEWR .1992 e.t.c) to this scenario are regulations such as;
· COSHH 2002 (requires employers to assess the risks that come with the use of hazardous substances), due to the oil. [footnoteRef:10328] [10328:  https://www.hse.gov.uk/cleaning/topics/coshh.htm#:~:text=you%20must%20do-,Control%20of%20Substances%20Hazardous%20to%20Health%20(COSHH)%20Regulations%202002%20(,those%20resulting%20from%20serious%20spillages.  Accessed 30/11/25
] 

· PUWER 1998 (requires tools and equipment to be in good condition, used for the right purposes, used by competent/trained individuals, inspected, maintained and comprehensible), due to tools and equipment involved in the process of changing the oil[footnoteRef:15374] [15374:  https://www.hse.gov.uk/work-equipment-machinery/puwer-overview.htm Accessed 30/11/25
] 

· LOLER 1998 (requires lifting equipment to be in good condition, recorded regular maintenance/inspections, used by competent/trained individuals and must have its SWL specified), as the vehicle is raised[footnoteRef:16893] [16893:  https://www.carlstahl.com/gb/en/news/blog/details/2025/11/27/what-is-loler-1998-a-clear-guide-for-lifting-professionals.692834f1eb1154b13518637a#:~:text=LOLER%201998%20is%20a%20set%20of%20regulations,load%2Dbearing%20accessories%2C%20then%20LOLER%20applies%20to%20you.
Accessed 30/11/25] 

· HWR 2005 (requires notification to Environment agency if the hazardous waste is removed from the premises), for disposal of oil. [footnoteRef:789] [789:  https://bsc.croneri.co.uk/feature-articles/new-hazardous-waste-regulations?product=246#DCAM-974113 Accessed 30/11/25
] 

· MHOR 1992 (requires employers to assess risks, reduce risks, provide training and instructions and avoid hazardous handling. Employees are required to follow procedures, use equipment correctly, report hazards and to keep safe and others safe), as heavy tools are being used/moved.[footnoteRef:4475] [4475:  https://hcssafety.co.uk/news/know-your-rights-and-responsibilities-a-deep-dive-into-the-manual-handling-operations-regulations-1992/#:~:text=The%20regulation%20applies%20to%20all,The%20Importance%20of%20Training
Accessed 30/11/25
] 


Risk assessment for a rear differential oil change
Changing the oil within a rear differential involves raising and suspending the vehicle in the air, draining and replacing the oil and then lowering the vehicle.
The potential risks and risk levels involved with this job are ; 
· Vehicle falling/shifting whilst being underneath. To prevent/minimise the chances of this occurring it is important that the vehicle is on even/level ground, the vehicles sils have not deteriorated and can support the weight of the vehicle and axel/sil stands are rated within the vehicles weight and are in good condition. Although very unlikely to occur if corrective actions have proceeded with, the severity of occurrence places this risk at Medium/Medium High.

· Harmful Contact/Ingress of oil. To prevent this correct PPE and equipment such as gloves, protective eyewear, overalls, oil catch pan and absorbent material should be used. Both severity and likelihood of this risk occurring are low without control measures being put in place. The implementation of these measures places this risk at low.

· Cuts/Abrasions. This can be prevented by ensuring all skin is covered and by wearing PPE (gloves,overalls etc). The severity and likelihood of this risk are low, with the addition of control measures this risk is rated at low
[image: ][footnoteRef:29512] [29512:  https://www.riskpal.com/risk-assessment-matrices/ Accessed 30/11/25
] 

Chapter 3: Security Risk Matrix. (Different Matrix,Numbers)
Digital and Physical Threats, Risk Level
· Faulty ADAS
Faulty Advanced Driver Assistance Systems (ADAS) can happen when sensors have been manipulated, setup incorrectly or when then there is a fault within the software. A real-life example of this occurring is - https://motorclaimguru.co.uk/blog/an-adas-case-study-diagnostic-network-guest-column-the-need-for-calibration. In  extreme cases the impact faulty ADAS can cause hospitalisation and/or multiple deaths. Based off of this statement “half of the vehicle owners who had a repair that involved at least one of their ADAS applications said they had issues with the system after the job was complete”[footnoteRef:26285] we can assume that experiencing faults with ADAS is likely to happen. [26285:  https://www.spglobal.com/mobility/en/research-analysis/fuel-for-thought-auto-safety-systems-calibration-challenges-repair-modification.html#:~:text=In%20a%20survey%20from%20February%202023%20by,the%20system%20after%20the%20job%20was%20complete.
] 

 Risk level 8-10
· Remote hacking
Remote hacking is when a attacker is able gain access and control of a device digitally. An example of this occurring with a vehicle is - “https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/“. The impact of remote hacking in the worst scenario can cause multiple deaths, as whoever may be in control of the vehicle may not be aware of the hazards surrounding the vehicle. The likelihood of this happening is unlikely as only 2 sources can be referred to regarding remote hacking
Risk level 5-7
· Industrial Espionage
Industrial Espionage when companies resort to backhanded tactics to steal information from their competitor e.g. - “Ferraris Spygate Scandal[footnoteRef:8685] “, “China VS UMC Espionage[footnoteRef:19046]“, “Apple/XMotors”[footnoteRef:13148] to name a few. The impact of industrial espionage can result in scrutiny by internal committees, national scrutiny, fines and imprisonment. Based upon the amount of sources found regarding espionage is possible/likely [8685:  https://www.bbc.co.uk/sport/formula1/63575321
]  [19046:  https://www.freethink.com/the-changing-world-order/chinese-industrial-espionage]  [13148:  https://www.insidehook.com/electric/apple-car-trade-secrets-theft-sentencing
] 

Risk level 5 - 7
· Data Leaks 
Data leaks are when potentially sensitive information is transferred to an external party without permission. An example of this is “https://blog.qualys.com/product-tech/2025/11/03/inside-an-automotive-giants-data-leak-a-cloud-misconfiguration-lesson-for-aws-users” . The impact of data leaks can result in legal consequences, financial losses, competitive losses, reputational damage etc. (Depending on the data) .The likelihood of this occurring is possible/likely as there are numerous amount of data leak reports. Risk level   5 – 7
In the scenario that a Faulty ADAS system has caused multiple deaths, a proportional response would be to – disable all vehicles ADAS systems until the problem can be identified and immediately safety recall of that model. A holistic response would include a investigation into the operation of ADAS and its production at every level e.g. development of the software, supply chain production, driver error, environmental limitations, service
[image: ]
[footnoteRef:32367] [32367:  https://sectara.com/news/risk-assessment-matrix/ Accessed 02/12/2025
] 



Chapter 4: Engineers Role In Society
2 Organisations which publish a code of conduct for engineers are the Institution mechanical engineers (iMECHe)[footnoteRef:16619] and Institution of Civil Engineers (ice)[footnoteRef:19670].  [16619:  https://www.imeche.org/about-us/imeche-governance/governance-and-finance-reviews/code-of-conduct-explained
]  [19670:  https://www.ice.org.uk/download-centre/code-of-conduct
] 

In terms of sustainability and environmental issues within motorsport both iMECHe and strive to work towards sustainable practices and reducing damage done to the environment. This can be seen in their code of conducts. Within iMECHe’s code of conduct one of their principles is to “promote sustainability”. The sub-section below this principle specifies – engaging responsibly with the environment, recognising importance of socioeconomic and environmental factors, complying with obligations for health and safety and environmental protection, taking account of the needs of a diverse environment, never exploiting natural resources, and to take the accountability of the future generations into consideration. Within ice’s code of conduct they specify “All members shall show due regard for the environment and for the sustainable management of resources. The subsection below this rule  specifies – members must demonstrate via audit trail that they have taken reasonable steps to combat the relevant factors which may affect the impact on the environment and management of sustainable resources. Examples of these principles and rules being enforced and followed by engineers in motorsport are – The implementation of hybrid systems, Sustainable fuels[footnoteRef:20030], avoidance of nature sites, biodiversity programs, recording carbon emissions[footnoteRef:28589], Sustainable materials[footnoteRef:10391], Net Zero Commitments[footnoteRef:13764] etc. As many organisations under the Motorsport umbrella aim to cut their carbon emissions and enforce sustainable practices it is the engineer's job to create methods to do so. [20030:  https://pitlanesupply.com/blogs/news/motorsports-and-sustainability?srsltid=AfmBOorNLv2I_K944GvFml7By4tll5Nqkuuxnvmqwes4A_xKl9-16biM
]  [28589:  https://www.blackbookmotorsport.com/features/fia-world-rally-championship-wrc-sustainability/?utm_source=chatgpt.com

]  [10391:  https://www.environmentalreport.fia.com/championships/innovation-technology/?utm_source=chatgpt.com
]  [13764:  https://www.formula1.com/en/latest/article/formula-1-on-track-to-be-net-zero-by-2030-with-26-reduction-in-carbon.4p2vZMDrgDu6lVHLvOcLPy
] 











Chapter 5: Problem Solving
During development of a new product Engineers are more likely than not to encounter issues and hurdles preventing completion of the product. To counteract these issues and reinstate progress Engineers use can a number of methods/responses specific to the issue. 

The five whys
The five whys consists of repeatedly asking why until a conclusion is reached. An example of this being used is – A control arm within a factory has stopped operating effectively, why has it stopped operating effectively? Because the joints are lacking lubrication. Why are they lacking lubrication? Because nobody knew they needed lubrication. Why did nobody know? Because maintenance and handling are undertaken by a different group. 
[image: ][footnoteRef:17880] [17880:  https://businessmap.io/lean-management/improvement/5-whys-analysis-tool
] 








Fault Tree Analysis
Another approach is Fault Tree analysis. Fault tree analysis is a diagram which illustrates consists of the top event (failure itself), immediate causes (basic events), smaller causes(intermediate events) which can result in a immediate cause and the relationships between these events (and, or).
[image: ][footnoteRef:14489] [14489:  https://edrawmax.wondershare.com/tree-diagram/what-is-fault-tree-analysis.html
] 


Root Cause Analysis 
Another response is Root Cause Analysis (RCA). Root cause analysis refers to the overall process of determining the root cause and understanding it so that it can be rectified. Once the root cause has been determined via a method like the five why’s or FTA analysis of the cause can occur. This typically involves cross-checking data, scenario modelling, barrier analysis, implementing a solution etc.[footnoteRef:19] [19:  

] 

[image: ][footnoteRef:23003] [23003:  https://www.bing.com/images/search?view=detailV2&ccid=Pe%2fY9BeW&id=30399356AB807E973304958711AE31937DB2F08B&thid=OIP.Pe_Y9BeWLKCfn2Le3o_4VwHaHO&mediaurl=https%3a%2f%2fthumbs.dreamstime.com%2fz%2fcycle-root-cause-analysis-195254903.jpg&cdnurl=https%3a%2f%2fth.bing.com%2fth%2fid%2fR.3defd8f417962ca09f9f62dede8ff857%3frik%3di%252fCyfZMxrhGHlQ%26pid%3dImgRaw%26r%3d0&exph=1561&expw=1600&q=rootcause+analysis&FORM=IRPRST&ck=EDCB8263F0A6603B995FF930ACE442E4&selectedIndex=8&itb=0
] 

Barrier Analysis
Barrier analysis begins with defining the current state and desired state. Then by comparing these two you identify the factors which are creating the differences between the two states. After identifying these factors you can implement solutions to counteract them
[image: ]
[footnoteRef:29866] [29866:  https://www.bing.com/images/search?view=detailV2&ccid=NiXKTgDU&id=4E4F8B322805F9599A911589A6950E621D1B4EB9&thid=OIP.NiXKTgDUDsVdpG-nohO7FQHaGw&mediaurl=https%3a%2f%2fmedia.geeksforgeeks.org%2fwp-content%2fuploads%2f20200921101706%2fgnhg.png&cdnurl=https%3a%2f%2fth.bing.com%2fth%2fid%2fR.3625ca4e00d40ec55da46fa7a213bb15%3frik%3duU4bHWIOlaaJFQ%26pid%3dImgRaw%26r%3d0&exph=504&expw=552&q=barrier+analysis+images&FORM=IRPRST&ck=EDB8AF9FA88AF000B460AA0643928C6A&selectedIndex=0&itb=0] 








Chapter 6 – Team Structure
During the first week of university, I participated in a team activity which involved creating a bridge which could withstand a variable amount of weight. My team was comprised of 4 members and was self-managed. This meant that there were no assigned roles or responsibilities amongst us. I believe that because there was no authoritative figure to take instructions from, everyone felt more inclined to express their honest opinions about group decisions regarding the potential advantages and disadvantages of certain bridge designs, this helped us maintain a steady pace and finish within our time constraint. However, the lack of a proper chain of command fostered disorganisation which led to chaotic moments in the development of the bridge. The biggest issue that arose from this was that our final bridge design could not withstand the amount of weight that we initially intended it to. This was a result of too many collaborative ideas exacerbated by the disorganisation of communication. The system/hierarchy used for development of this bridge relied upon individual chemistry between members and their own ability to communicate effectively, which ultimately led a bridge that could not meet the required specification of stress. 
[bookmark: _Int_Lefnlw2G][bookmark: _Int_ZbanWJcR]I believe that in order to overcome this fault and improve the overall efficiency and organisation of the group, a hierarchal team structure would have been more appropriate. If we had dedicated some time at the beginning of the task to assign particular jobs to certain people, then the overall productivity of the group would have improved greatly. According to Trudy Mercadal, hierarchal organizational structures can lead to more clarity surrounding the task[footnoteRef:3116], which our group was potentially lacking. Although the creativity of members was not stifled, it was clear to see that there was a general uncertainty regarding the unanimous understanding of certain decisions. A proper chain of command would have potentially allowed this scepticism to be eased because group members would be able to recognize who to approach with questions about these decisions. [3116:  Hierarchical Organizational Structure | Research Starters | EBSCO Research] 

[image: ][footnoteRef:14770] [14770:  https://www.bing.com/images/search?view=detailV2&ccid=eHy%2b%2bhWx&id=3A117361D39F6BD040AF5B968EE888AEDB3521AA&thid=OIP.eHy--hWxgmosWktPcjds7AHaE8&mediaurl=https%3a%2f%2fcdn.shortpixel.ai%2fclient%2fq_glossy%2cret_img%2cw_3000%2fhttps%3a%2f%2fwww.theoriginsolution.com%2fblog%2fwp-content%2fuploads%2f2019%2f07%2f23686931.jpg&cdnurl=https%3a%2f%2fth.bing.com%2fth%2fid%2fR.787cbefa15b1826a2c5a4b4f72376cec%3frik%3dqiE1266I6I6WWw%26pid%3dImgRaw%26r%3d0&exph=2000&expw=3000&q=team+hierarchy&FORM=IRPRST&ck=814BC2006A16EE67CCAB958BE3B33648&selectedIndex=4&itb=0
] 

Chapter 7 – Conclusion
[bookmark: _Int_2aJhaOYo][bookmark: _Int_4PohFk6g][bookmark: _Int_RfZ4ku5s]In conclusion, the role of an engineer demands a high level of analytical ability and effective communication. The responsibilities of an engineer have similar if not equal priority, spanning from knowledge of health and safety, data acquisition and strategic decision making. All of these responsibilities collaborate in contributing directly to overall success. The research i have conducted throughout this report highlights how engineering requires a balance of theoretical and practical knowledge. Additionally, the sources referenced throughout not only demonstrate the depth of the profession but also highlight the importance in understanding the duties that should be taken into account throughout an engineering career. 
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