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This is an introduction to the presentation that is being presented focusing on the internet and terrorism. This essay will state the constant change in threats, changes and methods that terrorism uses and then research about how the government may respond to the challenges that they are faced with due to this. It will also state the challenges that are set to the modern society police from the use of technology. During today's society technology has become a major part of everyday life, including links to crime such as terrorism. Terrorists use the internet and social media as a way of committing offences such as hacking into computer systems introducing viruses to computers and vulnerable networks and using it to communicate making terroristic threats around the world. It is stated that it is one of the biggest threats towards the UK security (BBC, 2010). It is shown that cybercrime and terrorism organisations are linked much more during modern day society and they use it for propaganda and to co-ordinate and fund terrorism acts (Council of Terrorism, 2020). Due to this becoming more of a phenomenon to security it is posing challenges to the them, it needs the criminal justice system to become more knowledgeable to the technicalities that these organisations are now using. It has been questioned whether or not the criminal justice system is doing enough to tackle the issues that come with terrorists using the internet as a way of terrorism, the use of the internet in these terrorist organisations is an easy and profitable way of committing crimes within the cyber domain. It is stated that it is important to understand the difference of terrorists using the internet to terrorise than actually using it to turn it into a physical domain to commit the act. It has also been said that there has been light significance to fighting terrorist cyber-crime and although there has not been much done to fight it has been shown that they are very resilient to changing their tactics (Chargulalaf, 2008). The reason terrorists use this as a form to terrorise is simply that it is fast and effective and the accuracy and speed of how quickly it can get to where they want it to. The problem for the criminal justice system is that there are many individuals that have the desire to exploit the same systems for the use of their own purposes, the internet brings all the benefits to the organisations to help plan their attacks. The strategies of these organisations change frequently, this causes grand challenges for the police to deal with the threats, the internet has become the back bone for not only most societal structures such as healthcare and banking but it has become the backbone of terrorism (Black, 2005). Cyber terrorism is described as creative, effective and very clever, they will seek original methods to reach their goals for the attack. Terrorism is also described as modern terrorism as the technology that they use is more advanced as time goes on. The danger of terrorist attacks is becoming bigger as the technology in modern day society is developing constantly. Terrorists higher staff that are highly competent to use the internet and turn it into cybercrime such as people who are unemployed from third world countries. They would usually use the high technology to sabotage and propagate their ideas. Terrorists usual targets to aim for would be places such as data banks, computer systems and airport infrastructure, it is effective in a wide range of ways with little resources. There are ways that the police have to deal with cybercrime and global rise of it, police have to build specialist cyber security specialist skills alongside specialist facilities. Police have to attend training courses with cyber security providers to ensure they have the skills they need to try and tackle this fast-growing technical problem in terrorism. It is stated that 80% of the police forces across countries are now being trained to in specialist security cyber training for this issue alone. At the top level of security organised crime is handled by National Crime Agency which is collaborated with Metroplitan police and regional forces. Cybercrime units have been established across England and Wales; it is costing around 7 billion pounds a year since April 2017 to fund this security. It was stated “Every police force now has a cybercrime unit, which will investigate and pursue offenders, help businesses and victims protect themselves from attack, and work with partners to prevent vulnerable individuals from being drawn into committing cybercrime,” says National Police Chiefs’ Council (NPCC) lead for cybercrime, Derbyshire chief constable Peter Goodman (Woollacott, 2019). One of the biggest challenges for the law enforcement is the fact that the evolvement of software constantly changes and becomes better so they have to be constantly on top of the new evolving technicalities of the internet. This causes a constant threat to the police, it is stated that there needs to be more collaboration to tackle cyber terrorism and cyber threats, actionable intelligence is the only way that police and law enforcement agencies are going to be able to tackle this major issue within the UK (Ismail, 2017). Sharing information with one another needs to be on an industrial scale. The M15 and the police carry the fundamental responsibility of keeping Britain safe, it is said that people from all walks of life and different communities are in the force and they work around the clock to deal with terrorism threats and attacks. After 2017 Manchester attack that was carried out and the police did not know who the individuals were means that the law enforcement have the constant challenge of finding the people who are intending to attack, they say it is unnerving and unsettling world right now but the forces do their utmost to protect Britain from these awful attacks. They have launched a campaign so the British public can help with these situations and report any suspicious activity, it has been stated that due to this campaign it has saved many lives and helped with supporting the police in these attacks (Counter terrorism policing, 2019). There is not enough knowledge about cyber threats and risks and what kind of implication are caused to the national, regional and global security. However, mentioned above affords to conclude that are needed to do big efforts in developing mechanisms against cyber threats. Cybercrime is the most dangerous form of attack. This will always be an issue within the law enforcement but they do their best to try and keep the communities and Britain safe. They are constantly working to tackle this problem and to keep on top of the constant evolvement of the technology that the organisations use against us.
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