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Design of a Data Centre
Overview of Literature 

Introduction

Designing of data centre is highly demandable at present days. It is a procedure to model and design an architectural layout and entire infrastructure with IT resources. It also refers to the logical conception for development or implementation of IT environment within an organization. It includes various process, techniques and designs in the form of modeled diagrams or documents or else combination of both. It is growing rapidly to take in security and higher expectation of growth. Data centre is a critical computing resource which includes mainframes, web and application servers, file and print servers, messaging servers, application software and the operating systems to run them, storage subsystems and the network infrastructure within a controlled environment or under a centralized management system enterprise to operate according to business needs or organizational purpose. Data centre design is the key phase of the design where a documented and diagrammatic, logical view of a data centre is to be created. It is a typical extensive process that covers all essential computing and non-computing parameters of data centre. The computing parameters include equipments and network layouts, required number of servers, ERP (Enterprise resource planning), CRM (Customer relationship management), data centre management and others. And the non-computing parameters include all physical facilities that all equipments, ventilation systems, security and disaster recovery system to run an organization. In data centre design, it is to be assured that to provide value to users with their required information to run an infrastructure in a proper way. As a part of this commitment, it should offer news update and articles about ideal data centre used by various organizations and industries. According to demands for coming times and available service with new technology and protocols makes the design more effective, challenging and demanding. 

Design criteria of a data centre

The design criteria to design a data centre are – 

Availability – It refers to the time or proportional time for which system is available. It is also defined by the ration of system uptime to total up and down time. 

Availability = System Uptime / Total Time (Uptime + Downtime)

At the time of designing data centre, some factors are to be considered like availability of servers, storage, network, application, power and cooling units, etc. based on the requirements system should be designed. 
Scalability – The factors involved in scalability are infrastructure and facilities which are scalable over years and adjustable. It may be horizontal or vertical. Horizontal scalability refers to the addition of more separate system to the service to increase the load whereas vertical scalability refers to the addition of resources to increase the load. Servers, Storage, network, power, cooling etc. should be provided for scalability. 
Security – Security for any system is the most important thing. And for data centre, it plays more vital role. 

Performance – Performance also consist capacity, growth plans, efficiency and serviceability. All of these are crucial parameters for designing a data centre. Capacity is the size of data centre or refers to the maximum load that should be maintained by the data centre. Growth plan helps to set a goal for future aspect to save time and money as well. Efficiency is most important to achieve organizational target.  Serviceability refers to identify the problem and its solution. 

Flexibility – Flexibility refers to support new service offers without redesigning the whole architecture. The best approach to do this is to design with characteristics of the module and there should be steps to add more model or scope to do any modifications in simpler way.

Manageability – Manageability refers to the effective ways to manage facilities and infrastructure by efficiency and to be less time consuming or time saving methods. These factors also help to design such a data centre for easier and secured operations, management and monitoring. 

Sustainability – It is very important to maintain sustainability at the time of designing of data centre so that data centre must be operated efficiently to reduce overall environmental impact within an organization which starts from its own platform. A continues innovations is a part of sustainability and always in priority also. 

These design criteria are applied to different functional areas of data centre network like, infrastructure services, application services, security services, storage services and business -continuation. 

Topology overview with different farms

In this section, different data centre topologies involved in design of data centre is discussed. A large enterprise network consist multiple data centre with supporting key responsibilities and their types of server farms can be classified into three types – 

Internet – Its primary allocation is on internet and use internet to reach the server farms to support business to customer service (B2C).  It is building to support internet-facing applications to support business function and to complete enterprise’s business goal, in the area of security and scalability to avoid higher security risk and to handle it in proper way.

[image: image1.emf]
Figure1. Internet Server Farm [7]
It is also classified into two types dedicated internet server farm & DMZ server farm. DMZ server farm supports internet-based application. It is in the demilitarized zone (DMZ) because it is the part of the enterprise network and accessible from the Internet. It supports services like e-commerce and for more generic applications used by both Internet and intranet users.

[image: image2.emf]
Figure2. DMZ Server Farm [7]
Intranet– It includes most of the critical computing resources to support the business process and internal applications. It is typically use for internal purpose and internal users can access internet to the intranet using virtual private network (VPN) technology else not permitted to do so. 

[image: image3.emf]
Figure3. Intranet Server Farm [4]
Extranet – It is generated from a functional perspective and an intermediate framework between internet and intranet. This frame is used in between business partners and trusted one. The main purpose of this is to improve business to business communication (B2B) by faster exchanging of information in a user-friendly and secure environment which also reduces time and cost of the business.

[image: image4.emf]
Figure4. Extranet Server Farm [4]
Different topologies

There are different topologies in data centre design (DCT) and these are – 

Generic server frame design – This topology highlights the performance as a key in layer 3 and layer 2 functions. In layer 3, it forwards packets; maintain a view of network which is expecting changes and support default gateway of server farm. 

In layer 2, generate spanning Tree Protocol (STP) 802.1d between aggregate and access layer switch and enhance STP, use VLAN for logical separation of service and also provide service like QoS, security, ACL etc. Other services, such as multicasting, rate limiting, broadcast suppression are also provided by it. 

[image: image5.emf]
Figure5. Generic server frame [4]
The connectivity between the two aggregation switches and between aggregation and access switches is as per below:

· Ether channel between aggregation switches – It operates in trunk mode and allows physical link to support as many VLANs as possible or needed. It also passes VLAN -ID, access mode supports only one LAN.
· Single or multiple links like ether channel depending upon expected oversubscription in the links from each access switch to aggregation switch in trunk mode. It also allows multiple VLANs through a single physical path.

· Servers dual-homed to different access switches used for redundancy. The NIC used by the server and have two ports in an active-standby configuration. When the primary port fails, the standby takes over by utilizing the same MAC and IP addresses which is using by the active port. 

Common server frame environment – The definition of this frame refers to the critical functions sets of the primary and alternate paths to and from the server farm but there is no single point of failure in the architecture and the paths are deterministic. 

[image: image6.emf]
Figure6. Common server frame environment

In this figure, location of the required critical services by the server frame is shown. Here services are configured as aggeration1 is explicitly configured as the STP root and configured as the primary default gateway whereas aggretion2 is explicitly configured as the secondary root and also as the standby or secondary default gateway. 

In layer 2, this server shares some same kind of functionalities which are grouped in same VLAN based on services and need to communicate. It is also dual homed means connected to access for redundancy and should be in same VLAN for using same IP. It acts to balance load and as well as firewall and so on or as a stateful device. 

In layer 2, there should be access switch for sharing specific properties. These properties could be simple by the same department or performance of the same functions like file and print services, FTP etc. Here also servers are typical dual homed and the adapter having standby interface use the same MAC and IP addresses after a failure. The interfaces must be on the same VLAN or the same default gateway. Growth of server frames occur horizontally in this case which refers to the new server addition to the same VLANs or IP subnets where other servers located and perform the same functions. In this layer 2, it also acts like a stateful device. 

Alternate layer 2/layer 3 design or loop less topology – As per the below figure, here network is purposely designed to not to have any loops from the need to address STP limitations. This topology is defined as by not allowing the VLANs and used it at the access-layer switches through the trunk between two aggregation switches. This basically prevents to form any loop in the topology while it supports the requirements behind the need for Layer 2. Here the servers are configured to use the agg1 switch as the primary default gateway. So that, the outbound traffic from the servers can be connected to access2 and traverses the link between the two access switches and the inbound traffic also use aggregation switch because both have active paths to the access switches. Here the inbound paths are represented by the dotted arrows in the figure and the outbound path is represented by the solid arrows.

[image: image7.png]



Figure7. Loopless topology
Multitier design – It is used to identify communication requirements between services and to determine network services. In this case communication requirements include scalability like load balancing between two tiers, maintaining proper security like doing SSL between two tiers encryption of transaction and firewalling etc. The common example of multitier design is web server and the main problem is scaling. To solve this problem need to expand or set up more web servers with similar characteristics & same content as much possible. Another way to resolve this issue is by using load balancer in front of server farm to hides the no. of servers and virtualized their services. 

[image: image8.emf]
Figure8. Multitier design
This is the logical diagram of multitier design that has shown layer-to-layer connectivity through the network infrastructure. 

Expanded multitier design – This is an expanded version of above multitier design. It is costly as because of more devices used here but allows more control and can do better scalability. There is a physical separation between the tiers of the servers. This separation refers to the achievement of greater control over the deployment and scalability services. For example – by adding firewall at each tier is a part of physical separation and a method to secure it more which has to be costly. 
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Figure9. Expanded multitier design

Collapsed multitier design – In this design all servers are directly connected to the access switch. This system reduces cost but the management is very challenging. Here use of firewall and load balancer is important. Firewall is used to protect from both internet users as well as from the different servers and load balancer is to do same thing in terms of load balancing. 

[image: image10.emf]
Figure10. Collapsed multitier design

The above diagram shows each type of server farm on a different set of switches. But the other collapsed designs might be the combination of the physical Layer 2 switches to house web applications and database servers simultaneously.

In layer 2, service device and the server farms used and they are typically adjacent that implies that the service device are on the same subnet and VLAN used by the servers to communicate directly. Service devices can be exchangeable as a part of redundancy protocol to belong in stateful mode by exchanging connection and session state information.  This exchange can be done over VLAN which is common to the two devices. The service devices should provide default gateway support to the server farm and must be adjacent to the servers. 

Fully redundant layer 2 and 3 – As per the below diagram, it is the logical representation of the design of the server frame infrastructure. The procedure starts from the port present in layer 3 switch and used to direct connectivity with the server and routing to the core as shown in the given diagram. Here layer 2 switches can be used but layer 3 switch has an advantage to limit the broadcast and flooding to and from the server farms.
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Figure11. Fully redundant layer 2 and layer 3

Overview of Data Centre Architecture – 

Data centre architecture refers to the physical and logical layout of resources and equipments within a data centre facility which generates a blue print for designing and to deploy it. It is a layered process and provides architectural guidelines for development. 

[image: image12.emf]
Figure12. Structure of Data Centre Architecture [5]
In the above diagram, fully redundant data centre architecture is shown which supports no single point of failure of redundant components as a redundant data centre.

Application of architecture models are in client-server model, n-tier application interaction and in multitier architecture as well shown as below –
[image: image13.emf]
Figure13. Client-server model
[image: image14.emf]
Figure14. n-tier application interaction
[image: image15.emf]
Figure15. Multitier architecture

In Multitier architecture server farms of data centre supports some kind of applications that provides a logical and physical separation between various application functions, like web, application and database of n-tier model. This model also can be used for network design of B2B or B2C server farms, for virtual firewalls and to prevent VLAN hopping. 
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Note  BIX generically refers (o the e-commerce, business-{o-business, and intranet server farms.

The current trend for consolidated data centers s to simplify the network infrastructure by reducing the
number of network devices (see )

Figure 23 Consolidated B2C Architecture Topologies
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In Topology A, each server of a different type is connected to a physically separate access switch. Web
Servers are connected t0 one switch, application servers are connected to a different switch, and database
servers are connected to a pair of access switches for increased availability. The traffic from these access
switches is aggregated by a pair of Cisco Catalyst 6500 switches with service modules. Segmentation
between these servers is ensured by the use of VLANs and/or virtual firewall contexs

Topology B shows a more consolidated infrastructure in which web, database, and application servers
connect to a single pair of access switches. At the access layer, VLANS provide segmentation between
these servers. At the aggregation layer, segmentation is provided by VLANs and virtual firewall
contexts.

‘The aggregation layer in both Topology A and Topology B provides the following functions:





Figure16. Different B2B architectural topologies with physical separation between application tiers [8]
As per above diagram B2C architectural topologies have shown a typical physical separation of access switch of different types of connected server. Aggregation layer in all the diagrams provides firewalling, load balancing, SSL overloading service, intrusion detection and network analysis. 
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Figure 25 Data Center Topology with Virtual Firewalls
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Several variations in this design are possible. For example, servers often have two NIC cards: one for the
public-facing network and one for the web-to-application communication. In this case, the NIC might
be placed on the same subnet on the outside VLAN of the next-tier firewall. Better yet, it can be placed
in its own subnet, routed only to the application tier subnet, and without any public access.

‘The same concepts can be used to provide security for applications that belong to different departments
‘within the same organization.

Preventing VLAN Hopping

‘The data center access switches are typically conneeted to the aggregation switches through 802.1q trunk
ports. By default, a trunk carries all VLANS when it is first configured. When using a Layer 2 access,

each access switch that supports more than one server VLAN must have a trunk connection to the data
center aggregation switch. as shown in





Figure17. Data centre topology with Virtual Firewalls [2]
Security of server farms of different types and in separate VLANs can be provided by partitioning it into multiple virtual firewalls which is also known as security contexts. As per the above diagram each firewall protects the application tiers and these concepts can be used security purpose of applications that belong to different departments within the same organization.

[image: image19.emf]
Figure18. Data centre design structure in an enterprise [2]
From the above diagram we can see a data centre design structure for an enterprise as an example.

Summery

From the above overview of literature, we can have understood, about the concept of data centre, different criteria of designing of a data centre, different topologies or method to design a data centre for an enterprise with their applications also. Based on above discussion, Multitier design should be best for any enterprise as it is used mostly at present like in web servers as well. And here load balancer of the server farm is used to hides the no. of servers and virtualized the services. It also maintains proper security by using SSL, so it is the appropriate one. 
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