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Abstract—Cloud computing is a fresh approach in the area of technology that enables services on demand. It offers many benefits containing low cost, improved throughput, resource sharing and many others. However, it is facing numerous security challenges with many new types of threats including the old traditional attacks. This report presents a detailed study of cloud computing security challenges and data confidentiality concerns. It identifies the common types of attacks and vulnerabilities and provides several security countermeasures and techniques. Also, a complete network security policy was designed and implemented on packet tracer, with the mimic of uwtsd IQ building network design.  	Comment by Carlene Campbell: 
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Introduction 
Nowadays, cloud computing is replacing the traditional network system in many ways, because it provides better performance and low cost than the old network system. As a result, its popularity is gaining momentum by organisations, companies and individuals. However, it is facing many security challenges with many new types of attacks as well as traditional attacks. The number of attacks or incidents related to cloud computing is growing rapidly. According to in [1] the main cloud security cases are related to data exposure, malware infections and compromised accounts. This is mainly, cloud computing basis is on several technologies. Also, utilising weak security policies and others. 
This report aims to present security issues and threats that are occurring in cloud technology. It will discuss and examine the type of attacks based on their severity. Also, it will present some security countermeasures for cloud computing. Besides, it will discuss and analyse lab exercises related to cybersecurity. Finally, it will provide security implementation on packet tracer, with the scenario of uwtsd IQ building network design.
LITERATURE REVIEW
cloud security challenges
At present, cloud computing has become a popular model in the field of technology for many companies and organizations due to its quality of service, low cost, enhanced performance and flexibility. Cloud computing is a novel idea in the area of technology which allows many computers to be connected through a network or the internet which are physically located anywhere in the world. As a result, it is replacing the traditional architecture, especially network services, servers, storage to the advantages of on-demand service such as automation and applications [2]. According to NIST [3], the services of this technology are categorized into three main groups: Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS). However, cloud computing is heavily reliant on virtualization to provide these services. Also, its distribution prototype is divided into four groups: Hybrid, Community, Private and Public clouds in which they differ in their strategies and access rights [3]. Figure 1 illustrates cloud structure and its distribution prototypes.
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Figure 1: Cloud structure and its distribution                      standards [4].
However, Cloud computing poses significant security issues despite the benefits it provides. This is mainly because cloud computing services is delivered by sharing resources through the internet or network [5]. In [6], the authors addressed the main security issues in clouding. According to the authors, security issues in clouding are classified into network threats, data protection, lack of security standards and liability of service providers. The researcher in [5], examined security vulnerability based on cloud components namely network, virtual machines, storage and applications. The authors in [7], presented an experimental approach to assess security problems in cloud computing using a large scale of port scanning to perform Distributed Denial of Service (DDoS) on Snort traffic analyser tool and firewall.
An attacker can perform address spoofing attack through the network to the cloud system. A spoofing attack is a technique when an intruder steals a valid IP or MAC address of the virtual machine or DNS server to divert the traffic to the hijacker machine. Thus, this kind attack can affect the efficiency of the cloud service, alter data, disturb the communication between the virtual machines (VM). However, this attack can be mitigated using OpenFlow protocol, using antivirus of cloud based or Intrusion Detection System (IDS) [8] [9]. Moreover, data can be stolen using botnet attacks from cloud environment. Botnet attack is a malware which allows hackers to infiltrate into interconnected devices to steal data. In cloud computing system, an attacker can use command and control server to create a platform in order to access and get confidential data. In addition, botnet contains DDoS attack to interrupt the cloud-based services. Botnet attacks can be tackled by filtering packets or reading the communication to locate the intruder [10]. 
Among the major challenges in clouding is data security which includes data integrity, confidentiality, movement and storage. The researcher of the paper [11] suggested of encrypting the data  to protect data privacy, data security, and data trust  in cloud system. Confidential information can also be retrieved or altered by attackers from storage device when there is no strict supervision system applied. For example, an attacker can retrieve privileged information using data scavenging procedure even from a completely erased data storage [12]. This type of attack can be manipulated using various approaches such as strict physical security, encrypting personal and business data, and providing secure services [13]. In addition, lack of security standards could lead to security issues in cloud computing. In cloud computing services are delivered by third party providers such as AWS and AZURE. This means, cloud users and companies lack full knowledge of the policies and procedures implemented by the providers. Therefore, a liable Service Level Agreement (SLA) between customers and providers should be established to protect data integrity and confidentiality [14].

Another security challenge in cloud computing is the security vulnerability on the virtual machines. Privileged data can be exploited by attackers using various methods. Virtualization is a platform that divides the Operating System (OS) from the hardware in order to improve performance of system. According to the paper in [15]Virtual based attacks are grouped into three main categories: DoS attack, co-residential attack and cache-based side channel attack. Hijackers can use side channel attack to collect useful information mainly related to the virtual machines’ information such as utilisation of resources, cache, cryptographic keys, memory and others. To alleviate this attack various security measures such as authentication method and a hard coded encryption algorithms can be implemented on the cloud infrastructure [16, 17].
Furthermore, attackers can insert a malicious program which duplicates through the virtual machine environment to execute co-residential attack. This attack can damage the machines as well as disturb the communication between the virtual machines [18, 19, 20]. However, using special anti-virus which can enable to filter the malicious program from the image of the virtual machines can be applied to detect and reduce the impact of this attack [20, 21].
Cloud consumers utilise Application programming interface (API) which allows them to engage with the cloud services. APIs operate using Representational State Transfer (REST) and Java as an architectural style. However, any exposure in APIs can substantially affect the security of cloud-based services in many ways including its performance, management, data security, supply and others. Hence, it is necessary to apply strong security measures over APIs [22].
In cloud system, traditional web browsers can be utilised to provide service of the applications through the internet. Thus, an intruder can infiltrate through the applications to steal important information from the data centres. SaaS and PaaS are cloud infrastructures which are heavily dependent on web applications to provide service using APIs [23]. For example, UWTSD students and staffs can get access to office 365 via a browser from the Moodle. This type of service is provided by cloud providers using the SaaS platform. Therefore, malicious users can have many ways to arrange attack or steal data in the cloud infrastructure through applications.
Malware injection is one of the main application-based attack which allows an intruder to enter to the cloud environment. There are various types of malware injections namely SQL injection, Cross Site Script Attack (XSS). An SQL injection enables an attacker to avoid application security measures to get important information from database files, whereas XSS attack allows him to carry out a script on the web browser of the target machine [24]. Moreover, insecure web  applications can be exploitable to steganography attack which enables hijackers to hide the malicious program inside other file types such as image, audio, video and others [25] [26]. However, the impact of this attack can be alleviated by deploying a sophisticated algorithm across the cloud network to detect and find the destructive code, for instance, the authors in [27] have developed an algorithm called StegAD which defends against audio steganography attacks.
The above research shows that, cloud computing is susceptible to many attacks. The attacks can be classified depending on its essential components. Hence, attackers can leak important data or disturb the services of the cloud system through its main components. Its main elements are applications, network, data centres (storages) and virtual machines. Table 1 below summarises the attacks according to core elements of cloud computing along with their implications on the system.

Table 1. main security issues and categorisations in Cloud.
	Type of attack
	Procedures
	Effects
	exposed components

	Port scanning 
	Circulated port scanning  
	Deny of services (SaaS) & (PaaS)
	Network 

	Address spoofing
	Emulate ARP address of VM
	Breach of data (IaaS)
	Virtual network

	Botnet 
	Command & control server
	Breach of data (IaaS)
	Network

	Scavenging 
	Data retrieve 
	Breach of data 
	Storage 

	Side channel 
	Cache based of VM
	Breach of data
	Virtual machine 

	Co-residential
	Malicious code
	Disturb connection b/n VMs
	Virtual machine 

	SQL injection
	Malware injection
	Breach of data
	Application 

	XSS
	Script
	Violation of data
	Application

	steganography
	Malware program
	Breach of data
	Application 



Effects of attacks in Cloud computing
Cloud computing includes many technologies containing virtualization, networking, data centres, operating systems, memory management, resource scheduling, load balancing and many others. Consequently, implementing a suitable security mechanism between these technologies is essential in order to provide a reliable cloud services to customers and companies. However, providing a secure cloud service is challenging due to its infrastructure. As a result, there are various security problems in cloud computing. Any attack can affect the performance and data privacy on the cloud system in many ways. The impact of an attack on cloud environment may lead to denial of service, stealing of service, breaching of data privacy and manipulating  the data through malicious code [5] [28].
A hijacker can manipulate the data on cloud computing environment through a malicious script. Cloud consumers use traditional web protocols such as HTTP and SOAP to access services from the cloud platform, and the attacker can implant a malicious script on these insecure protocols to control the data on the website. As a result, this mechanism may allow the attacker to control and manage the website data [29].
Nowadays, data privacy is an essential attribute in the field of technology, especially in the cloud platform. However, poor security mechanisms in cloud networks can put sensitive data of users and businesses into the hands of unauthorized users or attackers. Therefore, the effect of violating data privacy by attackers can jeopardize the services of cloud computing. Attackers can breach data privacy in cloud computing using various methods such as de-duplication or third-party providers. De-duplication is a data compression method which is used in cloud storage to save space storage and bandwidth. However, an attacker can establish connection through de-duplication process to the cloud storage [30] [31].
Another impact of attacks on cloud technology is the denial of service. Cloud computing provides services on pay-per-use to a shared reserve of computing resources. The resources in cloud comprises applications, servers, storages, networks and services. Therefore, a malicious user can target specifically to one of the resources in order to obstruct the services to consumers. Consequently, cloud customers can be denied or hindered of the services on the cloud platform. In addition, this can cause financial lost for companies and individuals [7].
Cloud computing uses a scheduling method to allocate resources and services to increase throughput of the system, resource utilization, minimise cost and save energy. Hence, a malicious user can attack the scheduling policy of the cloud system to achieve free resources or cloud services. The impact of this attack can enable the attacker to access resources or services on the cloud without paying any money [32].
Security countermeasures for Clouding 
From a security perspective, it is essential to understand the security threats that could happen on cloud infrastructure. Hence, it is important to implement a strong security mechanism to minimize or control the possible attacks. However, there are still issues which are mainly recognised as trust issue, threats and risks. Hence, it is necessary to implement and utilise an applicable security mechanism to minimise or control the security threats on cloud infrastructure [33]. Security threat can be on network, virtual machine, storage devices and applications. Some of the defending mechanism against attacks on clouding are listed below based on the cloud components.
Network security [34, 35]- attackers can use port scanning tools to collect information of the victim device such as open ports and manufactures information. However, port scanning in networks can be protected using the following security measures:
· closing or shutting down unused ports.
· utilising updated firewalls and IDS to identify.
· Important data must be hidden and encrypted.
· Implementing secure routing and filtering mechanism.
Virtual machine security [36, 17]- hijackers can inject malicious codes such as viruses and worms to the original VM operating system. However, attacks on virtual machine can be mitigated using the following techniques.
· Installing suitable anti-virus.
· Implementing secure firewalls to filter unwanted or malicious codes.
· Secure infrastructure which is the responsibility of the cloud provider. 
· Using strong encryption algorithm and authentication.
Analysis of Lab Exercises 
This section discusses and analyses on the results of the Labs which were conducted using kali Linux tools on virtual machines.
LAB 1-Attacking an FTP Server
FTP is a protocol which is used to deliver files between a client and server through a network. Therefore, it is necessary to install FTP server on the Virtual machine in order to undertake this lab. The following steps were used to conduct this lab exercise.
1. FTP server installed on the virtual machine.
[image: ]
                    Figure 2:FTP server installation process.
2. Internet Information Service (IIS) manager installed to create an FTP site.
[image: ]
               Figure 3: IIS manager configuration menu.
3. Firewall on the virtual machine was disabled. Because, any security features on the FTP server such as firewall will block any connection to access the FTP server.
[image: ]
                         Figure 4: FTP port allowed through the    firewall.
4. Both the windows virtual machine and kali Linux are on the same network. Thus, Nmap tool was used to check if the FTP port is open on the victim machine. Nmap uses IP address and port number as parameters to check for open ports of the target machine. Figure 5 illustrates port scanning technique using Nmap tool. 
[image: ]
                Figure 5: port scanning using Nmap tool.
FTP protocol runs on default port 21 to communicate between a client and server. Hence, the author uses this port number to check if FTP port is open on the target machine. 

5. At this stage the author has gathered IP address and open ports of the windows machine. However, in order to get access to the FTP server the attacker needs username and password. Therefore, the author uses hydra tool with the objective to find username and password of the FTP server. Figure 6 illustrates shows the outcome of running hydra.
[image: ]
          Figure 6:usernames and passwords found using hydra tool.
6. Finally, the author connected to the FTP server which is hosted on the windows machine using the credentials found in figure 6 (please see figure 7).
[image: ]
               Figure 7: connection to the FTP server.
7. The author has gained full access to the target machine as it can be seen on figure 8.
[image: ]
Figure 8: created folder directory remotely.
This lab showed the security vulnerability of FTP server using a simple dictionary attack. However, this attack could be mitigated using various security methods. From a security perspective, windows firewall should be turned on always to filter malicious programs and hackers from gaining access to the PC or services. In addition, it is good practice to avoid of using default ports. In summary, the possible defending mechanisms for this lab are listed below.
· Close or shutdown unused port.
· Avoid guessable passwords.
· Enable windows firewall.
· Avoid using default ports of the protocols.
· Encrypt the connection using SSL/TLS.
· Implement a software such as IDS to filter unwanted traffics.
This lab can be helpful for organisations to implement strong security countermeasures against FTP attack on their servers and end devices. In addition, it can assist organisations to enforce password compliance.
LAB 2- Cloud Computing
The aim of this lab is to utilise ClamAV Antivirus which is applicable to cloud computing technology. This tool can be used to detect various malicious codes such as trojan, malware, viruses and other malicious threats. The lists below are the procedures applied to undertake this lab.
1) New updates and packages of ClamAV are needed to carry out this lab. Hence, numerous packages were installed on the kali Linux machine. Figure 9 presents the installation of these packages.
[image: ] 
                    Figure 9:installation of ClamAV updates.
2) Figure 10 displays socket number on which Clam process is running.
[image: ]
Figure 10: Clam listening socket.
3) At this stage, the author was able to login to the ownCloud page providing the user credentials. The author has managed to create username Yohannes and password: Yohan1304$. Figure 11 displays ownCloud login page.
[image: ]
                     Figure 11:ownCloud login page.
4) Figure 12 indicates antivirus marketplace in ownCloud.
[image: ]
                    Figure 12: antivirus marketplace on ownCloud.
5) The picture below shows the installation of antivirus on ownCloud platform.
[image: ]
             Figure 13:installation of antivirus on ownCloud.
This lab showed on how to detect malicious files from getting into the cloud server using relevant antivirus. Cloud computing is vulnerable to various attacks since it encompasses many technologies of different platforms. However, the attacks on clouding can be protected using several techniques. Some of the techniques are listed below. 
· deploying applicable antivirus across the cloud environment.
· Using strong authentication and encryption.
· Using firewalls and IDSs to detect malicious files.
Nowadays, many companies and organisations are using cloud computing infrastructure to provide services. Hence, organisations can get a better understanding of security threats in clouding through this lab, particularly on how to detect malicious files using antivirus.
LAB 3- Cryptography 
Cryptography is build based on a complicated algorithm to encrypt and decrypt data. This lab uses an open source called CrypTool which is used for cryptography and analysis. The following steps were used to conduct this lab. 
A. Figure 14 displays the window menu of the CrypTool.
[image: ]
                 Figure 14:CrypTool window.
B. The data to be encrypted is copied on to the Notepad of the CrypTool (please see figure 15).[image: ]
                      Figure 15:data to be encrypted on Notepad of the CrypTool.
C. The data is encrypted with 8 bits key length and a key value is set to 05 in hexadecimal format. Figure 16 displays the encryption procedure on CrypTool, and figure 17 shows the data after encrypted.
[image: ]
      Figure 16:data encrypted.

[image: ]
Figure 17:data after encrypted.
D. Data is saved in hexadecimal format as it can be seen in figure 18.
[image: ]
                          Figure 18: Encrypted data is saved in hexadecimal format.
E. Then, the encrypted content is sent to a windows server 2016 virtual machine. However, the contents cannot be open or read without using a decrypt tool. Hence, the CrypTool is installed on the server virtual machine. Figure 19 displays when the author is opening the content of the encrypted data. The author has used md5 to check data integrity (compare figure 17 & 19)
[image: ]
               Figure 19:decryption process.
F. Next, the author has used the same values applied in figure 16 to open the encrypted data (see figure 20).
[image: ]
                      Figure 20:Authentication process.
G. Figure 21 shows that the author was able to decrypt the encrypted data. Therefore, the three principles of security (Confidentiality, Integrity and Availability) were achieved.
 [image: ]
               Figure 21:Decrypted data.

The author has gained a better understanding in the fields of encryption, decryption and cryptography through this lab. Cryptography can be used to hide sensitive data from malicious users. It can also be used to protect data from unauthorised users. Therefore, organisations and individuals should use this technique to protect their data, especially if the data contains privileged information.
LAB 4- Social Engineering 
Attacker can use various methods to access confidential information. For example, an attacker can use social engineering to deceive individuals or companies in order to steal information. Therefore, this lab discusses the impact of social engineering attack.
1 Figure 22 indicates the option menu of exploitation tools in kali Linux with social-engineering attacks selected.
[image: ]
                       Figure 22:Exploitation tools.
2 Figure 23 displays a list of social-engineering attacks with website attack vectors selected.
[image: ]
                 Figure 23: Website Attack Vectors.
3 Credential Harvester Method is selected in figure 24.
[image: ]
Figure 24:Harvester Method.
4 Site cloner is chosen in figure 25. [image: ]
          Figure 25: Site Cloner.
5 At this stage, the author has chosen Facebook website to clone in order to deceive the victim (please see figure 26). 
[image: ]
                    Figure 26: Cloning Facebook website.
      
6 First, the author created a new yahoo mail in order to perform the attack. Then, a fake link of Facebook is sent to trick the victim. [image: ]
Figure 27: Fake link sent to the victim email.

7 Victim clicks the fake website and was presented with a copy of facebook.com (please see figure 28). The victim was prompted to enter his username and password. When the victim tries to login, it does not allow to logging in. 
 [image: ]
               Figure 28:Victim tries to access the cloned Facebook website.
8 As soon as the victim clicks the log in, the Set-in kali Linux fetches the username and password of the victim. Figure 29 displays username and password of the victim. As it can be seen username lin.kala@gmail.com and password: yohan1304 are the victim’s credentials.
[image: ] 
         Figure 29:fetched login credentials.
This lab has showed the impact of social engineering attack in a very simple way. Social engineering attacks could have a significant impact on individuals and organisations. Hence, it is important to implement security against this attack. Some of the possible defending mechanism are listed below.
· Individuals should think before they click any message they receive.
· Always check the source of your message.
· Avoid downloading files from untrusted websites.
· Use up to date antivirus, firewall and email filters.






Design and Implementation
This section presents the implementation of the proposed system.
DESIGN
The proposed system is intended to provide a network security implementation for the new UWTSD Swansea campus, which is designed on packet tracer simulation software. The system contains several networks and IoT devices. It encompasses routers, switches, servers (IoT, DNS, AAA, NTP, WEB), firewall, sniffers, IP cameras, motion detectors, smart phones, laptops, PCs, printers and automatic doors in order to mimic the actual network of the university.  The network design is organised into four different areas of network: internal, external, branch and the demilitarized zone (DMZ). The internal network represents the inside network of the university whilst, the DMZ is used to connect hosts to untrusted external networks such as internet. A firewall device is used to filter traffic among the four areas. Moreover, it provides security to the internal networks of the campus from external users. Sniffers are also used to monitor, and capture traffics at the branch office (LAMPETER UWTSD). The academia has many branches across UK which are connected through the internet. Hence, it is vital to implement security among their connection. As such, the author has selected IPSec VPN to secure the communication between Lampeter and Swansea. Figure 30 indicates the blueprint of the proposed system created using draw.io.  
[image: ]
Figure 30: proposed system design.
IMPLEMENTATION
The overall system is implemented on packet tracer. The objective of this project is to provide and implement a secure network system for the UWTSD. The system is developed using various approaches including DHCP, NAT, AAA authentication, IPSec VPN and firewall. The author has used ASA 5505 firewall to manage and implement security policies, and IPSec VPN is used to provide secure connection between Swansea and Lampeter. All areas are interconnected through the internet, and a firewall is configured at the edge of the internal and DMZ networks to filter traffic coming in and out of the internet. Besides, all unused ports on all switches are closed to provide extra security. All routers are configured using static routing protocol. This is mainly because, static routing is more secure than dynamic protocols. In addition, it does not create any overhead on network links. The completed system is displayed in figure 31.
[image: ]
Figure 31: complete design
The configuration is grouped into four areas as follows:

· External Area- this area represents the network outside of the university. It includes public and web servers of the internet. The servers are configured manually with static IP address by opening the graphical user interface (GUI) on the packet tracer. The web server is designed to be an HTTP with the name www.student.com , and an ip address 192.168.20.5. Figure 31 depicts the network devices of the external area. 
[image: ]
Figure 32: External area network.
· Lampeter Area- is created to symbolise the connection between Swansea and Lampeter. The connection between them is through the internet. Hence, implementing security is essential for the purpose of data protection from external threats. Therefore, the author aimed to use network sniffers inside the network. These devices are placed to monitor, and capture traffics coming inside and outside the network. The device is configured to capture traffic of ICMP, IP, ARP, DNS, NTP and many others. In addition, data need to be protected when it is crossing the internet. Thus, IPSec VPN is configured between the two locations. This will allow private connection between the sites with data encrypted. The connection is configured at the gateway and branch router using aes 256 encryption algorithm. Besides, an extended access control list is configured to allow traffic between the sites. The screenshot in figure 33 is the output of the show crypto ipsec sa command.
[image: ]
Figure 33: IPSec sample output.
· Server Room (DMZ)- is designed to provide extra security to the internal networks of the university from untrusted networks. This area contains the dns and web server of the campus which are accessible to the public networks. All the servers are provided with static ip address. The web and dns servers are accessible from public users through www.uwtsd.com.  Figure 34 shows network components of the area. 
[image: ]
Figure 34: DMZ zone
                          
·  Swansea Area- represents the internal network of the design. It contains PCs, IoT devices, laptops, IoT and AAA servers. IoT server is used to control and manage the IoT devices in the network. The devices are connected to the server remotely via an access point device. This access point is also constructed to connect other devices such as laptops, printers, smart phones and guests. It provides wireless connection to various devices of different technologies. As a result, attackers can use this device to exploit the internal network of the campus. Therefore, it is necessary to implement security policies on this device. Hence, WPA2-PSK authentication with aes encryption is constructed on the device to protect the internal network from outsiders (please see figure 35). Moreover, its SSID name is changed to UWTSD. This way, the internal network is protected from external threats.
[image: ]
     Figure 35: Security policies on the AP.
 Besides, an IoT server is configured to manage and control sensor devices of the campus. A list of devices connected to the IoT server is shown in figure 36.
[image: ]
Figure 36: List of sensor devices on the IoT server.
Furthermore, NTP/AAA server is constructed to provide authentication for users accessing the campus network. The setup process is developed on the firewall device. In addition, unused ports on the switch are closed to provide extra security for the network. The complete design of the network can be seen on figure 36. 
[image: ]
  Figure 37: UWTSD internal network design.
· ASA 5505 Firewall- is the pinnacle device of this project, as it defines security policies of the university. The author uses various methods to implement security management on this device. The configuration process includes configuring DHCP and network address translation (NAT), security policies and secure network management. The firewall is created to provide security among the three different areas: internal, external and the DMZ area. Therefore, three vlans are created in order to separate traffic from each area. Vlan 1 is assigned to the internal network of the campus with security level 100, vlan 2 represents to outside network with security level 0 and vlan 10 is assigned to the DMZ network with security level 70. Figure 38 displays the complete configuration of the Vlans.
N.B. console password is uwtsd for the ASA firewall device.
 [image: ]
    Figure 38: Vlans on the ASA Firewall.
Next, DHCP service is configured to provide an IP address for the campus network (internal). Also, an NTP and AAA server is configured to manage the internal devices of the campus. The NTP server is used to provide accurate time of the network. This will be important to root-cause analysis when problems occurred in the network. Hence, it is designed to establish a connection with the NETWORK ADMIN PC. The AAA server is aimed to provide authentication, authorization and accounting services. Besides, an SSH connection is created which will allow the network administrator to connect remotely to the firewall device. Figure 39 shows the configuration commands used to create NTP and AAA server.
  [image: ]
Figure 39: NTP and AAA server configurations.
The internal and DMZ networks are not connected to the external networks. However, it is also necessary to connect these networks to the internet. To achieve this, NAT protocol is used on the firewall device for both internal and DMZ networks. A static NAT is used to translate the dns server in the DMZ to the public ip address, and dynamic NAT is implemented for the campus networks. This will enable both networks to use public IP address to communicate with the external network. Consequently, it provides security by keeping their address information privately. The NAT configuration process can be verified in figure 40. As it can be seen, the dns and web server are assigned a public address of 209.165.100.226/27,209.165.100.227/27 respectively.
[image: ]
Figure 40: NAT configuration output.
Next, an extended access control list is created to filter traffic that is coming from the internet. This policy will allow certain types of traffic to access the DMZ network which will give extra security to the campus. The access-list includes FTP, DNS and www (please see figure 41). The FTP access-list allows establishing a connection from the Lampeter area (REMOTE ADMIN PC) to the webserver (209.165.100.227) in the DMZ area. Figure 42 displays the FTP connection established remotely to the webserver.  
[image: ]
Figure 41: traffic policies.
 [image: ]
Figure 42: ftp connection established.
The DNS access list is designed to permit any host to access the DNS server in the DMZ area. This will allow users to browse the DNS server from anywhere. Also, the web access list will permit HTTP traffic from the outside network. Figure 43 shows remote user accessed the webserver in the DMZ area.
[image: ]
Figure 43: uwtsd website accessed from external users.
The screenshot in figure 44 represents network admin from Swansea area accessing the public website.
[image: ]
Figure 44:public server accessed from the internal area.

In summary, the system is implemented using various security countermeasures to protect UWTSD from external areas using a firewall, IPSec VPN, access control list, NAT, NTP and SSH connections. Also, an access point is configured with security to protect the inside network from attackers. Besides, an IoT server is configured to control and manage all sensor devices on the campus. Sniffers are also applied to capture, and filter traffics at the Lampeter site. The results of the implementation showed that the FTP connection was established remotely through a secure VPN connection to the webserver in the DMZ area.







Conclusion 
At present, many companies and individuals are depending on cloud computing to provide their services, simply because of its performance, flexibility and cost efficiencies. However, it has several security problems, particularly data privacy and protection. In this report, in-depth research was conducted on the security challenges of cloud computing technology. Also, some security defensive mechanisms were examined and discussed. Based on this research, a number of these countermeasures were applied to implement a security system for the IQ building. The system was designed and developed on packet tracer simulation software.
A firewall was configured to filter traffic coming in and out of the IQ building through a DMZ network. Also, a private connection between Lampeter and IQ building was implemented using IPSec VPN. Besides, a secure FTP connection was created between Lampeter and a web server in the DMZ area. Furthermore, a packet sniffer device was developed on the Lampeter network to capture and analyse traffic. In addition, sensor devices were remotely managed and controlled via IoT server. In a nutshell, this report highlighted the security challenges of cloud computing and underlined on utilising an improved security mechanism.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have engaged excellently with the literature. Diversity of appropriate sources (some could be more current) used with key concepts discusses. The appropriate referencing used  (Grade mark: 95.56%)
	[bookmark: totalRIL]45
	[bookmark: markRIL]43

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]
	[bookmark: totalKUS]
	[bookmark: markKUS]

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have demonstrated excellent research knowledge in the research aspects.  You have given accounts of the lab exercises through discussion and analysis and interrelate them to how they could aid an organisation.   (Grade mark: 95.56%)
	[bookmark: totalANA]45
	[bookmark: markANA]43

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]
	[bookmark: totalPAD]
	[bookmark: markPAD]

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Very professional work that written, flow and organise excellently. Could be tweaked for a survey publication. (Grade mark: 90.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]9

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]95%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 2)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	
	
	

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	You have demonstrated coherent knowledge and understanding of the subject area. The report structures excellently following the IEEE report format.  (Grade mark: 95.00%)
	20
	19

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	Excellent documentation of the physical packet tracer design. Your evaluation of the implementation did inter-relate it can combat or enhance challenges to the University.    (Grade mark: 95.00%)
	20
	19

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: _GoBack]Your practical design though labelled for ease of understanding, there was no redundancy considered in the core. Your backbone only utilise a layer 2+ switch. No basic security measures (password) in place on all routers and switches, except the firewall. When tested, pings only successful within a LAN but fail when tested for access outside the LANs.  (Grade mark: 66.67%)
	60
	40

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	
	
	

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	78%

	
	Up to four weeks late
	
	

	
	First Attempt?
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PARAM: prefill contact point=lin.kala@yahoo.com

PARAM: prefill source=browser onload

PARAM: prefill type=contact point

PARAM: first prefill source=browser onload

PARAM: first prefill_type=contact point

PARAM: had_cp_prefilled=true

POSSIBLE PASSWORD FIELD FOUND: had password prefilled=false

1gndim=eyJ31j04MDASING1i0jU40Cw1YXC10] gwMCwiYWgi0jUBOCWiYyT6MjR

PARAM: ab_test_data=AAAAAATA/TAAAAAAAAAAAARAAAAAARAAAAAARAAATP/PPAAAAACCAA

[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT
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BRANCH#sh crypto ipsec sa

interface: Serialo/o/o
Crypto map tag: VRN, local addr 172.16.2.1

protected vrf: (none)
local ident (addr/mask/prot/port): (172.16.20.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (209.165.100.224/255.255.255.224/0/0)
current_peer 10.1.1.1 port 500

BERMIT, flags={origin_is_acl,}

#pkes #pkts encrypt: 23, #pkts digest: O

#pkes #pkes decrypt: 0, #pkes verify: 0

#pkes compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, $pks compr. failed: 0

#pkes not decompressed: 0, #pkts decompress failed: 0

#send errors 1, #recv errors 0

local crypto endpt.: 172.16.2.1, remote crypto endpt.:10.1.1.1
path mtu 1500, ip mcu 1500, ip meu idb Serialo/0/0

curzent outbound spi: 0x0(0)

inbound esp sas:

inbound ah sas:

inbound pep sas:

outbound esp sas:

outbound ah sas

outbound pep sas:

BRANCH
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Physical _Config_ Attibutes

GLoBAL Port 1
Settings Port Status
INTERFACE 2 uwTSD
Port 0 2.4 GHz Channel 6
Port 1 Coverage Range (meters) 140.00
Authentication

(O Disabled (O WEP WEP Key
() WPA-PSK @ WPA2-PSK PSK Pass Pmase{umdg.esx
User D
Password
Encryption Type AES

O Top
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interface Vlanl
nameif inside

security-level 100

ip address 192.163.1.1 255.255.255.0
interface Vianz

nameif outside

security-level 0

ip address 209.165.100.253 255.255.255.224
interface Vlanlo

no forward interface Vlanl

nameif DMz

security-level 70

ip address 10.10.10.1 255.255.255.0
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aaa authentication ssh console LOCAL

ntp authentication—key 1 mds *rsr

ntp server 192.163.1.10 key 1

username ADMIN password pqrZ2iqRGgDDSBU encrypted
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FIREWALL#show nat
Ruto NAT Policies (section 2)
1 (inside) to (outside) source dynamic INTERNAL-NAT interface
translate hits = 14, untranslate hits = §
2 (DMZ) to (outside) source static UNTSD-DNS-SERVER
209.165.100.226
translate_hits = 0, untranslate hits = 0
3 (DMZ) to (outside) source static UWISD-WES-SERVER
209.165.100.227
translate_hits = 0, untranslate hits = 0

FIREWALL}
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access-list
209.165.100
access-list

OUTSIDE-TO-DMZ extended permit

+227 eq waw

OUTSIDE-TO-DMZ extended permit

.226 eq domain

OUTSIDE-TO-DMZ extended permit

.226 eq domain

OUTSIDE-TO-DMZ extended permit

host 209.165.100.227 eq ftp

top

top

uap

top

any nost

any nost

any nost

nost 172.16.20.2
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