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1. Introduction
This report is going to briefly describe and explain what Ransomware is. Specifically CryptoWall trojan and how it can affect a company. This report will also explain how to prevent an attack from happening and how to respond if an attack is experienced.



2. What ransomware is
Ransomware is a virus which affects computer systems. It has become much more popular in recent year, first appearing in 2014, and since then has been developed so that it is more difficult to detect and the remove. It is cheap, easy to use and reliable [1]; which is why it is becoming more common.
Crytowall trojan is a type of ransomware which can be used to encrypt files in a computer system [2]. The attacker will then provide the victim with a way of removing this encryption with a uniquely generated key, which is only made available after a fee has been transferred, although the key is not always transferred, even after the payment is received [3].




3. What ransomware can do to a company
Ransomware can have a great impact on a company and its data, In an article by ‘Influencive’ [4], they describe the damages to a company as:
· Preventing access to your data – whether a company is big or small, its data is important so encrypting data and preventing access will have a huge impact on the business.
· Disrupts regular business operations – Important processes will come to an immediate stop as they have the ability to freeze systems and create backlogs.
· Financial costs to restore network – if the key generated is returned then the restoration of data still takes a lot of time and money. External backups are encouraged.
· Reputation damage – it is often publically released if a company experiences a ransomware attack. Consumers will no longer trust the company and be reluctant to give their information.



4. How to deal with ransomware
4.1 How to prevent it
In a source by Mcafee [3], there are multiple solutions on how to prevent a ransomware attack. All of these should be followed in order to have to most chance of avoiding attack:
· Back up data – preferably in the cloud or in an external hard drive as data can be wiped off of the infected machine and reinstalled from the backup.
· Secure backups – Ransomware can look for backup data so direct access it not advised.
· [bookmark: _GoBack]Use security software that’s up-to-date – keep updated often to fix flaws and patch issues.

4.2 How to respond to a ransomware attack
5. Conclusions
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