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[bookmark: _Toc132983003]Abstract
During World War II, radio frequency identification technology was invented and used throughout the course of the war, since then it has been implemented across different industries including supply chain, inventory management and health care. This project will look into this technology and how organisations within those industries utilise this technology in the modern era to improve the organisation’s day to day operations, as well as what the requirements for an application based on this technology would be. The project has specific goals which include researching how using an RFID based authentication system could benefit an organisation, as well as developing said application. It has been found that RFID greatly benefits organisations across a wide range of industries despite the drawbacks it might come with. The research shows that despite the drawbacks that may come with this technology, organisations should consider implementing an RFID system of some sort to assist in improving their efficiency across different operations within the organisation.
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[bookmark: _Toc132983004]Introduction	Comment by Andrew Green: 7916 words including testing. 487 words testing = 7433 words - still within 10% of the word count… just!
This project has explored how the traditional methods of physically based authorisation can be enhanced by automatically logging when a person unlocks a door, as well as being able to determine the who is allowed into the room based on a list of allowed and banned users of that room, and if they are banned, a security alert will be sent out to relevant persons.	Comment by Andrew Green: Does it do this?
[bookmark: _Toc132983005]Aims and Objectives
After the problems with the existing technologies had been determined, it gave a good idea as to what those technologies were lacking, as well as how they could have been improved upon based on the research that was conducted on the existing technologies.
[bookmark: _Toc132983006]Aim 1
Investigate how having automatic entry logging and room utilisation can benefit organisations.
· Objective 1: Identify suitable sources for use in the secondary research and literature reviews.
· Objective 2: Use a CRAAP analysis to determine whether the sources are suitable to use.
· Objective 3: Examine the data gathered throughout the research.
[bookmark: _Toc132983007]Aim 2
Develop an application that stores data based on people entering a room using physical authentication.
· Objective 1: Research what the requirements are for the application.
· Objective 2: Design an application based on the requirements.
· Objective 3: Develop, test, and maintain the application.
The upcoming chapters in this report will go over the literature and research review based on the secondary research that was conducted. Research and development methodologies were used to determine the procedures used to generate the final application and the design and implementation process of the final application. An evaluation will also be carried out based on the effectiveness of the application, a conclusion on all the project as a whole, recommendations on what improvements could be made to the finished application, and finally a reflection on what was learned during the course of the project.

[bookmark: _Toc132983008]Literature and Research Review
When developing a piece of software, it is important to conduct research that is relevant to the application that is being developed in order to be able to create an understanding of why it needs to be made, as well as what the requirements are going to be, and what industry the software is going to be made for. During this research, the existing development platforms and existing applications will also be explored to gain an understanding of what development platforms should be used to create the application, what features it needs, and the legal and ethical issues that should be considered throughout development. All of this research will allow for a greater understanding of the topic surrounding the application, as well as giving insights on the best practices for development and design. 
[bookmark: _Toc132983009]What is RFID?
RFID, or radio frequency identification, was invented during the Second World War and was primarily used to identify whether an individual was a friendly or not. (1) RFID is one of many methods of wireless communication which makes use of radio waves that carry digitally encoded data, partnered with the two main components of an RFID system, those components being the readers and the tags/cards, to wirelessly communicate the information that is stored on the tags/cards to the readers they are scanned on. RFID has uses in a wide range of different types of industries, such as retail for inventory control, medical for monitoring patients and security for tracking personnel. (2) RFID is great to use both inside and outside of the aforementioned industries as it is secure as it takes special equipment to be able to read RFID data, it is convenient as it is small and takes very little time to scan a card or fob and is extremely diverse across many different use cases. However, RFID might be less desirable in comparison to the other methods of wireless communication, such as Bluetooth or NFC (Near field communication), as it despite the requirement for special equipment to read the data, with that equipment it is very easy to read the data or even overwrite it. RFID also requires a constant supply of power, which means that in the event of a power shortage it could shut the locks off or leave them unlocked. RFID systems also come with a set up cost, where basic systems are cheap but very easy to bypass and having any form of security to the system will make the installation exponentially more expensive. (3)	Comment by Andrew Green: Why are you using it then?	Comment by Andrew Green: Are they?
As previously mentioned, the earliest known use case of RFID is when it was first invented during the Second World War, and it was used to distinguish American and Soviet soldiers. Today, RFID has been successfully applied to a plethora of different industries including manufacturing, supply chain, agriculture, transportation, and medical care. When RFID is implemented in asset management and supply chain management, it has been shown that there is a reduction in the number of errors and an improvement to the management of an inventory. It also shows that there is a reduction in the amount of time that is lost to locate assets or resources. (1)
When it comes to implementing RFID in a health care system, it has also been proven to be greatly beneficial for improving the efficiency of certain processes, such as the “long established paper based processes, low discernibility of patients, medical staff and equipment, and data”. However, it has also been found that there are several other factors that must be considered when implementing an RFID based system into any industry, these factors include the legal and ethical considerations, employees needing to adapt to the new systems, and implementation and management costs, however these costs could be offset by an increase in productivity after implementing a system like this. Other benefits also include increased quality of patient care and a reduction in the number of medical errors. (4)
	Comment by Andrew Green: Interesting.
One of the largest issues with implementing RFID based systems into an organisation is the constant risk to security. It is very important to determine the factors that could influence whether an organisation implements an RFID based system, and security is one of the biggest factors. Whether an RFID based system is implemented into an organisation or not is determined by using the Technology Acceptance Model, which is used to determine the ease of use of a system works in favour of its acceptance. However, the issues that arise when considering security and privacy are a deterrent to the increase of a systems acceptance. (1) If the security is a big enough deterrent of implementing an RFID based system, then the organisation should consider seeking an alternative solution that has a significantly lower risk to security and privacy over RFID.
An RFID based system used in supply chain management has been shown to also show positive results after implementing the system. Based on survey results, it shows that fast moving consumer goods companies with a multi-tier supply chain greatly benefits from implementing this system by using RFID based location identification techniques. The tiers of these companies consist of a manufacturer, distributer and retailer, and each party greatly benefits from implementing the aforementioned techniques by improving the delivery performance thanks to greatly improve decision making. (1)

[bookmark: _Toc132983010]Existing Applications
During the planning stages of application development, it is important to research applications that have similar functionality to the proposed one. This is done in order to determine the requirements of the application, as well as what the shortcomings of the existing technologies are in order to attempt to fill those gaps by adding missing features or improving upon those that might be lacking in functionality.
[bookmark: _Toc132983011]USB RFID Readers
USB based RFID readers are devices that have an RFID reader encased in a plastic housing that use a USB cable to power and communicate with a computer. They are designed to be considerably more user friendly compared to buying each individual component and connecting each device and plugging them into a Raspberry Pi and developing a program to read the data contained on the RFID cards or fobs. Because these types of readers being connected via USB, it removes the need for the other components that you would need to connect it to a Raspberry Pi, and just requires a single cable to plug into a computer, which means it could cost less depending on what other components might be used with the non USB based RFID reader. However, due to the simplicity of a USB based RFID reader, it also greatly limits its flexibility when it comes to what other components it can be paired with compared to using a Raspberry Pi. Libraries are available for these types of USB based RFID readers which means that the same basic functionality can be achieved when using a USB based RFID reader as opposed to the Raspberry Pi.	Comment by Andrew Green: Gr	Comment by Andrew Green: So why did you not do that?
[bookmark: _Toc132983012]RFID Keypads
RFID based keypads offer similar to functionality to the basic reader, but they also have a number pad built in, thus offering two types of authentication by using a number combination lock and accepting an RFID card/fob. However, due to the nature of these types of readers they are a lot less user friendly to work with as they require power supplies and require many additional components to achieve the basic functionality. It is also not possible to use these types of RFID readers with a Raspberry Pi which limits the ability to expand on the functionality of the reader. The prices of these readers also vary a lot, which means it could cost considerably more than an alternative solution depending on which one is used. However, it could be more desirable to go with an RFID based keypad as if the cards/fobs go missing, the number combination can also be used.
	Comment by Andrew Green: Expensive
[bookmark: _Toc132983013]Existing Development Platforms
There is already a wide variety of platforms that are used to create applications that come installed with the operating system on the Raspberry Pi, and each one offers a wide range of unique features each with their own advantages and disadvantages.
[bookmark: _Toc132983014]Geany
Geany is a lightweight IDE that was developed to be run on less powerful devices such as a Raspberry Pi, while also having a wide range of features and support for different file types and languages such as C, Java, Python and JavaScript while also having support for adding support for new file types through extensions. Geany contains many useful features that will assist in increasing the productivity of the development of any application, such as syntax highlighting, automatically closing tags in HTML and XML, built in compiler and executor, plugin support and a file tree. Having support for Python means that Geany is a suitable IDE to use for this application, along with many of the other features it includes, Geany is also available on other platforms, such as MacOS, Windows and other distributions of Linux. (5)  Some of the advantages to using Geany would be that it is open source, can easily be changed to suit the user, not very resource intensive, and as previously mentioned has wide support for different languages and plugins. (6)
[bookmark: _Toc132983015]Thonny
Thonny is an IDE that is specifically designed for teaching Python to people who are very familiar with programming. (7) Thonny contains many of the features that you would expect from an IDE designed for beginners, without overwhelming the user with complex features. These features include a built in version of Python for users who might not know how to install Python, syntax and error highlighting, code autocompletion, built in compiler and executor, a dedicated variables view, and it is open source. Having Thonny be a Python only IDE means that all of the features it contains are specifically tailored to increasing the productivity and quality of the Python code produced, which makes it a great solution to use for a program that will only contain Python code. Thonny is also available on different platforms, which includes MacOS, Windows and Linux. (8)


[bookmark: _Toc132983016]Legal and Ethical Issues
During the development and maintenance of any application that can store and retrieve data, it is important to legal and ethical issues that could arise as a result of not taking proper precautions and implementing sufficient methods of prevention to stop these risks from becoming a reality. Due to the nature of the application, the type of data it stores must be kept safe as in the wrong hands it could be a risk to a business as it stores data that can be used to gain access to certain areas of an organisation. Additionally, there will also need to be a way of identifying who the card belongs to and is used by, which means that personal user information will also have to be stored on the card and in the data store. Depending on the use case, the data relating to the user that will be stored on the card could include an employee or student ID and names. All of the aforementioned data must have appropriate measures taken to protect it so none of it is used to cause harm to an individual or an organisation.
If the aforementioned issues do not have proper precautions taken to prevent them from occurring, then there could potentially be serious legal implications taken for not taking those preventative measures. For example, improper safety implementations could lead to user or employee data being stolen in a data breach which would be breaking the GDPR laws. These breaches could lead to claims from those individuals for the damages that were done by the lack of protective measures. These claims could result in the organisation being fines up to ten million euros or two percent of the companies’ entire global turnover of that preceding fiscal year, which in some cases can greatly exceed ten million euros. (9) Failure to comply with the GDPR laws could also result in a negative image on the company from their customers and cause them to lose trust in the company, as well as significantly damaging the company reputation which could also lead to customers choosing an alternative product. (10)	Comment by Andrew Green: Maybe - so no storage of user info on the card which then requires some other datastore to correlate users with keys etc.
[bookmark: _Toc132983017]Conclusion
To conclude, RFID is an extremely flexible technology that has a wide range of uses across a vast range of different industries, both inside and outside of the security industry. It is also a very straightforward technology to work with which makes it very suitable for this type of application, and it is able to achieve the desired goal with minimal complications. However, despite all of the benefits that implementing an RFID based system might bring, it does not come without its flaws either, and these flaws could either be negated or amplified depending on the industry they are implemented in. For this specific instance, where the organisation has full control of who is allowed where, so the potential risk of security will not be a very big issue if the system is maintained correctly.
	Comment by Andrew Green: Which organisation?

Some depth here - legal, history, viability, alt devices, security.  Not sure what is missing there.
[bookmark: _Toc132983018]Methodologies
[bookmark: _Toc132983019]Research Methodologies
[bookmark: _Toc132983020]Research Philosophy
A phenomenological research approach has been used throughout the lifecycle of this project. This was done because it was used to be able to determine how an individual is able to understand something by being able to physically experience it. This research philosophy has supported the method that the project has used throughout its lifecycle as well as the research conducted, based on a person’s previous encounters with these experiences. (11) Using a phenomenological approach was great to use as it is much easier to get people to tell their “experiences and perceptions of individuals from their own perspectives”. (12)	Comment by Andrew Green: Strange approach - surely this should be a development experiment?	Comment by Andrew Green: How was this used?
[bookmark: _Toc132983021]Research Approach
An inductive research approach has been used during the lifecycle of this project, this was done to allow for the development of an application that shares similar functionality to the existing applications, while also being able to observe the patterns with them and develop a theory or conclusion for a new technology that was able to solve the issues that the existing ones had. (13)	Comment by Andrew Green: No issues here
[bookmark: _Toc132983022]Research Strategy/Method
An experimental research strategy was chosen for the research aspect of this project, as it looks at gathering both quantitative and qualitative types of data that is based on the topic at hand, while also being able to draw an informed conclusion based on a hypothesis. The conclusion was then able to determine how the experimental application would be developed. Using the experimental research method for this project was good as it was able to provide a high level of control to the research and it does not limit the subject or topics that could have been covered during the research. (14)	Comment by Andrew Green: Exactly
[bookmark: _Toc132983023]Research Time Horizon
The research time horizons for the project were cross sectional, this is because the data was all taken from a single point in time. The point in time in question was very recent, this is because taking historical information on all of the technologies that were covered would result in outdated or incorrect information. Cross sectional research was also used because it was less time consuming and less costly, as well as also allowing for easy data collection that will be used as a base for future research. (15) Using cross sectional research over longitudinal research was better for this project as longitudinal research is design for projects that take considerably more time, whereas this project needed to have been completed in a shorted time span which made cross sectional better.
[bookmark: _Toc132983024]Data Collection Methods
The data that was collected throughout the project was both qualitative and quantitative secondary data that was collected from the secondary sources that were gathered throughout the literature review. The sources that were gathered went through analysis in order to determine whether they were suitable to take information from. The method that was used when collecting the data was action research, this is because it can be used when dealing with both qualitative and quantitative data, as well as being used to improve the relevant practices, which in this instance would have been programming and the hardware configurations of the Raspberry Pi. (16)

[bookmark: _Toc132983025]Evaluation Criteria
The chosen method in which the application will be evaluated will be by comparing the finished application to the aims and objectives that were defined at the beginning of the development stage of the project. In order for the application to be a success, it needed to meet the requirements that were defined in the aims and objectives. If these requirements are not met, then the application will not be able to fulfil the purpose it was initially meant to serve and thus the application will not succeed. The objectives of the application were to be able to determine the requirements of the application based on research done prior to starting the development stage. Then based on that research, an application will be designed and developed using appropriate techniques discovered during the research stages, the application based on those requirements. 
[bookmark: _Toc132983026]Methods of Testing
In order to test the functionality of the prototypes, and eventually the finished application, there will be a table made with a list of different parts of the application to test, detailing exactly what aspect of the application will be tested, what the desired outcome should be, what the observed outcome was, what was done to test the functionality. This will be done to determine whether each aspect of the application works as intended, and if it is found that this is not the case, appropriate action will be taken to fix the non-functional parts of the application, any actions taken will also be noted down in the table. This method of testing could also be distributed to multiple people to ensure results are consistent and that each aspect of the application is covered in sufficient detail, while also ensuring that no potential issues are missed so that they can be fixed for the final version of the application.
[bookmark: _Toc132983027]Development Methodologies
[bookmark: _Toc132983028]Software Development Methodology
For this application, Rapid Application Development is the development methodology of choice. It was chosen because it was best suited for the type of application that was being developed as well as being more ideal for the amount of time that the application needed to be created in. Some of the reasons to use Rapid Application Development over alternative methodologies is that it allows for the developer to make changes to the requirements of the application at any given time throughout the development process. It also allowed for quick reviews on the progress of the application which means the time between each prototype of the application is very short, this will therefore will drastically reduce the amount of time it takes for the application to finish development. However, it might be more desirable to use an alternative software development methodology over Rapid Application Development as in order to achieve the level of productivity that comes with it, you will need a strong team effort with very frequent communication which is significantly more difficult to achieve when developing with a large team of people, which Rapid Application Development does not work with. Projects that use Rapid Application Development also generally tend to have shorter development times compared to others, so for a project with a longer development time, it would not be ideal. (17) The drawbacks that came with using this methodology did not have much of an impact on the development process of the application, as the requirement for short development time was not an issue as the development time of the proposed application was not long. The requirement for strong collaboration was also circumvented as there was only a single developer working on the project, which also meant the team was not too big as to have a negative impact on the communication within the team.
	Comment by Andrew Green: Which aspect of this project is RAD?	Comment by Andrew Green: But you are not!
[bookmark: _Toc132983029]Software
It was important to take note of what software was going to be used throughout the project in order to carry out specific tasks, such as storing data, developing, and testing the application. This was done to make sure that all of the software that was used supported all of the required tools that were needed to complete the project.
Some of the software that was used throughout the project include:
· Windows 10/11 Home – Operating system used on college/personal computers.
· Microsoft Office – Word processing software for documenting the project.
· Raspbian OS – Operating system used on the Raspberry Pis.
· Thonny – The integrated development environment on the Raspberry Pi.
· Xampp – Database hosting software.
[bookmark: _Toc132983030]Hardware
It was also important to identify the hardware that was going to be used throughout the project lifecycle, this was done to help ensure that all of the devices would support of all of the tools necessary to develop the final application, as well as any other necessary documentation that was needed. A wide range of different hardware and devices were used throughout this project including a computer provided by the college, personal computer, a Raspberry Pi and all of the additional devices and sensors that were used with the Pi.
Some of the hardware that was used to design, plan, develop and document this application consist of: 
	College Computer
	Personal Computer
	Raspberry Pi

	CPU: i9 10900X
Memory: 32GB
GPU: Radeon Pro WX 3200
Storage: 500GB SSD
	CPU: Ryzen 5 5600X
Memory: 32GB
GPU: GeForce RTX 3070
Storage: 1TB SSD, 2TB HDD
	CPU: Quad Core 1.8GHz
Memory: 4GB
GPU: Broadcom VideoCore VI
Storage: 16GB Micro SD Card




[bookmark: _Toc132983031]Materials and Tools
There is a wide range of both software packages and pieces of hardware that were needed to be able to develop this application. To begin with, an investigation was done into what hardware was required to be able to have the functionality that was initially proposed. In order to be able to detect a radio frequency identification signal (RFID), an RFID scanner will be plugged into the Raspberry Pi via a breadboard and a series of jumper cables plugged into specific ports on the breadboard. 
In order to be able to collect the data stored on the RFID cards and fobs, the programming language Python will be used as it is one of the most widely supported programming languages on the Raspberry Pi. There were also a wide range of different Python libraries used to develop this application. One of those was an external library called “MFRC522”, which is what will provide the functionality for getting and setting data stored on the cards and fobs. (18) Another library that was used was the “MySQL Connector” library which is what will be used to write data to a MySQL database that can either be run locally or on a server. An additional library that was used was “Twilio” which is also a service that is used to send texts, emails, and phone calls. The rest of the libraries that were used already came preinstalled with Python, such as JSON which allows for encoding and decoding from JSON files (19) and OS for miscellaneous operating system interfaces. (20) To be able to store the data, as well as using the MySQL Connector library, a MySQL database was required as a data store for all of the information that was going to be kept in the database. Xampp was used to run the database, make changes to the database, and view the data stored in the database. 
Each individual library also had its own specific use, for example the MFRC522 contains a function to read the data stored on the RFID card and/fob, this will be read and then stored in a database to show the user of the card and where they are, the data will also be used to determine who is allowed where. The MySQL connector library had a range of functions that were used to achieve the functionality required, the connect function took three parameters, the host which took an IP address, user and password function which were used to log into the database using a specific login. The cursor function was then used to compile the SQL statements and then the execute function was used to execute the previously compiled SQL. Finally, the commit function was used to push the data gathered to the database. Twilio was used to be able to alert relevant persons to any user attempting to access an area they are blacklisted from, this is done via use of SMS and creating a client within the application to send SMS messages. The create function was used to create a message which took three parameters, the message body, the recipient, and sender’s phone number, the sender’s phone number is provided by Twilio. (21)

[bookmark: _Toc132983032]Design
[bookmark: _Toc132983033]Project Requirements
In order for the application to function as proposed, the requirements must be set out clearly and followed to avoid the application going off course and taking longer than initially proposed. The primary requirement of the application is to be able to read an RFID signal and store it into a database, the information that is stored will consist of the card ID, the date, a timestamp, and any relevant information that will help to identify who the card belongs to or is used by. Other desired features of the application would be to have a whitelist of permitted individuals that will be allowed to use a certain reader to a certain room. Another desired feature for the application to have would be to in addition to having a whitelist, also have a blacklist so not only is the user not allowed into a certain room, but it will also give a special warning to inform relevant persons that someone tried to enter a room they are not allowed into. These requirements were discovered after thorough investigation of the available literature on the application as well as the topics surrounding it. 	Comment by Andrew Green: Fair enough.  So log a key - store in DB
[bookmark: _Toc132983034]System Models
A flow chart is a visual representation of a process, system or algorithm and gives a breakdown of each important part of code contained within a program, it shows the full program from start to finish with everything in between, such as decisions, actions, and loops. The flow chart was created prior to beginning the development process in order to give a better idea as to how the program should be made by showing what functions it needs to perform, what actions certain decisions lead to and what loops are used for. The benefits to using a flow chart to represent the process of an algorithm is that it is a lot easier for people to understand who are not proficient in a programming language. Flow charts also allow for easier planning and documentation of the process that is being developed. However, flow charts can also be very time consuming depending on their complexity which could take away from time spent developing the application, but this could be offset by having a detailed flow chart to show exactly how the application will work, which means less time will be spent on planning the application during the development process, and the developer can base the structure of the application directly from the flow chart. (22)
[image: Diagram

Description automatically generated]
	Comment by Andrew Green: Simple enough - is this the only aspect of design?
[bookmark: _Toc132983035]Implementation
[bookmark: _Toc132983036]Problems and Successes
One of the problems that arose during the early stages of the development, one of the components that connected the RFID reader to the Raspberry Pi came loose without realising. This resulted in the RFID reader not being plugged into the Raspberry Pi properly so there was no power to the reader nor was there any data being sent from the reader to the Raspberry Pi. This resulted in having to disconnect each device from the Raspberry Pi in order to determine where the problem lied in order to be able to fix it. The issue had come from the GPIO extension board being tilted slightly which meant not all of the pins were making sufficient contact with the breadboard. After the GPIO extension board had been put back into place correctly, it was powering the reader and sending the data back to the Raspberry Pi.	Comment by Andrew Green: Gr	Comment by Andrew Green: Not really a problem - more a minor glitch
Another one of the problems that occurred during development was that Xampp was displaying a series of different errors showing that one of the global tables was corrupted and needed repairing, however after attempting to repair the table, the issue still persisted. After some research was conducted, it turned out to be a bug with MySQL in the version of Xampp that was used to host the database. This resulted in needing to uninstall and reinstall Xampp to resolve the errors and update the version of MySQL that was being used.	Comment by Andrew Green: Yes, this is buggy
An additional problem that happened what attempting to fetch the whitelist data from the file by using a while loop. The issue lied in both the JSON file as well as the loop itself, as the JSON file was not formatted correctly and needed to start off as a list as opposed to an object. The loop also needed to be changed as a result of the changes in the JSON file, and instead of looping through first object, the program looped through each item in the list and then through the list of either allowed users or banned users.	Comment by Andrew Green: gr	Comment by Andrew Green: Tricky to loop over an object.	Comment by Andrew Green: This is just a simple development issue.  The issue is that developmentally there has not been a lot to develop.
One of the successes of the application was that prototypes were able to be created very quickly with minimal issues which allowed for the testing of all of the necessary functionalities of the application to ensure nothing was faulty and that all of the basic processes would be able to function to any given extent. This created the foundations for the full application as well as the requirement features for it. The basics of the prototype included connecting to the MySQL database, reading the data from the RFID card/fob, and writing data to the MySQL database.
An additional success of the development of the application was getting the SQL functional quickly with little issue. The only issue that occurred was needing to insert variables into the SQL which required having to create a separate variable to execute along side the SQL while inserting the variables into the parts of the SQL where the variables should have gone.
Another one of the successes of the application was being able to send SMS messages very easily by using Twilio. The documentation on Twilio was extremely helpful in making it very easy to download all of the necessary tools to be able to send messages and was functional very quickly with no problems due to how detailed the documentation is and how easy it was to follow.

[bookmark: _Toc132983037]Code Snippets
Importing all of the necessary libraries for the application to function:
[image: ]
Sets the mode of the GPIO pins and disables warnings:
[image: ]
Variable declaration for the RFID reader, date, timestamps and Twilio login information:
[image: Graphical user interface, text, application, email
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Starting a loop and connecting to the database at the start of the application:
[image: Text

Description automatically generated]
Prompts the user to scan their card and reads the data, then creates a JSON dictionary to prepare it to be written to the JSON file, as well as creating the SQL, inserting the data into the SQL query, and sending the data to the database: 
[image: Graphical user interface, text, application, email
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Writes the JSON dictionary to the JSON file:
[image: Graphical user interface, text, application, email
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Reads the whitelist and checks if the user is either whitelisted or blacklisted, will send a warning if the user is blacklisted:
[image: Text, letter
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[bookmark: _Toc132983038]Unit Testing
	Test No.
	Process/Object
	Purpose of Test
	Data Used
	Expected Result
	Observed Result

	1
	Scanning the card to get its ID.
	To ensure it fetches the card data correctly.
	N/A
	The data stored on the card will be printed to the console.
	The data stored on the card was printed to the console.

	2
	Connecting to the MySQL database.
	To ensure there is a stable and consistent connection to the database.
	N/A
	No error thrown when attempting to connect to the database.
	Connection was made to the database.

	2.1
	Writing data to the MySQL database.
	To ensure that the SQL is correct and writes the correct data.
	The card ID, the date, and a timestamp.
	Values in the SQL will be written to the database.
	All values but the timestamp was written correctly. Timestamp shows as 0s.

	3
	Writing data to local JSON file.
	To ensure that the data is written to the file correctly.
	The card ID, the date, and a timestamp.
	Values will be written to the JSON file.
	Values were correctly written to the JSON file.

	3.1
	Loading the JSON whitelist.
	To load a list of whitelisted or blacklisted users.
	The card ID.
	A list of card IDs stored in the JSON file will be listed.
	Each ID is looped through and printed to the console.

	3.2
	Comparing the card ID to IDs stored in the whitelist.
	To ensure only permitted users are granted access.
	The card ID.
	If the user is whitelisted, they will be granted permission.
	The user was granted permission.

	3.3
	Comparing the card ID to IDs stored in the blacklist.
	To ensure blacklisted users are not granted access.
	The card ID.
	If the user is blacklisted, they will not be granted permission.
	The user was not granted permission.

	3.3.1
	Send a message to relevant persons if a blacklisted users attempts to gain access.
	To warn relevant persons if a blacklisted user attempts to gain access.
	Recipient’s phone numbers.
	If user is blacklisted, message is sent to recipient.
	Message was sent to recipient when blacklisted user attempted to gain access.





[bookmark: _Toc132983039]System Testing
After testing each individual section of code and making sure that they are all functioning as intended, the application is capable of scanning the card and storing its data to the MySQL database, as well as being able to read both the whitelist and the blacklist and being able to determine whether the card holder is permitted to enter that area based on their permissions, and if they are blacklisted an alert is sent to relevant persons to inform them of this attempt at accessing a certain area whilst not being permitted to do so.	Comment by Andrew Green: Fine, given the limited possible outcomes of this development.
[bookmark: _Toc132983040]Acceptance Testing
These acceptance tests have been done to make sure that the application as a whole meets the requirements that were set at the beginning of the project. This is done to ensure that the application will be a success or not based on how well it met the requirements.	Comment by Andrew Green: Difficult to run user acceptance tests
	Test No.
	Process/Object
	Purpose of Test
	Data Used
	Expected Result
	Observed Result

	1
	Storing data stored on the card.
	To ensure that the card ID, date, timestamp, and cardholder name is stored.
	Card ID, date, timestamp, and cardholder name.
	Each piece of data will be stored to the database.
	All data but the cardholder’s name was stored to the database.

	2
	Reading the whitelist file.
	To ensure only whitelisted users can gain access.
	The card ID.
	File will be read and fetch the allowed and banned card IDs.
	All data was fetched correctly.

	3
	Alerting relevant persons of a potential intruder.
	To ensure the relevant people are informed if a banned user attempts to gain access.
	Recipient’s phone number.
	Message will be sent to the recipient informing them of the potential intrusion.
	Message was sent to the recipient’s phone correctly.




[bookmark: _Toc132983041]Evaluation
When evaluating the completed application as a whole as well as the data that was gathered during the testing stages, it was evident that there were a wide range of parts of the application that could have been fixed or improved upon in order to make it a more desirable technology while also making it meet the requirements to a better extent. The application was able to achieve most of the requirements aside from needing to store information about the card holder on the card itself, thus being able to determine who the card belongs to and whether the card was stolen and used by someone else. Throughout the unit testing, it was also discovered that the timestamp of when the card was scanned was not being written to the database correctly and was showing all zeroes, whereas in the local version that was stored in a JSON file, it was displaying the timestamp correctly. To conclude, the application was able to carry out the major functions that were required of the system by being able to save the data on the card to either an externally hosted database or a locally stored file.	Comment by Andrew Green: GDPR?	Comment by Andrew Green: DATETIME format issue which could have been fixed by setting a value of "current" on the DB itself.	Comment by Andrew Green: Fine, limited functionality, limited evaluation.  It either works or it doesn't
Overall, the vast majority of the aims and objectives were met, the first aim of which was being to investigate the different uses of RFID technology in different industries, how it can benefit organisations that use RFID for security and determine how it can be implemented into a security or authentication system. This aim was partially met as there could have been more research done regarding the statistics surrounding organisations that have implemented these systems. Without having done the literature review, it would have led to not knowing what to use to develop the application, as well as the best practices to use to develop it. The first objective was to identify suitable sources for use in the secondary research and literature reviews. This was partially met as the research surrounding the topic was greatly informative in the existing technologies, however there was room for research regarding how organisations could benefit from a system like this. The second and third objectives were both met. These were necessary to meet as they were required to get a relevant understanding of the topic at hand. The second aim of which was to develop an application that stores data based on people entering a room using physical authentication. This aim was also met to an extent as the application met the majority of its requirements, as throughout the literature review, it was able to give a good understanding of the requirements for the application. The second and third objectives were also met by designing the flow chart for the base functionality, and then taking that design and developing the application based on those designs.	Comment by Andrew Green: I agree
Should this project be repeated in the future, there would be more of a focus on the requirements for the application, mainly for storing card holder information on the card to be able to easily identify who the card belongs to, and whether it was stolen and used by someone else, this data would consist of the card holder’s name, date of birth, address, and email address. The whitelist would also be stored on a database as opposed to being stored in a local file so other systems can fetch the same whitelist from a single source rather than needing their own local copies. 
	Comment by Andrew Green: Wow - GDPR nightmare
[bookmark: _Toc132983042]Conclusion and Recommendations
To conclude the project, there were a vast range of different phases that were carried out in order to complete the application. These phases include researching the various findings that are available regarding the topic including available literature, existing applications and development platforms and legal and ethical issues. The investigation of different research and development methodologies that were applied throughout the lifecycle of the project, including the philosophy, approach, method and strategy, time horizon, and methods of testing. The design phase which consisted of setting the application requirements, as well as any designs that were made prior to starting development such as a flow chart. The final phase was the implementation of the application, which contains the problems and successes that were encountered during the development stages, explanation of each section of code and all of the essential methods of testing used, including the unit, system and acceptance testing to ensure the project works and meets the requirements.
One of the recommendations that could be made for this application is to research how to implement a timetabling system so that users are only permitted to enter a certain location when they are meant to be there. Another recommendation that could be made is to have an interface for showing any of the data that has been logged instead of requiring access to the database to view the data. This could also be used for adding new users to the whitelist or removing old ones so that there is significantly better access control for the system as a whole. Another recommendation that can be made is logging whether a user was blacklisted or not in the database as well as sending a warning. However, this may not be as high of a priority as the previously mentioned recommendations, this is because a blacklisted user can be grabbed from the whitelist and searched for in the database if it is necessary.

[bookmark: _Toc132983043]Reflection
This reflection will be completed on the research, design, and development of an RFID authentication system for the BSc Applied Computing major project and will use Gibb’s reflective cycle to give a structure to learning from this experience. (23)
[bookmark: _Toc132983044]Description
A report was concluded for the finished application which involved looking into both a research and development methodology based on an application that takes data scanned from an RFID signal and stores it on a database. This project began in October and was to be submitted in April, the project consisted of a single person doing the research, design, and planning, and also consisted of a project supervisor. The project supervisor made sure that the project was progressing at a sufficient pace thus not to risk falling behind on each phase. The primary outcome of the project was to be able to create an application which met the project requirements. 
[bookmark: _Toc132983045]Feelings
The feelings during this project were sceptical quite a lot of the time due to the nature of software development and how something can go wrong at any moment, and how any issues that arise could have hours if not days spent into looking for a fix with no solution in sight. However, once the application had been completed feelings were significantly more optimistic on finishing the project. Looking back on the project having finished it, the stress and scepticism was over exaggerated but still not completely unwarranted. The project supervisor also had scepticism prior to beginning development due to the number of issues that were encountered prior to the development stages.
[bookmark: _Toc132983046]Evaluation
There were a lot of good aspects to each of the phases of the project. The designs were able to be created quickly due to them only needing to represent the barebones of the application, but they also laid a good foundation for the application, and the designs were able to be followed in order to create a functional application very quickly. Another part of the project that went well was being able to meet the deadlines while allowing for more time to focus on other parts of the project. However, there were also some aspects of the project that did not go as well as hoped for, such as the literature found regarding using RFID in the security industry, some statistics on the RFID based security systems that organisations have implemented and how those systems benefit the organisation. Other aspects of the project that could have gone better is using additional components on the Raspberry Pi and not just the RFID reader, for example an LCD screen could have been used as a way of prompting the user to scan their card on the reader, as opposed to them needing to be able to see the console to see the prompt.
[bookmark: _Toc132983047]Analysis
Each stage of the project went reasonably well, due to the prior knowledge in programming, Python was relatively similar with a lot of the syntax used so there was little issue becoming familiar with it and noticing the similarities between Python and other programming languages, as well as having a wide range of highly detailed documentation available to assist with any issues. The designs that were created also helped with giving a clear idea on how the application needed to be developed. The literature that was researched also provided a good starting ground for the designs, and thus the development of the application. Despite the problems that were encountered during development, they had little impact on the unit, system and acceptance testing and thus the completed application. The greatest issue with the finished application is how it does not store the timestamp correctly in the database, which is an issue with the data type that is used to store the timestamp in the database as opposed to an issue with the code itself as the timestamp saves to the local file correctly. There is not much in the way of literature that was researched to directly compare the finished application to as not many of them go into great detail on how their technologies work but given the similarities in functionality it would be fair to say the application is able to carry out the same basic functions as many of the products that are available. 
[bookmark: _Toc132983048]Conclusion
Throughout this project, it was discovered that RFID has a wide range of different uses across many different industries including health care, supply chain, inventory management and security as well as the benefits and drawbacks an RFID system has to each of those industries. With this knowledge, a different kind of application could have been developed with a focus on a different industry. This would require additional research into those different industries, as well as the uses RFID has within those industries to determine what type of application should be made, and what the requirements would be for an application for an RFID system built specifically for use within that industry.
[bookmark: _Toc132983049]Action Plan
In order to improve the experience should this application be repeated in the future, the knowledge surrounding the techniques necessary to implement a timetabling system to the system. This could either be implemented by storing the timetable in a JSON file and reading it in the same way the whitelist is read, and determining whether someone is allowed in based on whether they are meant to be in that area during that time frame. Card holder information would also be stored on the cards should this application be repeated in the future which can be done by having a separate part of the application to write the relevant data to the card for a specific person. 
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