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[bookmark: _Toc235142777] Abstract
The increasing use of digital technologies has significantly improved the way organisations and individuals operate, but it has also increased exposure to cybersecurity threats. As a result, vulnerability assessment has become an important part of maintaining secure computer systems. However, many existing vulnerability assessment tools are designed for enterprise environments and can be difficult to use for students, beginners and small organisations due to their complexity and resource requirements.
This project presents the design and implementation of Manov Scanner, a lightweight vulnerability assessment application developed to provide a simple and accessible solution for basic security assessment activities. The application was implemented using Electron, Node.js, Bash scripting, Python and Nmap, combining a graphical user interface with automated network scanning, report generation and monitoring functionality. The development followed a structured software development life cycle, including requirements analysis, system design, implementation, testing and evaluation.
The completed system successfully met the objectives defined at the beginning of the project. Testing demonstrated that the application can perform network scanning, generate structured HTML and PDF reports, monitor targets over time and present results through an intuitive graphical interface. Overall, the project demonstrates that effective vulnerability assessment can be delivered through a lightweight and user-friendly application while providing a practical foundation for future enhancements such as CVE integration and cross-platform support.
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[bookmark: _Toc235142778]1.INTRODUCTION
The rapid growth of digital technologies has significantly increased organisations' exposure to cyber threats, making cybersecurity a strategic priority across both public and private sectors [1], [3], [23]. Vulnerability assessment plays an essential role in identifying security weaknesses before they can be exploited, thereby improving an organisation's overall security posture [2], [5]. However, many existing enterprise vulnerability assessment platforms require substantial technical expertise and computing resources, creating a need for lightweight and user-friendly alternatives for students and small organisations [4], [6].
[bookmark: _Toc235142779]1.1 Background and Context
The rapid growth of digital technologies has significantly increased the number and sophistication of cyber threats, making cybersecurity a critical concern for organisations and individuals alike [5], [8]. Modern organisations rely heavily on interconnected systems, making the identification and management of security weaknesses an essential part of protecting digital assets and maintaining the confidentiality, integrity and availability of information [5], [18].
Vulnerability assessment enables organisations to identify, analyse and prioritise security weaknesses before they can be exploited by attackers. As part of a proactive cybersecurity strategy, regular assessments improve security posture and reduce the likelihood of successful cyberattacks [1], [5],[2]. Penetration testing complements vulnerability assessment by validating whether identified weaknesses can be exploited under realistic attack conditions, providing a more complete understanding of organisational risk [1], [3].
Cybersecurity should be viewed as a continuous process rather than a one-time activity. Continuous monitoring enables organisations to detect newly introduced vulnerabilities, configuration changes and emerging threats, reducing long-term security risks [1], [8].
Although enterprise vulnerability management platforms provide comprehensive functionality, they often require specialised knowledge, significant hardware resources and considerable financial investment [8], [10]. Consequently, there is a growing need for lightweight and user-friendly vulnerability assessment tools that are suitable for students, beginner cybersecurity practitioners and small organisations [10]. This requirement provided the primary motivation for the development of Manov Scanner.


[bookmark: _Toc235142780]1.2 Problem Statement
Despite the availability of mature vulnerability assessment platforms such as OpenVAS, many existing solutions are primarily designed for enterprise environments and experienced security professionals. These platforms provide extensive functionality, including CVE integration, advanced vulnerability analysis and comprehensive reporting, but their complexity and resource requirements may reduce accessibility for beginners and smaller organisations [4], [6].
Manov Scanner was developed to address this gap by providing a lightweight vulnerability assessment application with a simplified graphical user interface, automated report generation and periodic monitoring. Rather than competing directly with enterprise platforms, the project focuses on usability, accessibility and educational value while maintaining the essential functionality required for basic vulnerability assessment.
The project therefore aims to provide an accessible solution for students, home users and small organisations that require a practical vulnerability assessment tool without the complexity associated with enterprise-level security platforms.

[bookmark: _Toc235142781]1.3 Aim and Objectives 
	Objective
	Description

	O1
	Develop a graphical user interface

	O2
	Integrate Nmap scanning

	O3
	Generate reports

	O4
	Create PDF export

	O5
	Implement monitoring

	O6
	Implement history tracking

	O7
	Develop Linux launcher



These objectives were defined to ensure that the developed application provides an accessible vulnerability assessment solution that combines scanning, reporting and monitoring within a single desktop application while addressing the usability challenges identified in the problem statement.
[bookmark: _Toc235142782]1.4 Scope and Limitations
The scope of this project includes network vulnerability scanning, report generation, severity classification and periodic monitoring within Linux environments. The application was designed as a lightweight solution that requires minimal configuration while supporting essential vulnerability assessment activities.
However, several limitations remain. Manov Scanner does not currently integrate external CVE databases, authenticated scanning or enterprise compliance auditing. Consequently, the application focuses on identifying exposed services and potential security weaknesses rather than providing enterprise-level vulnerability management capabilities [4], [6].

[bookmark: _Toc235142783]1.5 Dissertation Structure
This dissertation is organised into six chapters. Chapter 1 introduces the research background, problem statement, objectives and project scope. Chapter 2 reviews the literature on vulnerability management, vulnerability assessment, penetration testing and existing security solutions. Chapter 3 presents the methodology, requirements analysis and system design. Chapter 4 describes the implementation and testing of Manov Scanner. Chapter 5 evaluates the developed system, discusses its limitations and identifies opportunities for future work. Finally, Chapter 6 summarises the project and presents the overall conclusions.
[bookmark: _Toc235142784]2.Literature Review

[bookmark: _Toc235142785]2.1 Introduction to Vulnerability Management
Vulnerability management is a continuous cybersecurity process that aims to identify, assess, prioritise and remediate security weaknesses before they can be exploited by attackers. Unlike one-time security assessments, vulnerability management provides continuous monitoring and regular reassessment to ensure that newly introduced vulnerabilities are identified and addressed throughout the system lifecycle [1], [5],[16].
The process typically includes asset discovery, vulnerability identification, risk assessment, remediation, verification and continuous monitoring. These activities enable organisations to maintain an up-to-date understanding of their security posture while reducing the likelihood of successful cyberattacks [1], [8].
Effective vulnerability management supports risk-based decision-making by prioritising vulnerabilities according to their potential impact rather than treating every finding equally. This enables organisations to allocate security resources more efficiently and strengthen the protection of critical information systems [5], [18].
As cyber threats continue to evolve, vulnerability management has become an essential component of modern cybersecurity strategies for organisations of all sizes [5], [8].
[bookmark: _Toc235142786]2.2 Vulnerability Assessment and Penetration Testing
Vulnerability assessment and penetration testing are complementary security practices that support the identification and evaluation of cybersecurity risks [1], [3]. Although they are often discussed together, they serve different purposes.
Vulnerability assessment identifies known security weaknesses through automated scanning and produces a report that prioritises potential risks. It provides organisations with an overview of their security posture and supports remediation planning [1], [5].
Penetration testing extends this process by attempting to exploit identified weaknesses under controlled conditions. Rather than only identifying vulnerabilities, penetration testing demonstrates whether they are practically exploitable and evaluates their potential impact on organisational security [3], [5], [22].
In practice, vulnerability assessment is typically performed more frequently because it supports continuous monitoring, whereas penetration testing is usually conducted periodically or after significant infrastructure changes [1], [3].
Since the objective of this project is to provide an accessible vulnerability assessment application rather than a penetration testing platform, Manov Scanner focuses on automated scanning, severity classification and report generation instead of exploit execution.
	Aspect
	Vulnerability Assessment
	Penetration Testing

	Purpose
	Identify vulnerabilities
	Exploit vulnerabilities

	Method
	Mostly automated
	Combination of manual and automated

	Cost
	Lower
	Higher

	Time Required
	Shorter
	Longer

	Expertise Required
	Moderate
	High

	Output
	List of vulnerabilities
	Evidence of successful exploitation

	Frequency
	Regularly
	Periodically



[bookmark: _Toc235142787]2.3 Network Scanning Technologies
Network scanning is a fundamental activity in vulnerability assessment, providing information about active hosts, open ports, running services and potential entry points within a network. By identifying exposed services and their configurations, network scanning enables security professionals to evaluate the overall security posture of a system before vulnerabilities can be exploited [1], [3].
Among the available network scanning tools, Nmap (Network Mapper) is one of the most widely adopted open-source solutions due to its reliability, flexibility and extensive scanning capabilities [4], [5]. Nmap supports host discovery, port scanning, service detection, operating system identification and version detection, making it suitable for both security assessments and network administration [4].
Different scanning techniques are available depending on the assessment objectives. TCP and UDP scans identify accessible network services, while service and version detection provide additional information about applications running on open ports. These capabilities allow security analysts to identify potentially vulnerable services and support informed remediation decisions [4], [5].
The results generated by Nmap can be exported in structured formats such as XML, enabling automated processing and report generation. This functionality was particularly important in the development of Manov Scanner, where XML output is analysed by the reporting module to produce structured HTML and PDF reports together with predefined severity classifications [4], [6].
Based on its performance, open-source architecture and extensive documentation, Nmap was selected as the core scanning engine for this project. Rather than developing a new scanning mechanism, the project focuses on improving usability by integrating Nmap into a lightweight desktop application that simplifies vulnerability assessment for beginner users and small organisations.
Comparison Between TCP and UDP Scanning
	Feature
	TCP Scanning
	UDP Scanning

	Speed
	Faster
	Slower

	Reliability
	Higher
	Lower

	Complexity
	Lower
	Higher

	Common Usage
	Web, SSH, FTP
	DNS, DHCP, SNMP

	Accuracy
	Generally higher
	Often lower



[bookmark: _Toc235142788]2.4 Existing Vulnerability Scanning Solutions
A wide range of commercial and open-source vulnerability assessment platforms are available to support organisations in identifying and managing security weaknesses. These solutions differ in terms of functionality, deployment complexity, licensing models and intended users [4], [6].
OpenVAS is an open-source vulnerability assessment platform that performs comprehensive security scanning using continuously updated vulnerability tests [19]. It supports authenticated and unauthenticated scanning, scheduled assessments and detailed reporting, making it suitable for professional security environments [4], [6].
Nessus is one of the most widely used commercial vulnerability scanners. It provides extensive vulnerability detection through a large plugin database, automated report generation and compliance auditing. Its comprehensive functionality makes it appropriate for enterprise environments but also increases configuration complexity and resource requirements [6], [10].
Other enterprise platforms, including Qualys VMDR and Rapid7 InsightVM, extend vulnerability assessment by integrating cloud-based asset management, compliance monitoring, risk prioritisation and remediation tracking [24]. These solutions are primarily intended for medium and large organisations with dedicated cybersecurity teams [8], [10].
Although these platforms provide advanced capabilities, they may present challenges for students, beginner users and small organisations due to licensing costs, hardware requirements and operational complexity. Consequently, this project adopts a different approach by integrating the proven scanning capabilities of Nmap into a lightweight desktop application that prioritises usability, simplified reporting and accessibility while maintaining essential vulnerability assessment functionality.

Comparative Analysis
	Feature
	OpenVAS
	Nessus

	Open Source
	Yes
	No

	CVE Integration
	Yes
	Yes

	Reporting
	Yes
	Yes

	Monitoring
	Limited
	Limited

	Enterprise Focus
	Medium
	High

	Ease of Use
	Moderate
	High

	Cost
	Low
	Medium/High



[bookmark: _Toc235142789]2.5 Security Monitoring and Continuous Assessment
Cybersecurity is an ongoing process rather than a one-time activity. New vulnerabilities, software updates and configuration changes continually modify the security posture of information systems, making continuous monitoring an essential component of effective cybersecurity management [1], [8].
Security monitoring enables organisations to detect changes within their environments, identify newly introduced vulnerabilities and respond more rapidly to potential threats. Combined with periodic vulnerability assessment, monitoring supports continuous improvement and reduces the likelihood that critical weaknesses remain undetected for extended periods [5], [8].
Within Manov Scanner, monitoring was implemented to allow repeated scans at predefined intervals. By comparing scan results over time, the application assists users in identifying changes to exposed services and provides a simple mechanism for observing the evolution of a system's security posture.

[bookmark: _Toc235142790]2.6 Report Generation in Security Tools
Report generation is an essential stage of vulnerability assessment because scan results must be presented in a format that supports effective interpretation and decision-making. Well-structured reports enable users to understand identified vulnerabilities, assess their potential impact and prioritise remediation activities [5], [18].
Modern vulnerability assessment platforms commonly provide reports in formats such as HTML, PDF and XML. XML facilitates automated processing, whereas HTML and PDF improve readability and simplify the communication of technical findings to different audiences [4], [5].
In Manov Scanner, XML output generated by Nmap is automatically processed by the Python reporting module, which extracts relevant information, applies predefined severity classifications and generates structured HTML and PDF reports [25]. This approach improves usability by transforming technical scan results into a format that is easier for beginner users to understand.
[bookmark: _Toc235142791]2.7 Research Gap
The literature demonstrates that existing vulnerability assessment platforms provide comprehensive security analysis but are primarily designed for enterprise environments and experienced security professionals [6], [10]. Their advanced functionality, extensive configuration requirements and hardware demands may reduce accessibility for students, beginner cybersecurity practitioners and small organisations.
At the same time, relatively little attention has been given to lightweight vulnerability assessment applications that combine automated scanning, monitoring and simplified reporting within a user-friendly desktop environment. This research gap provided the foundation for the development of Manov Scanner, which aims to integrate essential vulnerability assessment functionality into an accessible application built around the proven scanning capabilities of Nmap.
The literature therefore directly influenced the objectives, technology selection and architectural design of the proposed system, establishing the theoretical foundation for the implementation presented in the following chapter. Current research increasingly focuses on exposure management for enterprise environments, while lightweight educational tools remain relatively underexplored [17].

[bookmark: _Toc235142792]3.Methodology and System Design

[bookmark: _Toc235142793]3.1 System Development Approach
This chapter presents the methodology and system design adopted during the development of Manov Scanner. Building upon the literature review presented in Chapter 2, it explains how the project was planned, designed, implemented and evaluated to achieve the objectives defined in Chapter 1.
A structured software development approach was adopted consisting of five main stages: requirements analysis, system design, implementation, testing and evaluation. This approach ensured that user requirements were translated into a functional vulnerability assessment application while maintaining usability and reliability throughout the development process [13], [15] .
The following sections describe the system requirements, architectural design, technology selection and the key technical decisions that contributed to the implementation of Manov Scanner.

[bookmark: _Toc235142794]3.2 Requirements Analysis
Requirements analysis is a fundamental stage of software development because it defines the functional and non-functional requirements that guide the design and implementation of the system [13]. Well-defined requirements help ensure that development remains aligned with user needs, security objectives and project goals [15].
For Manov Scanner, the requirements were derived from the problem identified in Chapter 1 and the findings presented in the literature review. Particular emphasis was placed on accessibility, usability and lightweight vulnerability assessment functionality suitable for students, beginner cybersecurity practitioners and small organisations [8], [15].
The identified requirements were divided into functional and non-functional categories. Functional requirements define the core capabilities of the application, whereas non-functional requirements describe the expected quality attributes, including usability, reliability, performance and Linux compatibility [13].


	ID
	Requirement

	FR1
	Scan target hosts

	FR2
	Perform Nmap scans

	FR3
	Generate reports

	FR4
	Export PDF reports

	FR5
	Monitor targets

	FR6
	Store scan history

	FR7
	Display severity ratings


[bookmark: _Toc235142795](Table 1- Functional requirements)
The functional requirements presented in Table 1 define the core capabilities of Manov Scanner, including vulnerability scanning, report generation, monitoring and severity classification [26]. Together, they support the project objectives introduced in Chapter 1 [1], [13].
Non-Functional Requirements
	ID
	Requirement

	NFR1
	Easy to use

	NFR2
	Lightweight

	NFR3
	Reliable

	NFR4
	Fast execution

	NFR5
	Linux compatibility


[bookmark: _Toc235142796](Table 2- non-functional requirements)

The non-functional requirements focus on usability, performance and reliability. Since the application targets beginner users, simplicity and ease of deployment were considered essential design objectives [8], [15]

[bookmark: _Toc235142797]3.3 System Architecture
[image: ]
(Figure 1- System architecture)
User Interface → Node.js Backend → Bash Script → Nmap Engine → Report Generator

 User enters target IP address.
 The backend launches Nmap scans.
 Results are categorized by severity.
 Reports are generated in graphical and PDF format.
 Monitoring mode performs periodic scans.

[bookmark: _Toc235142798]3.4 Technology Selection
The selection of appropriate technologies was an important aspect of the development of Manov Scanner. The chosen technologies needed to support vulnerability assessment functionality while maintaining simplicity, usability and low deployment requirements. Several technologies were evaluated based on their compatibility, flexibility and suitability for the project objectives.
Electron
Electron was selected because it enables desktop application development using HTML, CSS and JavaScript while providing seamless communication between the graphical interface and backend components. Its cross-platform architecture, extensive documentation and active developer community made it an appropriate choice for this project [13].
Node.js
Node.js was selected as the backend environment because its asynchronous architecture enables long-running operations such as vulnerability scanning and report generation without blocking the graphical interface. In addition, it provides efficient execution of external processes, allowing integration with Bash scripts, Nmap and the Python reporting module [13], [15].
Bash Scripting
Bash scripting was used to automate Linux-based operations, execute Nmap scans and coordinate communication between the application and external security tools [20], [21]. This lightweight approach reduced implementation complexity while maintaining compatibility with Kali Linux [7], [11].
Nmap
Nmap was selected as the core scanning engine because of its reliability, flexibility and widespread adoption within the cybersecurity community. Its capabilities, including host discovery, port scanning, service detection and operating system identification, provide the essential functionality required for vulnerability assessment [4],
[11].
Python-Based Report Generation
Python was selected to implement the reporting module because of its strong support for XML processing, data analysis and automated document generation. Separating report generation from the scanning engine improved modularity and simplified future maintenance [27].

Together, these technologies provide a lightweight, modular and maintainable architecture that supports the objectives of Manov Scanner while remaining suitable for beginner users and small organisations.
[bookmark: _Toc235142799]3.5 System Design
Scan Module
[image: ]
(Figure 1-Scan module)
Figure 1 illustrates the complete scan workflow, beginning with user input and ending with the presentation of analysed results within the graphical interface.

Monitoring Module

[image: ]
(Figure 2-Monitoring module)

Figure 2 presents the monitoring workflow, where scheduled scans are automatically executed and compared with previous results to identify changes within the target environment.
Report Module[image: ]
(Figure 3-Report module)

Figure 3 shows the report generation workflow, where scan results are analysed, classified according to severity and exported as structured PDF reports.
[bookmark: _Toc235142800]3.6 Development Challenges
Several technical challenges were encountered during development. The first involved establishing communication between the Electron interface, Node.js backend and Bash scripts, enabling users to initiate scans through the graphical interface.
Another challenge was processing XML output generated by Nmap. A dedicated parser was implemented to extract relevant scan information and convert it into structured reports.
Severity classification represented an additional challenge because raw Nmap output does not prioritise findings. Therefore, predefined High, Medium and Low risk categories were introduced to improve usability [9].
Finally, Linux deployment required additional work to create a desktop launcher, configure execution permissions and allow the application to operate without manual terminal commands. These improvements significantly enhanced accessibility for non-technical users.
These challenges demonstrate the practical software engineering decisions required to transform the proposed design into a functional vulnerability assessment application.
[bookmark: _Toc235142801]3.7 Chapter Summary
This chapter presented the methodology, requirements analysis, system architecture and technology selection adopted during the development of Manov Scanner. It explained the rationale behind the selected technologies, described the major design decisions and discussed the principal development challenges encountered during implementation. Together, these activities established the technical foundation for the implementation and testing presented in the following chapter.
[bookmark: _Toc235142802] 4. Implementation & Development
[bookmark: _Toc235142803]4.1 Introduction
Chapter 3 presented the methodology, system architecture and technology selection used during the development of Manov Scanner. This chapter focuses on the implementation of the application and the testing activities performed to validate its functionality.
The implementation is presented through the major system components, including the graphical user interface, backend services, Bash scripting, Nmap integration and report generation. Functional testing is then used to evaluate whether the developed application satisfies the project objectives and provides a practical vulnerability assessment solution [13], [15].
[bookmark: _Toc235142804]4.2.1 Frontend Implementation
The frontend of Manov Scanner was developed using Electron together with HTML, CSS and JavaScript. The graphical interface enables users to enter a target IP address, start vulnerability scans, monitor targets and access generated reports [20].
Particular attention was given to usability and accessibility. The interface presents scan results, severity classifications and monitoring information in a simple format suitable for students, beginner cybersecurity practitioners and small organisations [10], [13].
[image: ]
(Figure 4.1- GUI)

Figure 4.1 presents the main graphical interface of Manov Scanner, providing access to scanning, monitoring and report generation through a simplified desktop application.
[bookmark: _Toc235142805]4.2.2 Backend Implementation
The backend was implemented using Node.js and coordinates communication between the graphical interface, Bash scripts, Nmap and the reporting module. When the user initiates a scan, the backend validates the input, executes the scanning process and manages the generated results.
Node.js was selected because its asynchronous architecture allows long-running operations such as vulnerability scanning and report generation to execute without affecting the responsiveness of the graphical interface [13], [15].
[image: ]
(Listing 4.1 - app.js)
Listing 4.1 illustrates how the backend receives scan requests and executes the corresponding Bash scanning script.
[bookmark: _Toc235142806]4.2.3 Bash Script Integration
Bash scripting was used to automate Linux system operations and execute Nmap scans. The primary script launches vulnerability scans, generates XML output and supports periodic monitoring.
Additional launcher scripts simplify deployment by allowing the application to start directly from the Linux desktop without requiring terminal commands. File permissions and execution privileges were configured to ensure reliable operation under standard user accounts [7], [11], [21].
[image: ]
(Listing 4.2- NMAP command)
Listing 4.2 shows the Nmap command used to perform service detection and generate structured XML output
[bookmark: _Toc235142807]4.2.4 Nmap Integration
Nmap was integrated as the core scanning engine responsible for host discovery, service detection and network enumeration. Scan results are generated in XML format, allowing automated processing by the reporting module.
By combining Nmap with automated analysis and report generation, Manov Scanner provides an accessible vulnerability assessment platform while relying on an industry-standard scanning engine [4], [7], [11].

[bookmark: _Toc235142808]4.2.5 Report Generation Module
Following each scan, XML output is processed by the Python reporting module, which generates HTML and PDF reports containing scan findings and predefined severity classifications.
Presenting results in structured reports improves usability and supports documentation and remediation planning, allowing users to understand identified security issues more easily [1], [15], [27].

[bookmark: _Toc235142809]4.3 Testing Strategy
Functional testing was performed to verify that each major component of the application operated correctly and produced the expected results [26].
[bookmark: _Toc235142810]4.4 Functional Testing

	Test ID
	Description
	Expected Result
	Actual Result
	Status

	T1
	Scan valid target
	Scan completes successfully
	Success
	Pass

	T2
	Invalid IP address
	Validation error
	Error displayed
	Pass

	T3
	Generate PDF report
	PDF created
	PDF created
	Pass

	T4
	Monitoring scan
	Scheduled scan executed
	Success
	Pass

	T5
	Launcher execution
	Application starts from desktop
	Success
	Pass



All functional tests were completed successfully, demonstrating that the implemented features operate as expected.
[bookmark: _Toc235142811]4.5 Testing Results

[image: ]
[bookmark: _Toc235142812](Figure 4.1 Main Application Interface)
Figure 4.1 presents the main interface of Manov Scanner, demonstrating the simplified dashboard used to configure scans and monitor results.

[image: ]
[bookmark: _Toc235142813](Figure 4.2 Scan Results)
Figure 4.2 shows the scan results, including detected open ports and severity classifications.
[bookmark: _Toc235142814]Figure 4.3 Generated PDF Report

[image: ]
(Figure 4.3 Generated PDF Report)
Figure 4.3 illustrates the automatically generated PDF report, which summarises scan findings and recommendations.

[bookmark: _Toc235142815]Figure 4.4 Monitoring Function

[image: ]
(Figure 4.4 Monitoring Function)
Figure 4.4 presents the monitoring function, allowing scheduled scans and detection of changes over time.
[bookmark: _Toc235142816]4.6 Evaluation Against Objectives
To evaluate the success of the project, the completed system was assessed against the objectives defined at the beginning of the development process. The purpose of this evaluation is to determine whether the implemented functionality satisfies the requirements established in Chapter 1 and whether the proposed solution successfully addresses the identified problem.
Table 4.4 Project Objectives Evaluation
	Objective
	Achieved

	O1 GUI
	Yes

	O2 Nmap Integration
	Yes

	O3 Report Generation
	Yes

	O4 PDF Export
	Yes

	O5 Monitoring
	Yes

	O6 History Tracking
	Yes

	O7 Linux Launcher
	Yes


(Table 4.4)

As shown in Table 4.4, all objectives established for the project were successfully achieved. The completed application provides a graphical interface for vulnerability assessment, integrates Nmap as the primary scanning engine and supports automated report generation in multiple formats. Additional functionality, including monitoring, scan history management and Linux desktop integration, was also successfully implemented.
The evaluation demonstrates that Manov Scanner meets the original project requirements and provides a functional vulnerability assessment solution aimed at students, cybersecurity beginners and small organisations. While the system does not attempt to replace enterprise-level platforms such as OpenVAS or Nessus, it successfully achieves its objective of providing a lightweight, accessible and user-friendly alternative for basic vulnerability assessment and security monitoring tasks.
[bookmark: _Toc235142817]4.7 Chapter Summary
This chapter presented the implementation and testing of Manov Scanner, including the frontend, backend, Bash integration, Nmap engine and reporting module. Functional testing confirmed that all major components operated successfully and that the application satisfied the objectives established for the project.
[bookmark: _Toc235142818]5. Evaluation and Future Work
[bookmark: _Toc235142819]5.1 Introduction
This chapter evaluates the completed implementation of Manov Scanner against the objectives defined in Chapter 1. It analyses the system's functionality, usability and technical performance while discussing its strengths, limitations and comparison with existing vulnerability assessment solutions.
The evaluation is based on functional testing, practical implementation results and the literature reviewed in Chapter 2, providing an assessment of how effectively the developed application satisfies its intended purpose [1], [13], [15].
[bookmark: _Toc235142820]5.2 System Evaluation
The evaluation of Manov Scanner indicates that the project successfully achieved the objectives established during the planning and design stages. The completed application provides a graphical user interface, integrates Nmap as the primary scanning engine, supports automated report generation and includes monitoring and scan history functionality. In addition, the development of a Linux desktop launcher improved accessibility by allowing users to execute the application without relying on terminal commands. These achievements demonstrate that the system satisfies the functional requirements defined in Chapter 3 and addresses the project objectives established in Chapter 1.
One of the principal strengths of Manov Scanner is its user-friendly design. Unlike many enterprise vulnerability assessment platforms, the application was developed with simplicity and accessibility in mind. This makes the system particularly suitable for students, beginner cybersecurity practitioners and small organisations that may not possess extensive security expertise. By reducing complexity, the application lowers the barrier to entry for vulnerability assessment activities while still providing meaningful security information [13].
Another significant strength is the lightweight architecture of the system. The application relies on widely available technologies, including Electron, Node.js, Bash scripting and Nmap, allowing it to operate without the substantial hardware and infrastructure requirements often associated with enterprise security solutions. This improves usability in educational and small-scale environments where resources may be limited [15].
The integrated reporting functionality also contributes to the effectiveness of the system. By automatically transforming raw scan results into structured HTML and PDF reports, Manov Scanner enables users to review and document assessment findings more efficiently. Furthermore, the monitoring functionality extends the usefulness of the application beyond one-time scans by supporting continuous assessment and the identification of changes within monitored environments [1].
Overall, the evaluation demonstrates that Manov Scanner successfully fulfils its intended purpose as a lightweight and accessible vulnerability assessment solution. While the system does not attempt to compete directly with enterprise-level platforms such as OpenVAS or Nessus, it provides a practical and user-friendly alternative for educational use, cybersecurity training and small-scale security assessment activities.

[bookmark: _Toc235142821]5.3 Limitations
Functional testing demonstrated that all major components operated reliably within the intended Linux environment. Scan execution, XML processing, report generation and monitoring completed successfully during repeated testing.
The application maintained stable performance because it relies primarily on Nmap while delegating report generation to a separate Python module [25]. This modular architecture reduces complexity and simplifies future maintenance [4], [13], [27].

[bookmark: _Toc235142822]5.4 Comparison with Existing Solutions
Although Manov Scanner shares certain characteristics with enterprise vulnerability assessment platforms such as OpenVAS and Nessus, its objectives differ significantly. Enterprise platforms provide comprehensive vulnerability management through CVE integration, authenticated scanning, compliance auditing and advanced risk prioritisation [4], [6], [10], [22]. Modern enterprise platforms also support continuous exposure management and prioritised remediation workflows [16].
By contrast, Manov Scanner focuses on accessibility, simplicity and educational value. Rather than replacing enterprise solutions, it provides a lightweight desktop application that combines automated scanning, monitoring and report generation within a simplified graphical interface suitable for students and small organisations.
Consequently, the developed system should be considered a complementary educational vulnerability assessment tool rather than a direct competitor to enterprise security platforms [19].
Table 5.1 Comparison of Vulnerability Assessment Solutions
	Feature
	Manov Scanner
	OpenVAS
	Nessus

	Graphical User Interface
	Yes
	Yes
	Yes

	Nmap Integration
	Yes
	Partial
	No

	PDF Report Generation
	Yes
	Yes
	Yes

	Monitoring Functionality
	Yes
	Yes
	Yes

	CVE Database Integration
	No
	Yes
	Yes

	Authenticated Scanning
	No
	Yes
	Yes

	Enterprise Asset Management
	No
	Yes
	Yes

	Ease of Use
	High
	Medium
	High

	Resource Requirements
	Low
	High
	High

	Educational Suitability
	High
	Medium
	Medium



[bookmark: _Toc235142823]5.5 Future Work
Several enhancements could further improve the capabilities of Manov Scanner. The highest priority is integration with public CVE databases to enable automated vulnerability correlation and more accurate severity assessment [6], [24], [25].
Additional improvements include email notification, authenticated scanning, Windows compatibility, cloud deployment and enhanced monitoring features [26]. These developments would increase the practical value of the application while preserving its lightweight architecture.
[bookmark: _Toc235142824]5.6 Chapter Summary
This chapter evaluated the completed implementation of Manov Scanner against the project objectives and demonstrated that the developed application successfully provides an accessible vulnerability assessment platform [23]. The discussion highlighted the system's strengths, acknowledged its limitations and identified several opportunities for future development.
[bookmark: _Toc235142825]6. Conclusion
This dissertation presented the design, implementation and evaluation of Manov Scanner, a lightweight vulnerability assessment application developed to improve the accessibility of cybersecurity tools for students, beginner users and small organisations. The project was motivated by the increasing importance of cybersecurity together with the complexity and resource requirements associated with many existing enterprise vulnerability assessment platforms.
The research began with a review of vulnerability management, vulnerability assessment, penetration testing and existing security solutions [17]. This review identified a gap between comprehensive enterprise platforms and lightweight applications designed for educational use. These findings directly influenced the objectives, system architecture and technology selection adopted throughout the development of Manov Scanner [1], [4], [6].
The implemented system successfully integrates Electron, Node.js, Bash, Nmap and a dedicated Python reporting module into a modular desktop application. Together, these components provide automated vulnerability scanning, severity classification, monitoring functionality and structured HTML and PDF report generation. Functional testing confirmed that all major components operated successfully within the intended Linux environment and that the project objectives defined in Chapter 1 were achieved [13], [15], [27].
Although Manov Scanner does not provide enterprise-level functionality such as CVE database integration, authenticated scanning or compliance auditing, these limitations were consistent with the original scope of the project. Rather than replacing platforms such as OpenVAS or Nessus, the application provides an accessible vulnerability assessment solution that prioritises simplicity, usability and educational value while maintaining the essential capabilities required for basic security assessment [4], [6], [10].
From a personal perspective, the project significantly strengthened practical knowledge of cybersecurity, software engineering and system integration. Developing the application required the integration of multiple technologies, solving communication challenges between system components and implementing automated report generation within a modular software architecture. These experiences have contributed substantially to both technical skills and professional development.
Overall, Manov Scanner demonstrates that an effective and user-friendly vulnerability assessment application can be developed using open-source technologies while remaining accessible to users with limited cybersecurity experience. The project therefore achieved its intended objectives and provides a solid foundation for future enhancements, including CVE integration, authenticated scanning, Windows compatibility and cloud-based deployment.

[bookmark: _Toc235142826]7. Reflection
The development of Manov Scanner significantly improved my understanding of software engineering, cybersecurity and system integration. Working with Electron, Node.js, Bash, Python and Nmap demonstrated the importance of modular software architecture and iterative development.
The project also strengthened my problem-solving abilities by requiring practical solutions to communication, XML processing and report generation challenges. These experiences will support my future professional development within the field of cybersecurity.
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A.1 Node.js Backend – Scan Execution
app.post('/scan', async (req, res) => {
    const target = req.body.target;

    if (!target) {
        return res.status(400).json({ error: 'Target is required' });
    }

    execFile('bash', ['./scripts/scan.sh', target], (error, stdout, stderr) => {
        if (error) {
            return res.status(500).json({ error: stderr });
        }

        res.json({
            message: 'Scan completed successfully',
            output: stdout
        });
    });
});
A.2 Bash Script – Nmap Scan
#!/bin/bash

TARGET=$1
OUTPUT_DIR="./generated_reports"
XML_OUTPUT="$OUTPUT_DIR/scan_result.xml"

mkdir -p "$OUTPUT_DIR"

if [ -z "$TARGET" ]; then
    echo "No target specified"
    exit 1
fi

nmap -sV -oX "$XML_OUTPUT" "$TARGET"

echo "Scan completed. XML output saved to $XML_OUTPUT"
A.3 Python Report Analysis Module
import xml.etree.ElementTree as ET

def parse_nmap_xml(xml_file):
    tree = ET.parse(xml_file)
    root = tree.getroot()
    findings = []

    for host in root.findall('host'):
        address = host.find('address').get('addr')

        for port in host.findall('.//port'):
            port_id = port.get('portid')
            protocol = port.get('protocol')
            service = port.find('service')

            service_name = service.get('name') if service is not None else 'unknown'
            findings.append({
                'host': address,
                'port': port_id,
                'protocol': protocol,
                'service': service_name
            })

    return findings
A.4 Severity Classification Function
def classify_severity(port):
    high_risk_ports = ['21', '23', '445', '3389']
    medium_risk_ports = ['22', '80', '443', '8080']

    if port in high_risk_ports:
        return 'High'
    elif port in medium_risk_ports:
        return 'Medium'
    else:
        return 'Low'
A.5 Linux Desktop Launcher
[Desktop Entry]
Name=Manov Scanner
Comment=Local Vulnerability Assessment Tool
Exec=/home/user/manov-scanner/start.sh
Icon=/home/user/manov-scanner/icon.png
Terminal=false
Type=Application
Categories=Security;
A.6 Application Start Script
#!/bin/bash

cd /home/user/manov-scanner

npm install
npm start
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