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An Assessment of the Current State of
Cybercrime Scholarship

Thomas J. Holt

School of Criminal Justice, Michigan State University, East Lansing, Michigan, USA

Adam M. Bossler

Department of Criminal Justice and Criminology, Georgia Southern University,
Statesboro, Georgia, USA

Computers and the Internet have become a vital part of modern life across the world, affecting

communications, finance, and governance. At the same time, technology has created unparalleled

opportunities for crime and deviance on- and off-line. Criminological research has expanded its

focus over the last two decades to address the various forms of technology-enabled crime and the

applicability of traditional theories to account for offending. There is, however, a need for careful

consideration of the state of the field in order to identify issues requiring further study and analysis.

This study examines the current literature on virtually all forms of cybercrime and the theoretical

frameworks used to address these issues. In turn, we hope to give direction to refine our understand-

ing of criminological theory and social policies to combat these offenses.

Over the last two decades, a massive shift in the ways that humans utilize computer technology

has occurred. The development of the World Wide Web and easy-to-use computer hardware and

software revolutionized the way in which people communicate and engage in business transac-

tions (Newman and Clarke 2003; Wall 2007). The development of cellular telephony, wireless

Internet connectivity, tablet PCs, and mobile devices made it increasingly easy for individuals to

go on-line from anywhere at any time.

These innovations spurred massive changes in our perceptions of personal expression and

social interaction. For instance, Facebook, Twitter, and other social networking sites have

become the preferred communications vehicle for individuals between the ages of 18 and 34

(Socialbakers 2011). Consumers are also increasingly using technology in order to shop and

identify products at discounted rates, such that 60% of the United States population now pur-

chases an item on-line at least once per fiscal quarter (Anderson 2010). Computers and the Inter-

net now serve as the backbone for virtually all facets of modern life, from personal

communications and finance to the processing and management of electrical grids and power

plants (Brenner 2008; Brodsky and Radvanovsky 2011; Rege 2013).
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As a consequence, there are now myriad opportunities for individuals to misuse these devices

to engage in acts of deviance and crime. Indeed, the amount of cybercrime has grown tremen-

dously. While there is no single, agreed-on definition of cybercrime, many scholars argue that it

involves the use of cyberspace or computer technology to facilitate acts of crime and deviance

(Grabosky 2001; Wall 2007). The World Wide Web and cellular telephony are being used by the

customers of prostitutes to discuss the sex trade and facilitate encounters with sex workers (Holt

and Blevins 2007; Milrod and Wietzer 2012; Sharp and Earle 2003). Fraudsters use bulk e-mail

to send out a variety of get-rich quick schemes to entice victims (Grabosky et al. 2001; James

2005; King and Thomas 2009). These electronic resources are being incorporated by youth to

engage in bullying and social harm against their classmates (Hinduja and Patchin 2009; Wolak

et al. 2012). Technology has also enabled new offenses that were not otherwise possible, such as

the distribution of malicious software and hacking that can cause substantive economic harm and

the loss of sensitive personal data and intellectual property (Bossler and Holt 2009; Choi 2008;

Holt and Turner 2012).

Criminological research has expanded its focus over the last two decades to improve our

understanding of the impact of technology on the practices of offenders, factors affecting the risk

of victimization, and the applicability of traditional theories of crime to virtual offenses (Taylor

et al. 2010). The body of scholarship that has emerged has greatly improved our knowledge of

technology-enabled crime, though there is a need for a systematic review of the literature due to

the range of methodological and theoretical perspectives that have been employed. Qualitative

researchers have begun to develop innovative on-line data sets to examine offending populations

in virtual spaces (see Holt 2010 for review). Quantitative methods employed by researchers have

ranged from binary logistic and multiple regression models generated from convenience samples

of college students (e.g., Higgins 2005; Holt and Bossler 2009), to structural equation modeling

techniques (Higgins et al. 2006), to a small number of descriptive analyses of large nationally

representative samples of youth (Jones et al. 2012). Researchers have also applied various tra-

ditional criminological theories to multiple forms of cybercrime with distinct operationalizations

making it difficult to assess their overall impact on the field.

Here we assess the existing literature on various forms of technology-enabled crime using

Wall’s (2001) four category cybercrime typology: (1) cyber-trespass; (2) cyber-deception=theft;
(3) cyber-porn and obscenity; and (4) cyberviolence. This is considered one of the most compre-

hensive frameworks to understand the incorporation of technology into various forms of offend-

ing. We will explore each category in detail and provide recommendations for future research

within each category to demonstrate areas of expansion and clarification. In turn, we hope this

will refine our knowledge of cybercrime, criminological theory, and positions for social policy.

Cyber-Trespass

The first category within Wall’s (2001) typology is cyber-trespass, which encompasses the

crossing of invisible, yet salient boundaries of ownership on-line. Specifically, if an individual

attempts to access a computer system, network, or data source, without the permission of the

system owner, they are violating a recognized border of ownership. These activities are most

closely associated with computer hackers who often attempt to access the networks and com-

puter systems owned by individuals, citizens, and governments. In fact, computer hackers are
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primarily recognized for their role in malicious attacks against computer systems and sensitive

networks (Holt 2007; Jordan and Taylor 1998; Schell and Dodge 2002). Hackers are also

responsible for malicious software programs, such as viruses and botnet code, which automate

a variety of attacks and break into computer systems (Chu et al. 2010). Malicious programs can

disrupt network traffic, capture passwords for sensitive resources, delete or corrupt files, and uti-

lize infected systems for future attacks (Symantec Corporation 2012).

While there have been no nationally representative studies assessing involvement in hacking

among juvenile populations, research from college samples suggest that between 10 and 15% of

individuals engage in password guessing (Bossler and Burruss 2011; Holt et al. 2010a; Rogers

et al. 2006; Skinner and Fream 1997), although less than 5% engage in more serious forms of

this activity like malware creation (Rogers et al. 2006). These figures are useful to understand

the prevalence of hacking, although they do little to improve our knowledge of the reasons

why so few engage in these activities. Thus, several qualitative researchers have expanded

our understanding of the complexities of hacking and the dynamics of hacking attacks by either

interviewing individuals who self-identify as hackers or collecting information from forum data

sources (e.g., Holt 2007; Jordan and Taylor 1998; Taylor 1999). Unfortunately, these qualitative

studies do not have the ability to estimate the number of individuals who commit hacker-like

behaviors. Thus, a blend of quantitative and qualitative studies is necessary to understand both

the prevalence and causes of hacking behavior.

The exploration of the computer hacker subculture using qualitative data sources has been the

primary avenue of research within this subcategory. These studies suggest hackers operate in a

subculture that emphasizes both a profound connection to and deep knowledge of technology as

well as demonstrations of mastery of computer technology and the social scene (Holt 2007;

Jordan and Taylor 1998; Taylor 1999). In addition, research has identified several predictors

for participation in hacking. First and foremost, many hackers report exposure to technology

early on in life, whether through playing video games or simple communications (Holt 2007;

Schell and Dodge 2002; Taylor 1999). Many hackers also describe having a curiosity of

technology that drives them to understand how technologies work at fundamental levels (Holt

2007; Jordan and Taylor 1998; Taylor 1999). Evidence also suggests that hackers have some

capacity for self-management, though some report Type A personalities and anti-social tenden-

cies. They also have higher creative scores on personality assessments and some analytic

decision-making processes (Rogers et al. 2006; Schell and Dodge 2002).

Hackers also consistently report maintaining peer relationships with other hackers, whether

on- or off-line (Holt 2009; Holt and Kilger 2008; Schell and Dodge 2002). It is unclear whether

virtual or real peer relationships have a greater impact on real world behavior, as most studies do

not assess variations in the quantity and value individuals place on peers across the digital div-

ide. Limited research using on-line data sources and social network analysis techniques demon-

strate skilled hackers are central to larger social networks of less skilled actors (Decary-Hetu and

Dupont 2012). Qualitative research suggests that virtual peer groups may be more significant

because hackers may be unable to identify others in the real world who share their interests (Holt

2009; Holt and Kilger 2008; Schell and Dodge 2002). Regardless, peer relationships are corre-

lated with involvement in hacking activities generally (Bossler and Burruss 2011; Holt 2009;

Holt et al. 2010a; Skinner and Fream 1997).

In fact, peer associations are pivotal to the introduction and acceptance of techniques of neu-

tralization to excuse or justify malicious or unethical behaviors (Bossler and Burruss 2011; Holt
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et al. 2010a; Skinner and Fream 1997). Gordon (2000) found that virus writers were often not

concerned with the effects of their viruses, even if they knew that they were illegal and harmful.

Hackers argue that their actions do not necessarily cause harm (Gordon and Qingxiong 2003).

They may alternatively blame victims for having poor skill or security to prevent victimization

(Jordan and Taylor 1998; Taylor 1999). Similarly, peer relationships reinforce the perception

that participation in hacking and piracy are acceptable, which may in turn increase the likelihood

of future offending (Bossler and Burruss 2011; Holt et al. 2010a; Skinner and Fream 1997).

In addition to deviant peer relationships, recent research has also begun to consider the role of

self-control on the likelihood of involvement in hacking (Bossler and Burruss 2011; Gordon and

Qingxiong 2003; Holt et al. 2012; Holt and Kilger 2008). Gottfredson and Hirschi’s (1990)

General Theory of Crime argues that individuals with low self-control are impulsive, insensitive,

non-verbal, present-oriented risk-takers who prefer simple tasks. As a consequence, they are

unable to fully consider the consequences and benefits of their actions, making them more likely

to engage in crime and risky behavior. Although this theory has substantial support across myr-

iad studies of traditional street crimes (Pratt and Cullen 2000), it is not clear what role

self-control may play in computer hacking due to the range of attacks that can be labeled as

a hack (Bossler and Burruss 2011; Holt and Kilger 2008). Simple forms of hacking such as

guessing someone’s password to gain access to an account involves virtually no technical

sophistication and can be achieved through persistent guessing. At the same time, more serious

and technologically sophisticated offenses such as malware production require a great deal of

technical proficiency and time spent researching and developing tools.

As a result, the impact of self-control may vary based on the overall skills and attitude of the

hacker. Holt and Kilger (2008) found that hackers in both college settings and in the general

population had relatively high levels of self-control. Recent research by Bossler and Burruss

(2011) found an interesting relationship between self-control, peers, and hacking. Specifically,

hackers who had no peer relationships to other hackers reported higher levels of self-control.

Individuals with peers who hacked had lower levels of self-control and benefitted from social

relationships to reinforce their activities and learn methods of hacking (Bossler and Burruss

2011). Holt and colleagues (2012) found in a sample of middle and high school students that

having deviant peer associations exacerbated the effect of low self-control on cyberdeviance

in general, but that the significant interaction effect was not found for any of the five types

of cybercrime they examined, including hacking.

These findings provide interesting insights into the applicability of traditional criminological

theories to account for hacking. Those hackers with low self-control may initially take an interest

in hacking because they recognize the opportunity to engage in a risky behavior through rela-

tively simple acts like password cracking. Over time, however, they may be unable to move

beyond basic attacks due to an inability to concentrate and better understand the complex nature

of certain hacks. Those with higher levels of self-control may not necessarily face these prob-

lems as they can hone their knowledge and skill over time. This theoretical issue requires much

greater exposition with more sophisticated measures of hacking in larger populations in order to

clarify the relationship between low self-control, peer relationships, and hacking.

Although the body of scholarship on the correlates of participation in hacking is growing,

little research has been conducted that applies existing theories to more complex forms of

hacking such as malicious software use or creation (Bossler and Burruss 2011; Gordon and

Qingxiong 2003). A relatively small proportion of individuals may engage in these behaviors
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due to the technical knowledge needed to successfully use them in hacking attacks. Thus,

additional research is needed with larger purposive sampling techniques from both juvenile

and adult samples to understand the prevalence and prospective predictors for involvement in

these behaviors.

A similar dearth of research exists that identifies the risk factors associated with

cyber-tresspass victimization. This is due in part to the difficulties in identifying victims of com-

puter hacking and certain forms of cybercrime (Bossler and Holt 2009, 2010; Yar 2005). Victims

may not know that they have been attacked since malicious software infections can mimic failing

computer systems and hardware (Bossler and Holt 2009, 2010; Symantec Corporation 2012). In

addition, individuals may only realize that some sort of hack has affected them after information

has been removed or corrupted in some fashion (Wall 2007). Finally, when a compromise or

attack occurs, it may go unreported to law enforcement due to concerns over whether it will

be taken seriously or if anyone can investigate the offense at all (Brenner 2008; Wall 2001).

As a consequence, most criminological research utilizes self-report data from college samples

to assess the correlates of malware and hacking victimization (Bossler and Holt 2009, 2010;

Choi 2008). These studies commonly use routine activity frameworks to identify correlates

for victimization with mixed success (Bossler and Holt 2009; Choi 2008; Ngo and Paternoster

2011). This may stem from the nature of hacking and compromise, in that hackers will generally

attempt to compromise large populations of computer users rather than very targeted attacks

against specific individuals (Chu et al. 2010; Gordon and Qingxiong 2003). To that end, there

is mixed evidence that women are more likely to experience computer hacking victimization or

malware infections (Bossler and Holt 2009, 2010; Ngo and Paternoster 2011). There is, how-

ever, no significant relationship between age and the risk of victimization, suggesting that target

suitability factors may not generally apply to hacking offenses (Bossler and Holt 2009; Ngo and

Paternoster 2011). Individual participation in cybercrimes are strongly correlated with the risk of

victimization, especially pirating media or viewing on-line pornography (Bossler and Holt 2009;

Choi 2008; Holt and Copes 2010; Wolfe et al. 2007). Peer involvement in cybercrime also

increases individual risk of victimization through secondary exposure to malware infections

generally (Bossler and Holt 2009, 2010).

The evidence supporting the ability of physical and social guardians to reduce the risk of

cyber-tresspass victimization can be considered mixed at best (Bossler and Holt 2009; Choi

2008; Ngo and Paternoster 2011). Various computer-based protective software suites have been

engineered to reduce the likelihood of infection, such as anti-virus, anti-spyware, and adware

programs designed to scan system files (PandaLabs 2007; Symantec Corporation 2012). These

software utilize signature-based definitions that can identify malicious files while they are being

downloaded or remediate infections and corrupted files after an infection has occurred (Symantec

Corporation 2012; Taylor et al. 2010). Their utility in the literature, however, is inconsistent as

Choi (2008) found users with computer security software had a reduced risk of malware victimi-

zation. Ngo and Paternoster (2011) found that users with protective software were more likely to

report infections, while Bossler and Holt (2009) found no relationship between security programs

and risk. Similarly, personal computer skills had no relationship to the risk of malware infections

(Bossler and Holt 2009; Ngo and Paternoster 2011).

The inconsistent findings present in the victimization literature may stem from the consistent

use of cross-sectional research designs (Bossler and Holt 2009; Choi 2008; Ngo and Paternoster

2011). The use of a single data point makes it difficult to determine when an individual gains
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access to protective software relative to an infection or compromise. Furthermore, individuals

who have greater technological skill may be more apt to recognize when an attack has taken

place, artificially affecting the relationship between protective factors and victimization. Alter-

natively, those who have antivirus programs may be more capable of recognizing an attack,

thereby artificially conflating the risk of infection in cross-sectional studies.

Taken as a whole, there is a need for research to improve our understanding of the correlates

of malware infection victimization. Longitudinal research is needed to better identify the corre-

lates of victimization and the influence that a compromise may have on user behavior over the

short and long term. In addition, alternative operationalizations for infection and compromise are

needed to expand our ability to measure victimization. Currently, most studies use a single mea-

sure based on self-identified data loss or compromise (Bossler and Holt 2009; Choi 2008; Ngo

and Paternoster 2011). Since victimization can occur without the users’ knowledge, it is critical

that researchers use measures that reflect errors or malfunctions in hardware and software that

may reflect when a compromise has taken place (see Pew Internet and American Life 2005).

This can refine our knowledge of the prevalence and incidence of malware infection victimiza-

tion, as well as improve our knowledge of the correlates of cyber-trespass crimes generally.

Cyber-Deception=Theft

The second category of Wall’s (2001) typology is cyber-deception and theft, which includes the

use of the Internet to steal information or illegally acquire items of value, whether from indivi-

duals or corporations. This category is innately tied to cyber-trespass since malicious hackers

frequently attempt to capture sensitive information and data through trespassing. Hackers are

increasingly targeting data repositories managed by financial institutions and on-line retailers

to steal large amounts of data through a small number of compromises. For example, the

Heartland Payment Systems breach consisted of 130 million credit and debit cards stolen in a

matter of months (Verini 2010). Although there are no single source agencies that report on data

breaches, the Verison (2012) report on global breaches suggests that 855 data breaches occurred

in 2011 with 174 million consumer records lost in the process. This is an increase over previous

years and appears driven overwhelmingly by hacking and malware tools (Verison 2012).

Unfortunately, there are no immediate estimates for the cost of large scale data breaches for indi-

vidual consumers as their data may or may not be abused by an attacker (Verini 2010). In

much the same way, corporations do not typically provide loss metrics for the cost of breaches

due to embarrassment over the losses and variations in the attack methods employed by the

actors (Verison 2012).

Cyber-deception=theft also includes two offense types that are made easier by, but do not

require, technology in order to perform. First, fraudsters have adopted various fraud schemes

to on-line environments, such as the Nigerian or 419 messages and work-at-home schemes

(Grabosky et al. 2001; Holt and Graves 2007; King and Thomas 2009; Newman and Clarke

2003). These schemes are facilitated through the use of spam e-mail to access as wide a popu-

lation as possible and easily manipulate susceptible populations. Statistics on the losses associa-

ted with these crimes, or their general prevalence, are not consistent due to the lack of

standardized reporting agencies and victim awareness of these offenses. The Internet Crime

Complaint Center (2012) found the most common complaint involves scams that appear to
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originate from the FBI or another government agency. The average victim loses $245 per inci-

dent. Victims of work-at-home scams lost an average of $1,160 per complaint (IC3 2012), while

respondents of advance fee frauds lost approximately $1,500 per complaint (NWC3 2010).

The second offense type is digital piracy, or the copying of digital media such as computer

software, sound and video recordings, and other materials without the explicit permission of the

copyright holder (Higgins 2005; Hinduja 2003). Consumers have been able to copy intellectual

property prior to the development of the MP3 and other forms of digital compression (see Taylor

1999). The emergence of the Internet and computer technology, however, simplified the process

of sharing and accessing pirated media (Bachmann 2007; Nhan 2013). Cost estimates related to

digital piracy are not easy to validate. For instance, a study by the Business Software Alliance

(2012) found that software piracy cost the industry $63.4 billion dollars worldwide in 2011, with

the largest losses in the United States at $9.8 billion despite having legitimate software sales at

$41 billion. Similarly, losses for music and movie piracy appear to be in the billions of dollars

every year (Siwek 2007; The Numbers Guy 2013).

Research pertaining to various forms of cyber-theft has increased substantially over the last

decade. Several qualitative studies have used content analysis techniques to examine the content

of Nigerian or 419 scam e-mails (Holt and Graves 2007; King and Thomas 2009), phishing scams

(Huang and Brockmann 2010), and work-at-home schemes (Grabosky et al. 2001; Turner et al.

2013). These studies clearly demonstrate that scammers are careful to construct messages that

prey on victims’ emotions by using language pertaining to religion or framing the respondent

in the context of a caring person. The desire to gain a substantial profit through minimal invest-

ment is also prominently featured in order to entice responses. While these studies provide valu-

able insights into the ways that scammers’ structure messages, they are largely atheoretical and do

little to expand our understanding of the prospective correlates of involvement in on-line fraud.

In addition, little research has been conducted on the victims of on-line fraud schemes due to

the limited reporting of these crimes. The Internet Crime Complaint Center (IC3 2012) is one of

the few resources available for victims to report their experiences (Holt and Graves 2007). The

limited body of scholarship regarding on-line fraud victimization suggests that there are few con-

sistent demographic predictors due to the wide net cast by fraudsters (Holtfretter et al. 2008; New-

man and Clarke 2003; Pratt et al. 2010). Based on data from the Internet Crime Complaint Center

(IC3 2012), however, it appears that those under the age of 20 are less likely to respond to various

e-mail-based scams (IC3 2012). In addition, males and females vary in their responses to certain

schemes. Females are more likely to respond to romance scams, while males respond at higher

rates to FBI impersonation scams (IC3 2012). It is really unknown, however, how technological

sophistication and other behavioral and attitudinal factors affect the risk of victimization.

Scholars have also spent little time examining the applicability of traditional criminological

theories in explaining on-line fraud victimization. Low self-control appears to have limited util-

ity to account for credit card fraud victimization (Bossler and Holt 2010), which may again stem

from the broad targeting practices of fraudsters. Instead, on-line routine activities appear to

increase the risk of fraud targeting, specifically buying items through websites and the time a

person spends on-line (Holt and Turner 2012; Pratt et al. 2010). The small scope of research

in this area, however, requires a great deal of future research in order to validate the notion that

behavior is more significant than demographics in the general risk of on-line victimization.

In contrast to traditional forms of cyberfraud, the research literature surrounding involvement

in digital piracy is quite large and continually growing (see Higgins and Marcum 2011). In fact,
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digital piracy may be the most frequently studied form of cybercrime within the field of

criminology at the moment. Though there is substantive complexity in measuring the economic

losses of piracy, social scientists have been more effective in assessing the prevalence and causes

of piracy, especially in college samples. These studies generally find the most significant predic-

tor for digital piracy to be associations with peers who engage in piracy (Higgins 2005; Higgins

and Marcum 2011; Higgins et al. 2012; Hinduja and Ingram 2008; Holt et al. 2012; Skinner and

Fream 1997). This may be a function of the basic technological skill needed to engage in simple

forms of piracy. Individuals may acquire initial models or sources of imitation for piracy through

peer associations (Hinduja 2003; Holt and Copes 2010; Skinner and Fream 1997). The need for

these associations declines with time, however, as piracy becomes easier to complete.

In addition, definitions favoring the violation of computer software laws and techniques of

neutralization that diminish personal responsibility are correlated with the commission or intent

to pirate software (Higgins and Marcum 2011; Ingram and Hinduja 2008; Skinner and Fream

1997; Steinmetz and Tunnell 2013). Most often, individuals rationalize piracy based on the per-

ception that there is minimal economic injury to artists or corporations, as well as no real victim

because of the lack of harm stemming from piracy (Higgins and Marcum 2011; Ingram and

Hinduja 2008). Similarly, individuals are more likely to pirate materials when they feel minimal

responsibility for their downloading behaviors because they perceive there to be no rules con-

cerning digital piracy and have easy and immediate access to pirated materials (Higgins and

Marcum 2011; Ingram and Hinduja 2008; Steinmetz and Tunnell 2013). It is important to note

that most existing social learning studies examining piracy do not include measures for all four

components of the social learning process. Imitation and differential reinforcement are

frequently absent in assessments of digital piracy, though they appear to have an influence on

behavior. Specifically, positive reinforcement for participation in software piracy (Ingram and

Hinduja 2008) and the presence of sources of imitation for pirating behaviors increase the

likelihood that an individual will engage in piracy (Holt et al. 2010a; Ingram and Hinduja

2008; Skinner and Fream 1997).

Low self-control also appears to be a substantive predictor for involvement in piracy, whether

involving music (Higgins et al. 2012; Hinduja and Ingram 2008), movies (Higgins et al. 2006),

or software (Higgins 2005). Additionally, this relationship is present across college (Higgins and

Marcum 2011) and juvenile populations (Holt et al. 2012). This is sensible in that piracy enables

immediate and relatively easy access to a desired commodity with virtually no cost to the

offender. In addition, multiple studies have found those who engage in piracy to have little

respect or concern for user agreements and the financial impact of their downloading activities

(Higgins 2005; Higgins et al. 2006; Holt and Copes 2010), reflecting basic components of low

self-control.

Since most studies of digital piracy incorporate aspects of both social learning theory and the

general theory of crime, it is important to note that all of these variables tend to remain signifi-

cant when included together in a single model. In fact, many studies have found that the effect of

low self-control on piracy is neither affected by peer associations nor acceptance of definitions

supportive of piracy behaviors (Higgins and Marcum 2011). As a consequence, some theorists

have argued that the components of each theory must be included in order to avoid model mis-

specification (Higgins and Marcum 2011; Pratt and Cullen 2000; Pratt et al. 2009). It is unclear

if this is an appropriate form of theoretical integration due to the evidence supporting the mediat-

ing effect of social learning between low self-control and cybercrime (Bossler and Holt 2010;
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Burruss et al. 2012) and the lack of empirical studies including full operationalizations of the

social learning process.

There are still various questions that must be addressed with regard to digital piracy, parti-

cularly the deterrent effects of legal sanctions on involvement in piracy. Bachmann (2007) found

that a reduction in piracy rates during a two year period was temporary despite a sweeping

anti-piracy campaign by the Recording Industry Association of America. His study utilized mul-

tiple macro-level data sources, though there have been no attempts to replicate the findings.

Other researchers have considered the deterrent effect of extralegal sanctions, such as malware

infections, as a consequence of downloading corrupted pirated materials (Holt and Copes, 2010;

Wolfe et al. 2007). Such research is vital to improve our understanding of the impact of tra-

ditional campaigns to reduce individual involvement in piracy. Furthermore, there have been

few studies examining piracy from the perspective of copyright holders and performers. Such

insights would prove useful in assessing the economic, social, and psychological harm felt by

prospective victims of piracy.

Cyber-Porn and Obscenity

The third category of Wall’s (2001) cybercrime typology is cyber-porn and obscenity. This cate-

gory encompasses the range of sexual expression enabled by computer-mediated communica-

tions and the distribution of sexually explicit materials on-line (DiMarco 2003; Wall 2001).

Virtually all sexual fetishes and interests are represented in some way on the Internet, whether

through forums, individually produced erotic fiction, images, and traditional forms of pornogra-

phy (Comartin et al. 2013; DiMarco 2003; Quinn and Forsyth 2005). The anonymous nature of

the Internet allows individuals to become part of virtual subcultures focused on activities that

may not be accepted in the larger society and gain a sense of social support and validation

(Robinson and Vidal-Ortiz 2013; Rosenmann and Safir 2006). For instance, there is now sub-

stantial evidence indicating that sex workers use the Internet as a means to advertise their ser-

vices and solicit clients for real world meetings (Cunningham and Kendall 2010; Sharp and

Earle 2003). At the same time, the clients of prostitutes use the Internet to discuss service

providers and their experiences on- and off-line (Holt and Blevins 2007).

Cyber-porn and obscenity also includes the problems of pedophilia, where individuals seek

out sexual or emotional relationships with children, and the production of child pornography

(Jenkins 2001). Researchers have begun to explore the characteristics of child pornography users

and sex offenders (Seigfried et al. 2008; Young 2008) as well as the way offenders use tech-

nology to access child victims through grooming techniques (Williams et al. 2013). The

increased legislative and policing efforts applied to child pornography and sex offending have

also led some researchers to explore the factors increasing the likelihood of arrest for child por-

nography possession (Wolak et al. 2004).

Finally, researchers have begun to explore the role of the Internet in facilitating social support

networks and a subculture of pedophilia that engender sex offending (Durkin and Bryant 1999;

Holt et al. 2010b; Jenkins 2001; Quayle and Taylor 2002). The Internet provides an anonymous

mechanism for individuals to identify others who share their sexual proclivities that would not

otherwise be possible in the real world (Holt et al. 2010b; Jenkins 2001). In turn, individuals

can discuss their feelings about sexual attraction and emotional connections with children,
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particularly through the use of terms like ‘‘child love’’ to describe their attractions rather than

pedophilia (Durkin and Bryant 1999; Holt et al. 2010b; Jenkins 2001). They also discuss sexual

behaviors and fetishes as well as specific attractions, such as age ranges (Holt et al. 2010b;

Jenkins 2001). Thus, these studies are vital to expand our knowledge of the problem of child

sexual exploitation and victimization.

The research literature surrounding the use of the Internet for deviant sexual interests and

activities has increased dramatically over the last two decades (DiMarco 2003; Quinn and

Forsyth 2005). There are a number of qualitative studies assessing variations in the use of the

Internet by groups interested in various sexual interests that are outside of societal norms.

Researchers have recently explored the practices of individuals interested in beastiality (Durkin

et al. 2006; Maratea 2011), bugchasing (Grov 2004; Tewksbury 2006), recording live streaming

sex shows (Roberts and Hunt 2012), and various aspects of the BDSM subculture (Denney and

Tewksbury 2013; Durkin 2007; Quinn and Forsyth 2005).

Not only do these studies help demonstrate the scope of sexual deviance occurring in on-line

environments, but they also demonstrate the value of CMCs in the formation of deviant subcul-

tures that support sexual fetishes and crimes, no matter how unusual (Quinn and Forsyth 2005;

Rosenmann and Safir 2006). There is, however, a need for research exploring the applicability of

criminological theories, such as social learning, to account for exposure to and involvement in

the various sexual subcultures present on-line (see Quinn and Forsyth 2013 for summary).

A growing body of scholarship has also developed around the use of technology in support of

the sex trade. Several studies have approached this issue from the client’s point of view using

data from forums (Holt and Blevins 2007; Holt et al. 2008; Milrod and Weitzer 2012) and

review sites (Sharp and Earle 2003). These studies demonstrate the value of the Internet as a tool

to share information that would otherwise not be possible in the real world due to embarrassment

or social stigma. These studies commonly assess the discussions between participants to under-

stand how customers discuss the sex trade and the practices of customers and providers before,

during, and after sex acts (Cunningham and Kendall 2010; Holt and Blevins 2007; Sharp and

Earle 2003). In addition, research has demonstrated these forums’ impact on real and virtual dis-

placement techniques to avoid law enforcement (Cunningham and Kendall 2010; Holt et al.

2008) and their value in communicating the negotiation processes of sexual encounters (Holt

et al. 2008).

There is also a small, but growing, body of research examining the impact of the Internet on

the sex trade from the provider’s perspective (Castle and Lee 2008; Milrod and Wietzer 2012).

Pruitt and Krull (2011) recently performed a content analysis of ads for female escorts in the

United States. The overwhelming majority of ads focus on the physical appearance of the pro-

vider, as well as the various services and experiences they offer to clients. Similarly, Davies and

Evans (2007) utilized a series of posts from a website designed for British escorts to exchange

information to explore the issue of violence during paid sexual encounters. The findings suggest

that not only do escorts experience physical violence and must take steps to mitigate this risk,

but they also face electronic harassment, which has no immediate resolution. Thus, additional

research is needed to expand our understanding of the experience of sex workers during paid

encounters.

There is also a small body of research on the phenomena of sex tourism, where individuals

travel to foreign countries for the purpose of having sex with prostitutes and other sex workers.

These studies generally utilize Web forums and advertisements from tourist websites in order to
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document the role of the Internet in facilitating tourist activities. They generally indicate actors

learn how and where to travel, what to do when interacting with locals, the process of soliciting

sexual services, and the expected costs for paid encounters, which may vary substantially based

on personal experience (Chow-White 2006; DeCurtis 2003; Evans et al. 2000).

The generally exploratory nature of these studies is useful to demonstrate the utility and scope

of the Internet for sexual services. Their use of primarily open source data sets, such as adver-

tisements or forum posts, is invaluable to assess the discourse on the sex trade and refine the use

of on-line data as a meaningful resource for social scientists. At the same time, they do not

necessarily provide meaningful advancements for criminological theory or truly demonstrate

the ways that technology differentially affects the behaviors of sex workers and clients. Further-

more, we know generally little about the experiences of both the clients and providers for homo-

sexual acts and their use of the Internet to solicit services (Lee-Gonyea et al. 2009).

Taken as a whole, the research literature may benefit from studies that combine on-line data

with surveys or in-depth interviews to improve and assess criminological and sociological the-

ories. For instance, Cunningham and Kendall (2011) examined the frequency of posts in

city-specific forums in and around major events, such as political conventions, to track variations

in the ways that johns’ communications patterns change as a result of real world events. These

authors also utilized an on-line survey instrument with a population of prostitutes to measure the

perceived risks and benefits of technology use in solicitation processes, as well as variations in

technology use based on age and race (Cunningham and Kendall 2010). Similarly, Milrod and

Monto (2012) surveyed participants in one of the larger escort review sites in the United States

to refine the meaning of the Girlfriend Experience (GFE) and how much that affects the experi-

ence of paid sexual encounters. These studies provide meaningful examples for future study in

order to improve our theoretical understanding of the sex trade through innovative methodolo-

gical strategies.

Cyberviolence

The fourth and final category in Wall’s (2001) cybercrime typology is cyber-violence, which

includes the various ways that individuals can cause harm in real or virtual environments. Many

researchers have begun to examine the use of the Internet to facilitate stalking, harassment, and

bullying on-line (Bocij 2004; Holt and Bossler 2009). The increased use of cellular text mes-

sages, e-mail, and social networking sites like Facebook allow individuals to constantly com-

municate with others making it possible to threaten or harass an individual at all times,

regardless of physical proximity (Bocij 2004; Hinduja and Patchin 2009). Estimates of on-line

harassment and bullying appear to have increased across juvenile populations due to greater

access to technology and the social importance placed on virtual communications (Bocij

2004; Hinduja and Patchin 2009; Holt and Bossler 2009).

Acts of cyberviolence include the use of technology in support of social unrest and prospec-

tive acts of terror (Wall 2001). In fact, political and social movements are increasingly promot-

ing their ideologies through the Web and social media as they allow individuals to control their

message, rather than depending on traditional media outlets for promotion (Weimann 2005).

There is some evidence of nation-states and motivated individuals engaging in large-scale hack-

ing attacks against political and military targets. Similarly, politically driven groups have also
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employed hacking techniques to engage in more serious strikes against governments and

political organizations (Brenner 2008). As technology increasingly supports the critical infra-

structure necessary for the day-to-day operations of a nation, the threat of cyberattacks has

become more tangible and serious. Thus, there is a need for substantive research to understand

how extremists, terror organizations, and lone wolf actors may engage in acts of cyberviolence.

The majority of research in the area of cyberviolence, however, focuses on acts of bullying,

harassment, and stalking. Research assessing the prevalence of bullying and harassment on-line

among youth populations has grown in the United States (Hinduja and Patchin 2009; Jones et al.

2012), Canada (Beran and Li 2005, 2007), Turkey (Erdur-Baker 2010), and various parts of Asia

(Hokoda et al. 2006; Wong et al. 2008). Recent evidence from a multi-wave nationally represen-

tative sample of youth in the United States suggests that the prevalence of on-line harassment

victimization has increased from 6% in 2000 to 11% in 2010 (Jones et al. 2012). This is lower

than the rates of cyberbullying, with estimates generally between 30 to 35%, observed in con-

venience samples of youth (Marcum 2010; Hinduja and Patchin 2009). Similar variations are

evident in reports of cyberstalking based on the operationalization of stalking, which range from

6.5% to over 30% in a nationally representative sample of college students (see Reyns et al.

2012).

In addition to illustrating that the rate of bullying victimization is growing, these studies have

found significant correlates of on-line harassment and cyberbullying victimization. Specifically,

females report a slightly higher prevalence of victimization (Bossler et al. 2012; Holt and Bossler

2009; Moore et al. 2010; Pelfrey and Weber 2013; Wolak et al. 2012) and are more likely to

experience serious psychological consequences such as depression or suicidal ideation (Kim

et al. 2005; Klomek et al. 2008). There are mixed findings, however, concerning racial differ-

ences in cyberbullying offending and victimization rates (Bossler et al. 2012; Moore et al.

2010; Pelfrey and Weber 2013; Wolak et al. 2012). Strong evidence suggests that poor edu-

cational performance is related to traditional bullying offending and victimization (Bossler

et al. 2012; Glew et al. 2005; Hinduja and Patchin 2009).

A number of criminological theories have been examined to understand their value in under-

standing both cyberbullying and harassment. Patchin and Hinduja (2011) found limited evidence

for general strain theory constructs (Agnew 2006), such as strain and negative emotions, in

accounting for cyberbullying offending. Similarly, Hay and colleagues (2010) also found limited

support for the experience of cyberbullying victimization as a source of strain that may predict

self harm and suicidal ideation. There is also limited evidence that low self-control may affect

individual willingness to engage in on-line harassment (Holt et al. 2012), although this is

mediated by deviant peer associations.

A larger body of scholarship has developed testing the applicability of routine activity theory

to account for harassment and bullying victimization. The evidence suggests that routine tech-

nology use has some effect on the risk of victimization, including spending time in chatrooms,

social networking sites, and e-mail (Bossler et al. 2012; Hinduja and Patchin 2009; Holt and

Bossler 2009; Moore et al. 2010; Ybarra et al. 2007). In addition, individual involvement in

bullying, harassment, and other forms of cybercrime increase the risk of victimization (Holt

and Bossler 2009; Holt et al. 2012; Hinduja and Patchin 2009; Ybarra et al. 2007). Similarly,

peer involvement in offending increases the risk of victimization (Bossler et al. 2012; Hinduja

and Patchin 2009; Holt and Bossler 2009). The value of guardianship measures, however, is

mixed as protective programs like filtering software do little to reduce the risk of victimization
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(see Holt and Bossler 2009; Marcum 2010). In addition, Moore and colleagues (2010) found that

parental regulation of Internet usage did not significantly affect on-line harassment victimization.

Personal guardianship measures, such as computer skill, also appear to have a mixed impact on

the risk of victimization (Bossler et al. 2012; Holt and Bossler 2009).

Scholars need to place more energy in evaluating the impact of the emerging anti-bullying

legislation and administrative efforts to curb cyberbullying in schools (see Marcum 2010). States

have also increasingly begun to adopt strategies to reduce the incidence of bullying outside of

school grounds, particularly after high profile youth suicides. Kraft and Wang (2009) found that

the most effective penalty as viewed by offenders themselves is the restriction of his or her Inter-

net and technology use, a penalty implemented by parents, not schools. Thus, evaluations of

cyberbullying and harassment programs that include parents are vital in understanding how best

to decrease this problem. Similarly, there is a need for researchers to assess the factors that affect

the likelihood of reporting bullying victimization to parents, teachers, and others in a position of

power.

Although there is a growing body of research on cyberbullying, harassment, and stalking,

generally little research on the phenomena of cyberterrorism and on-line extremism has been

conducted. Although the term ‘‘cyberterrorism’’ varies country to country, it typically includes

the use of the Internet as an attack vehicle or communications vehicle to incite fear in and harm a

population of non-combatants (Britz 2010; Brenner 2008). To that end, several studies have

examined the use of the Internet as a mechanism to distribute harmful materials, such as manuals

on attack techniques (Weimann 2005), promote agendas to the general public, and possibly

recruit (Freiburger and Crane 2008; Weimann 2005). Much less research explores the use of

cyberattacks against various targets by extremist groups. One example is Jordan and Taylor’s

(2004) study in which they conducted interviews with a small number of hackers who were

involved in hacks as a means to protest social and political policies.

Few researchers have employed survey methods to assess the value of criminological theories

to account for involvement in acts of cyber-protest or terror. Recent research by Holt and Kilger

(2012) utilized a scenario-based survey mechanism within a sample of college students to docu-

ment their willingness to engage in protest activities and extremist behaviors on- and off-line.

Although they found few correlates for willingness to engage in acts such as Web defacements

and other forms of cyber-attack, one consistent predictor was a willingness to engage in activi-

ties in the real world. Thus, it may be that those who are likely to protest and engage in civil

disobedience in one environment may do so in another (Holt and Kilger 2012). Further research

utilizing demographically diverse samples could help to determine the influence of various atti-

tudinal and behavioral factors on the willingness to engage in virtual and real acts of violence

(Holt and Kilger 2012; Rege 2013).

A limited body of criminological scholarship assessing attacks against critical infrastructure

and SCADA systems also exists (Brodscky and Radvanovsky 2011; Rege 2013). Rege (2013)

argued for research examining the applicability of Situational Crime Prevention to SCADA sys-

tem security. The technical knowledge required in order to work with SCADA systems requires

individuals with an appreciation for both criminological theory and the technological issues

affecting the hardware and software present in these systems. Additionally, there are few, if

any, open source reporting bodies that provide statistics on attacks against these systems. The

sensitive nature of critical infrastructure makes it difficult for vulnerabilities and attacks to be

made known without compromising the security of these systems and of the nation in general.
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Thus, future researchers will need access to sensitive data sources and industry experts in order

to properly assess this hidden form of cybercrime.

IMPLICATIONS AND AVENUES FOR FUTURE RESEARCH

Over the last 20 years, there has been a substantial increase in the research literature on various

forms of cybercrime. These studies have expanded our knowledge of the prevalence of cyber-

crime offending and victimization as well as the general influence of technology on various

forms of offending behaviors. As a whole, these studies have generally demonstrated that tra-

ditional criminological theories and postulates apply in virtual environments. Thus, this supports

Grabosky’s (2001) supposition that cybercrimes may be ‘‘old wine in new bottles.’’ Specifically,

offenders may adjust their tactics to fit new environments, but the general nature of criminality in

on-line spaces has not changed.

Although we have highlighted specific theoretical and methodological issues that should be

addressed within each of Wall’s (2001) four-category cybercrime typology, there are several lar-

ger questions that must be considered. Specifically, researchers need to assess under-examined

forms of cybercrime offending and victimization, especially involving malware, hacking, and

fraud. In fact, some of these offenses now operate in tandem, combining elements of hacking

and fraud in order to affect large populations (Chu et al. 2010; Holt and Lampke 2010;

Motoyama et al. 2011). A small body of research from both computer scientists and criminol-

ogists has begun to examine this problem through the identification of on-line markets where

cybercriminals buy and sell stolen data and information acquired through various sources

(Chu et al., 2010; Holt and Lampke 2010; Motoyama et al. 2011). Regardless of the discipline,

these studies indicate that stolen data markets facilitate the sale of credit card and bank account

information, Personal Identification Numbers (PINs), and supporting customer information

obtained from victims around the world in lots of tens or hundreds of accounts. Furthermore,

most active stolen data markets currently operate primarily via websites hosted in foreign

nations, whose users communicate in Russian characters rather than English (see Chu et al.

2010; Dunn 2012; Symantec Corporation 2012). Thus, qualitative and quantitative research is

needed assessing the factors that shape these markets, the factors affecting the costs for data,

and the network structures affecting participants. Such research would greatly expand our under-

standing of the nature of these offenses generally.

Finally, most cybercrime studies use components from traditional criminological theories,

particularly routine activity theory, social learning, and the general theory of crime. Few cyber-

crime scholars have examined other criminological theories, such as lifecourse theories, within

our field. The increasingly rapid adoption of technology at all ages in industrialized nations

requires research identifying how the use of computers and the Internet affect adolescent devel-

opment through adulthood and involvement in both on- and off-line offending. Such research

could expand our knowledge of how the age–crime curve relates to virtual spaces. At the same

time, there are a number of emerging theories that focus exclusively on cybercrimes, such as

space-transition theory (Jaishankar 2008). This perspective argues that individuals engage in

cybercrime due to the lack of deterrents, increased anonymity, and repressed desires to offend

in the real world. Thus, the field needs to examine the breadth of existing and recent crimino-

logical theory in order to expand our knowledge of cybercrimes.
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Scholars also need to research the law enforcement response to cybercrimes at the local, state,

and federal levels (e.g., Stambaugh et al. 2001). The range of offenses enabled by technology

requires unique investigative tools, training, and resources in order to fully investigate and clear

cases. The jurisdictional issues evident also make it difficult for victims to know who may be

responsible for the investigation of an offense. As a result, there is a need to understand how

police agencies have adapted over time to respond to cybercrime calls for service. The current

body of research primarily examines ways that police management perceives of these offenses

(Hinduja 2004; Senjo 2004; Stambaugh et al. 2001), although a small number of studies explore

these issues among line officers (Bossler and Holt 2012). These continuous changes require

research exploring the awareness, perceptions, and preparation for dealing with cybercrimes

from the vantage point of line officers and managers at all levels. These studies are pivotal to

guide policy development to improve the resources available for law enforcement to increase

their overall capabilities.

Finally, research is needed to understand how the larger criminal justice system is responding

to cybercrimes at all levels. While cybercriminals may constitute a small proportion of the cur-

rent population of individuals processed by the courts and correctional system, it is vital that

researchers consider the sanctions they receive and the experiences of these actors. For instance,

Smith and colleagues (2004) explored how three countries’ court systems handled cybercrime

cases and the various sentences cybercriminals received. Few, however, have attempted to rep-

licate this study or document any changes in the number of actors processed at the state level for

cybercrimes. Such research could greatly expand our knowledge of the ways that the criminal

justice system has changed in response to the evolution of offending through technological

means.
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