PDOS5 A2 - Risk



Risk Impact

* Risk = probability of event x cost of event
Or
e Risk = probability of event x likelihood of event



Identify Threats:

Human - from individuals or organizations, illness, death, etc.

Operational - from disruption to supplies and operations, loss of access to
essential assets, failures in distribution, etc.

Reputational - from loss of business partner or employee confidence, or damage
to reputation in the market.

Procedural - from failures of accountability, internal systems and controls,
organization, fraud, etc.

Project - risks of cost over-runs, jobs taking too long, of insufficient product or
service quality, etc.

Financial - from business failure, stock market, interest rates, unemployment, etc.
Technical - from advances in technology, technical failure, etc.
Natural - threats from weather, natural disaster, accident, disease, etc.

Political - from changes in tax regimes, public opinion, government policy, foreign
influence, etc.

Others - Porter's Five Forces analysis may help you identify other risks.



Porter’s 5 Forces
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Strategies for dealing with risks

risk avoidance

— for example, where costs outweigh benefits, you may decide to refuse
a contract;

risk reduction

— for example, regular reviews can reduce the likelihood of an end-
product being unacceptable;

risk protection
— for example, taking out insurance against particular eventualities;
risk management

— for example, making use of written agreements in areas of potential
disagreement;

risk transfer

— passing the responsibility for a difficult task to another organisation
with more experience in that field.



Risk Impact Grid
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Risk Rating

PR rlilk():t\)/l?lrt]; Interpretation Rating
>0 -<=0.05 Extremely sure not to occur Low
> 0.05 - <= 0.15 |Almost sure not to occur Low
> 0.15 - <= 0.25 |Not likely to occur Low
> 0.25 - <= 0.35 |Not very likely to occur Low

> 0.35 - <=0.45

Somewhat less than an even chance

> 0.45 - <= 0.55

An even chance to occur

> 0.55 - <= 0.65

Somewhat greater than an even chance

> 0.65 - <= 0.75

Likely to occur

> 0.75 - <= 0.85

Very likely to occur

> 0.85 - <=0.95

Almost sure to occur

>0.95-<1

Extremely sure to occur
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IMPACT
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