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This project develops the Python AI Bank Watchdog (PABW) to address insider threats in banks. These threats are hard to find, like a "needle in a haystack," hidden in normal work.
The PABW system uses machine learning to watch employee computer activity. It learns what normal behaviour looks like for each user. Then, it flags actions that are unusual or suspicious. This creates real-time security alerts for bank staff. The goal is to build a practical tool that can help banks, especially smaller ones, improve their security in an affordable way.
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Figure 1: PABW Project Logo

Project Scope & Proposed Solution:
The Python AI Bank Watchdog (PABW) project scope is to create an AI system for detecting unusual employee behaviour in banks. The proposed solution is a Python program that monitors computer activity, such as logins and file access. The system uses machine learning techniques to learn staff work routines. When actions fall outside theses learned patterns, the system creates alerts to help identify possible insider threats [1]. The system will then flag actions that significantly deviate from this learned “normal” behaviour providing an early warning to security staff.
Required Technologies & Resources:
Python and its supporting libraries will be used to build both the AI detection system and its interface. A virtual machine application, such as VirtualBox, is required to build a safe test network. The primary research resource will be academic literature on AI applications in cybersecurity. This literature will be gathered using free academic search tools to ensure a strong foundation for the project’s design [2]. 

Project Timeline & Schedule:
The PABW project is planned across six months, divided into four sequential phases beginning in January 2027. The development phases will incorporate an Agile-inspired approach, using short cycles to build and refine the system components progressively [3]. The schedule moves from initial research to iterative development and testing, concluding with final evaluation.
The schedule moves from initial research to development, then testing, and finally evaluation. 



Constraints:
The main constraints are the fixed six-month timeline and the project's scope, which is focused on delivering a functional proof-of-concept prototype rather than a complete commercial product. A further constraint is the reliance on synthetic or limited open-source datasets for training the AI model, as access to real, sensitive banking data is typically restricted for security and privacy reasons.

[bookmark: _Toc223648727]Gantt Chart
A Gantt chart is provided below to visualise the six-month project schedule. This chart outlines the four key phases, their planned duration, and their step-by-step requirements.
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Figure 2: Gantt Chart for Python AI Bank Watchdog Jan-Jun 2026
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A hybrid Agile-Waterfall method is documented for the Python AI Bank Watchdog (PABW) project. This approach integrates structured planning with iterative development cycles [3] [4].
The method begins with a defined Waterfall-style planning phase. This initial stage is used to establish a stable foundation, clearly defining project requirements, scope, and system architecture before development starts. This structured beginning helps prevent major changes to the project's core goals later [4]. The subsequent development and testing phases then adopt Agile-inspired sprints [3]. Agile sprints are used because they allow the AI model to be built and tested in short cycles. This supports continuous feedback and adaptation to any technical challenges that arise during development. This structured-yet-adaptive framework is designed to manage technical complexity while adhering to a fixed project timeline.
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[bookmark: _Toc223648730]Requirements Specification

A functional requirements document is created to define system tasks for the PABW project [5]. This document lists that the system must monitor employee login times, analyse activity using a machine learning model, and create instant security alerts for threats. It also sets goals for fast data processing and high detection accuracy, ensuring the tool works well in a real bank.

[bookmark: _Toc223648731]ERD Data Structure Design 

A data structure plan is made to organize the main information for the AI to study, forming the base for a data diagram (ERD) [6]. The design creates three main data groups and their key details, as shown in this table:

	Entity
	Purpose
	Key Attributes (Examples)

	User
	A bank employee being monitored
	user_id, job_department , normal_work_hours

	Activity Log
	Records a single action or event
	log_id ,time_of_action_type

	Security Alert
	A warning made when the AI finds strange behaviour
	alert_id , time_created , threat_score_status


Figure 3: Entity-Relationship Diagram (ERD) Structure for PABW

This ERD design provides the structure needed to link a user’s specific actions to a security alert for system analysis.
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[bookmark: _Toc223648734]PEST and SWOT Analysis
Before analysing the market for an innovative security tool like the Python AI Bank Watchdog (PABW), it is useful to study the business environment. A PEST analysis examines the external Political, Economic, Social, and Technological factors, while a SWOT analysis reviews internal Strengths and Weaknesses and external Opportunities and Threats for a company [7].

PEST Analysis for Secure AI Analytics

· Political/Legal: New government rules for AI require tools to be fair and explainable.
· Economic: Banks want to save money [7]. An affordable AI tool for smaller banks is a good opportunity.
· Social: People worry about privacy at work. Systems must protect employee data.
· Technological: Fast AI progress helps build better products. Hackers use new technology, so security must improve [7].
[image: ]
Figure 4:PEST Analysis: Key External factors for Python AI Bank Watchdog (PABW)
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· Strengths: Specialized AI knowledge; affordable product.
· Weaknesses: New company without a big reputation; limited money.
· Opportunities: High demand from small banks; partnership possibilities [7].
· Threats: Big cybersecurity companies; new hacker attacks; changing AI rules.

[bookmark: _Toc223648736]Key Legal & Ethical Considerations

· Following Privacy Laws: Keeping user data safe and anonymous. Adherence to standards like the NIST Cybersecurity Framework is critical for legal compliance [8].
· Checking for Bias: Testing AI to prevent unfair targeting.
· Being Transparent: Telling employees what is monitored and why.
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A plan is documented for using the Python AI Bank Watchdog (PABW) in a large bank. This plan has clear steps for building, deploying, and keeping the system running.

Building and Launching the System
Work is split into small steps. A tool like Trello lists and tracks these tasks [9]. The code is written in Python because it is a standard programming language for AI and data science projects, with many available libraries for machine learning [10]. The AI tool is built using these machine learning libraries to learn normal user behaviour. A system called Git saves every code change safely [11]. This lets a team work together without losing progress. A tool like Docker then packages the finished system. This makes sure it works the same everywhere, from testing to the bank's real servers [12].

Keeping the System Running and Improving It
After launch, the AI's work is checked. The team looks at the alerts to find mistakes. A key job is to check the AI for unfair decisions, called bias, following responsible AI principles [13]. Using this feedback, the team plans update to make the AI better. All updates are tested before use.

Teamwork, Security, and Rules
A team runs the PABW system. This team follows the bank's own security rules and project governance methods [7]. The team communicates regularly with each other and with bank departments to support smooth daily operations. All system changes, whether small code fixes or major updates, are documented in detail. This record-keeping helps maintain security, organisation, and compliance with bank requirements [7].
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Figure 5:Development and Operations Lifecycle for PABW
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Finding a project idea was surprisingly easy. A quick search online reveals countless articles about bank security breaches and the rising threat of insider attacks. The problem is everywhere news reports, industry papers, even casual conversations about data leaks. So, identifying what was simple. The real challenge began when I sat down to ask: how can I do something different?
This is where the creative work started. The idea for the Python AI Bank Watchdog did not come fully formed. It emerged slowly, through sketches on paper, mind maps, and late-night thoughts about what makes a security system truly helpful. I asked myself: what do smaller banks need? What can I build with the skills I have? How do I make it fair, not just functional? The ideation process was not about finding one perfect answer, but about letting the questions guide me toward something meaningful.
That thinking led to the PABW a tool that learns normal employee behaviour and flags what does not belong. Building it means learning Python and machine learning libraries like AI tools [13]. It means planning the whole journey, from research to deployment, using version control and Agile methods [3]. These are not just technical tasks. They are skills that will shape how I work for years.
But the project is not just about me. If this tool can help a small bank spot a threat early, it protects more than data it protects trust. Local banks and credit unions are part of people's lives. An affordable security tool could make a real difference [13]. And by building ethics into the design checking for bias, being transparent the project can model how technology should treat people fairly.
None of this was obvious at the start. The risks became clear only after thinking deeply: the "needle in a haystack" problem of finding rare threats, the danger of scope creep, the risk of an unfair algorithm [13]. Each challenge required a thoughtful response using proven detection methods, setting clear goals, planning bias audits from the beginning.
Looking back, the technical parts were straightforward to research. The hard part was the creative work the thinking, the questioning, the refining. That is where the real project lives. Not in the code, but in the ideas behind it.
In short, this project will develop my Python and machine learning skills, help smaller banks and some organisations improve security affordably, and address key risks through careful testing and planning.

[bookmark: _Toc223648740]Conclusion

The Python AI Bank Watchdog (PABW) project offers a structured path to building practical skills in AI development and project management. By addressing a real-world problem like insider threat detection, the project moves beyond theory into applied work. It develops abilities in Python programming, data analysis, and ethical AI design. Successfully managing the technical and planning challenges will result in a strong project outcome and demonstrate competency in a high-demand field.
The project's value goes beyond personal skill development. Its core aim is to create an affordable security solution for smaller financial institutions. This contributes to broader financial system stability and helps protect sensitive data. The PABW project is designed for banks of all sizes, but smaller banks and organisations are a key focus. They face the same insider threats as large institutions but often lack the budget for expensive security systems. An affordable tool can help close this gap and improve security for everyone. By prioritizing responsible practices, the PABW initiative shows how technology can serve society. It offers a model for building tools that are both impactful and ethical.
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Gantt Chart for PABW Project: Jan-Jun 2026

FINAL EVALUATION & REPORTING -
SYSTEM INTEGRATION & TESTING _
AIMODEL & SYSTEM DEVELOPMENT _

PROJECT PLANNING & LITERATURE REVIEW -

Jan Feb Mar Apr May Jun





image5.png
PEST Analysis: Key External Factors for PABW
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