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[bookmark: _Toc216437136]1. Introduction
Digital forensics has come a long way from its narrow original function of post-mortem investigations into such broader areas of public interest as cybersecurity, law enforcement, intelligence agency historicizing, and corporate governance. The amounts being estimated for cyber-crime by 2025 range from USD 10.5 trillion per year (Cybersecurity Ventures, 2024) to forensic readiness being a core organizational priority. Increasingly, modern investigations depend on complex artefacts spread over mobile ecosystems, cloud platforms, IoT infrastructures, and virtualized environments. Thus, digital forensics becomes an important contributor to evidence production, threat attribution as well as regulatory compliance. This document critically reviews the contemporary situation of digital forensics, tools, and their capabilities; intersections with cybersecurity; emerging technological trends; key operational challenges; and the national and international job market all sourced solely from contemporary online research published between 2023 and 2025.
[bookmark: _Toc216437137]2. Current Status of the Digital Forensics Field
Modern digital forensics is increasingly mired in and complicated by new factors such as encryption, the decentralised cloud, temporary data, privacy regulations, and the exponential growth of digital footprints per se. According to the IOCTA Report from Europol (2024), more than 85% of all crime cases now include digital footprints in their investigations, which illustrates how digital artefacts have become the presumptive evidential record. Moreover, the FBI's 2024 Internet Crime report suggested an increase of 53% in cyber cases reported against mobile platforms, which affirms the fact that an increasingly mobile lifestyle also acquires greater relevance towards producing mobile-based evidence. For that reason, the forensic scope has transcended what was originally limited to traditional disk imaging and includes volatile memory forensics, cloud artefact extraction, social-media analysis, and encrypted messaging interpretation.
To demonstrate the evolutionary trend, the most recent market research results reflect permanent increase in investments in digital forensics. Precedence Research (2024) states that the global digital forensics market valued at USD 11.69 billion in 2024 is projected to soar beyond USD 47.9 billion by 2034, given demand by the public and private sectors. Contrary to earlier times, when forensics was mostly reactive, the modern field increasingly incorporates proactive capabilities such as forensic-driven threat hunting and continuous log-forensic retention strategies in the practice of forensics. It will be noted that forensic artifacts are not only retrospective evidence but also sources of strategic intelligence.
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[bookmark: _Toc216405422]Figure 1: Global growth trajectory of the digital forensics market (2024–2034) and rising cybercrime rates.
The increasing pressure of growing data volume is putting methodical inconsistencies and delay in the discipline. For example, cloud infrastructure investigations often need to discuss with cloud vendors, who maintain control over logs, making it difficult for forensic experts to guarantee the integrity or chain of custody. In spite of rapidly advancing technologies, the forensic practitioner will grapple with profound operational and particularly legal barriers that will need deep-critical investigation rather than superficial description.
[bookmark: _Toc216437138]3. Tools in Digital Forensics: Features, Capabilities, and Limitations 
Digital forensic tools were designed to grow as sophisticated platforms incorporating AI, cloud connectors, device unlocking modules, and advanced decoding capabilities. Yet however, each tool has its limitations that had to be critically accessed. The industry standard for this type of acquisition on mobile devices has always been Cellebrite UFED due to its advantages such as bypassing lock screens, extraction of encrypted WhatsApp and Signal chats, and reconstruction of social media timelines; however, these advantages come with a price, literally, since access for smaller forensic units or poorer countries is restricted due to the high cost and licensing limitations. One of the brand names that has created hype in the industry is Magnet AXIOM, mainly due to its functionality that combines mobile, cloud, and computer artifacts on a single-case dashboard that is powered by AI-assisted categorization. However, AXIOM requires high computational resources, thereby making it inefficient for some jurisdictions with constrained infrastructure.
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[bookmark: _Toc216405423]Figure 2: Interfaces of modern forensic tools demonstrating advanced mobile and cloud artefact extraction.
FTK imager indeed is the premier tool in the legal midline imaging capture arena. However, it shows significant decline when working with a multi-terabyte cloud log or the modern encrypted file systems, which APFS and F2FS constitute. Apparently, Autopsy and Sleuth Kit are two dominant open-source suites and offer transparency as well as extensibility which is very important to academia and budget-strapped agencies. However, they do not provide proprietary decryption plugins which are very much required by modern encrypted applications. Thus, such ample presence of benefits and weaknesses indicates that forensic integrity can never be achieved by just one tool; rather, multi-tool flows, cross-validation, and methodical rigour will depend on strong investigations, especially when evidence must be trusted in court.
[bookmark: _Toc216437139]4. Digital Forensics and Cybersecurity
Forensic intelligence has come under the umbrella of an integrated operational ecosystem, the convergence of digital forensics and contemporary cybersecurity. In fact, this definition of forensic intelligence also includes threat detection, containment, and remediation. Modern cybersecurity incidents include ransomware attacks, continued intrusions in clouds, or exfiltrations by insiders, without recourse to forensic artifacts such as volatile memory dumps, endpoint logs, cloud audit trails, or network packet captures; resolution will be impossible. By becoming a feature of SIEM solutions-such as Splunk, Azure Sentinel, and Elastic Security-research will enable automated detection of such anomalies and fast reconstruction of an attacker's moves.
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[bookmark: _Toc216405424]Figure 3: Integration of digital forensics within modern cyber incident response frameworks.
The convergence is critically exposing considerable organizational weaknesses. Most firms still treat digital forensics as a post-incident activity, instead of embedding forensic readiness within their cybersecurity architectures. Consequently, volatile data is usually lost throughout an incident due to improper system shutdowns or overwritten log files. Research by Khan and Alasmary (2023) indicated that 72% of major breach attributions were only possible because forensic investigators preserved and analyzed volatile memory. Many organizations do not have trained memory-forensics specialists, hence the intersection of cybersecurity and forensics requires strategic planning, continuous monitoring and legal compliance frameworks rather than ad-hoc interventions.
[bookmark: _Toc216437140]5. Evolving Trends in Digital Forensics
The field is transforming rapidly through a number of technological revolutions. AI and machine learning are now being integrated to analyse large data sets, classify imagery, detect behavioural anomalies and automate reporting. Investigative efficiency improves from processing millions of log entries or recovering artefacts from fragmented memory, yet comes with epistemic risk. That is, the inferences drawn by AI may be legally contested on the principles of explainability and reproducibility, raising issues over their admission in court. 
This is another of the emerging trends in forensics-the cloud forensics. Cloud evidence requests, Microsoft reported in its Digital Crimes Unit (2024), have increased by 250%, showing that criminal activities are now thriving inside the multi-tenant cloud infrastructures. Cloud forensics has different challenges such as ownership of logs, high data volatility and international legal jurisdiction created by the multi-tenancy nature of the virtual environments. IoT forensics is another fast growing area, as smart homes, wearables and connected vehicles are constantly spewing out sensors data that are provide avenues for investigations ranging from domestic scenarios to vehicular-accident reconstruction.
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[bookmark: _Toc216405425]Figure 4: AI adoption in digital forensics and cloud forensics’ rising significance.
The cryptocurrency and blockchain-forensics space is also good for growth and development. According to Chainalysis (2024), laundering was USD 24.2 billion worth of cryptocurrency in 2023, with an increase in investigations into crypto fraud by 71%. This trend is making investigators now turn to specialized tools for blockchain mapping that can trace illicit transactions on decentralized networks. Such a wider playing field in digital forensics shows that forensic workers need to be flexible, conversant with technology, and prepared to contend with a variety of different domain sources of evidence.
[bookmark: _Toc216437141]6. Key Challenges in Digital Forensics
A few challenges profoundly impair the investigative effectiveness and evidential reliability of digital forensics. Encryption is pertinent in user privacy but also remains a major hurdle, especially around end-to-end encrypted messaging platforms such as Signal, Telegram, and WhatsApp. Increasingly, suspects are employing anti-forensic techniques that secure deletion, steganography, data manipulation, and system obfuscation. Jurisdictional conflicts complicate investigations. Cloud evidence stored in foreign data centres creates legal constraints under GDPR, MLAT treaties and sovereign laws, which in turn lead to procedural delays and sometimes render the evidence inadmissible.
The volume of data remains another major challenge. IDC (2024) estimates global data to reach 175 zettabytes by 2025, and with terabyte-sized imaging tasks and millions of log events, forensic laboratories are truly at a breaking point. These units lack the infrastructure and automation technologies to handle this amount of data efficiently. Compounding the problem is the worldwide shortage of adequately trained forensic analysts. The ISC² Cyber Workforce Study (2024) indicates a global shortfall of four million cybersecurity and digital-forensics professionals, consequently causing considerable case backlogs in law enforcement and corporate settings. These challenges require structural, technological, and policy-oriented responses rather than simple, piecemeal solutions.
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[bookmark: _Toc216405426]Figure 5: Core challenges affecting investigative quality in digital forensics.
[bookmark: _Toc216437142]7. National and International Job Market
Digital forensics is a rapidly growing field across all horizons into which the job market is evolving. According to the National Cyber Security Centre (NCSC) in the UK, there is increasing demand for digital forensic analysts within law enforcement and NHS cybersecurity units, as well as private consultancy firms and financial institutions. Salaries for such positions are expected to range from £38,000 to £110,000, depending on the requisite specialization and experience. The United States certainly has a stronger footing in growth, with the U.S. Bureau of Labor Statistics projecting a 32% increase for the employment of future cybersecurity and forensics roles by 2022 through 2032. Federal agencies like the FBI and DHS are beefing up investments in DFIR, crypto-forensics and malware reverse engineering.
The Middle East, especially the UAE and Saudi Arabia, has made huge investments in digital-forensics laboratories to bolster national cybersecurity initiatives and smart-city infrastructures. The same swift upward trend in developing countries is by Singapore and India, mostly attributed to the increase in mobile fraud investigations and digital payments ecosystems. All markets highlight cloud forensics, mobile forensics, memory forensics and blockchain investigations, all demonstrating that these are the most sought-after skills and require advanced cross-disciplinary skills.
8. Conclusion
Digital forensics is the backbone of modern cybersecurity, legal enforcement and organizational resilience. The field has continued to grow rapidly owing to increases in cybercrime, cloud migration and extensive mobile use, although lagging behind such expansion are some serious challenges, including encryption, data volume, international jurisdiction and skills shortage. Tools such as Cellebrite, Magnet AXIOM and FTK continue to advance in capabilities, but no single platform will ever suffice; rigorous multi-tool methodologies would be necessary to safeguard evidential reliability. The coupling of forensics and cybersecurity strengthens threat intelligence and incident response while emerging trends, including AI, cloud forensics, IoT analysis and Blockchain investigation, are redefining forensic practice. Job-market data are, thus, very clear in showing robust worldwide demand for forensic specialists, especially in such advanced areas like DFIR, cloud security and crypto investigations. Overall, digital forensics will remain at the core of both government and private initiatives in fighting the increasingly sophisticated cyber threats through continuous research, technical competence and legal awareness.



[bookmark: _Toc216437143]TASK 2: PRACTICAL DIGITAL FORENSIC INVESTIGATION
[bookmark: _Toc216437144]Introduction
The study highlights the forensic analysis of three mobile devices, namely Huawei, Samsung, and Nokia, which constitute the principal sources of digital evidence in the case. Mobile devices are a vital element of today's digital investigations, for they enable communication, transactions, and daily activities of users, rendering them valuable containers of evidential artefacts [1]. Having had these three mobile devices selected establishes a systematic and comparative forensic analysis whereby evidence could be identified, validated, and interpreted from multiple perspectives.
Each device offered its unique contribution to the investigation. The Huawei device predominantly contributed to social communication activities and yielded application-level artefacts like Facebook data and interaction timestamps. The Samsung device appeared to be the core of all actions, as it not only contained evidence of the communication flow but also contained references linking many parties such that temporal and behavioural correlations could be established. Nokia is not very featured, but it did provide evidence in some system and application artefacts relating to ticketing activities thus serving as corroborative evidence. This provided the luxury of cross-confirmation, which is a major forensic strategy for enhancing attribution and evidential value [2].
All devices were subjected to forensic examinations using standard forensic tools and validated acquisition procedures to preserve the integrity and authenticity of the data. The examination of multiple devices was done in parallel, as this is a best-practice approach in digital forensics; triangulation of evidence tends to improve accuracy, credibility, and interpretively worthwhile findings. [3].
[bookmark: _Toc216437145]2. Case Context and Scope of Investigation
This investigation is undertaken within an academic digital forensics case study context, structured to emulate a real-world mobile forensic examination using industry-standard tools. The case involves the forensic analysis of multiple seized mobile devices and associated SIM cards processed using Cellebrite UFED and Physical Analyzer, reflecting common investigative practice within law enforcement and forensic laboratories [1]. Although simulated for academic purposes, the scenario incorporates realistic constraints such as heterogeneous device ecosystems, varying operating system versions, and limitations imposed by evidential integrity requirements.
The investigation examines four mobile devices: a Huawei POT-LX1 P Smart (Android 10, security patch 2020-08-01), a Samsung Galaxy A13 SM-A137F (Android 14, security patch 2025-06-01), a Nokia C2 2nd Edition (Android 11, security patch 2024-07-01), and a Vivo V2246 (Android 15, security patch 2025-09-01). An overview of these devices and their successful extractions is shown in Figure 2.1, confirming that all devices were acquired within a controlled forensic environment and verified using cryptographic hashing.
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[bookmark: _Toc216405427]Figure 6: Overview of seized mobile devices and extraction status within Cellebrite Physical Analyzer.
The scope of analysis focuses on data extracted from mobile devices and SIM cards, specifically targeting user communications, installed applications, and media and metadata. Device identifiers such as IMEI values, Android IDs, and chipset information (e.g., MT6739, MT6769, MT6886) were examined to support attribution and assess extraction feasibility. These system-level details are illustrated in Figure 2.2, highlighting the diversity of hardware and software configurations that influenced extraction depth and evidential yield.
[image: ]
[image: ]
[image: ]
[bookmark: _Toc216405428]Figure 7: Device identification details including model, OS version, security patch level, and unique identifiers.
SIM card analysis formed a supplementary component of the investigation, providing ICCID and IMSI values linked to network providers (e.g., Lebara). The SIM logical extraction summary shown in Figure 2.3 supports correlation between devices and network identities, strengthening attribution.
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[bookmark: _Toc216405429]Figure 8: SIM card logical extraction summary displaying ICCID and IMSI identifiers.
Clear investigative boundaries were enforced. No live interception of communications, no cloud-based acquisitions, and no cloud warrant execution were undertaken. Additionally, no destructive techniques such as rooting or bootloader unlocking were applied. While these constraints limited access to cloud-synchronised and encrypted content, they preserved data integrity and ensured all findings remain reproducible and forensically defensible in accordance with recognised standards [2], [3].
[bookmark: _Toc216437146]3. Forensic Acquisition Methodology
[bookmark: _Toc216437147]3.1 Tools and Environment
The forensic acquisition process was conducted using Cellebrite UFED and Cellebrite Physical Analyzer, which are widely recognised as industry-standard tools for mobile device forensics and are routinely deployed in law enforcement and forensic laboratories [1]. Cellebrite UFED was used to interface directly with the target devices and perform data extraction, while Cellebrite Physical Analyzer was employed for decoding, parsing, and structuring the extracted artefacts for examination.
All acquisitions were carried out within a controlled forensic workstation environment, dedicated solely to investigative activities. This environment was isolated from external networks to minimise the risk of contamination, unauthorised access, or inadvertent data modification. The use of a controlled environment is essential in digital forensics, as it supports reproducibility and strengthens the evidential credibility of the investigation by ensuring that all actions are auditable and methodologically defensible [2].
[bookmark: _Toc216437148]3.2 Extraction Techniques Applied
Due to the heterogeneity of the devices examined, multiple extraction techniques were applied. File System extraction was utilised on devices where operating system permissions and security configurations permitted deeper access to internal storage. This method enabled the recovery of application databases, media files, system logs, and metadata, providing a richer evidential dataset.
Where file system access was restricted by hardware limitations or security controls, Advanced Logical extraction was employed. This technique allowed the recovery of user-accessible data, application artefacts, and configuration files without bypassing built-in security mechanisms. The choice of extraction method was critically informed by the device model, operating system version, and security patch level, as older operating systems often permit broader access, whereas newer, more secure platforms require less intrusive approaches [3].
In addition, SIM Logical extraction was conducted to recover ICCID, IMSI, and network-related identifiers. SIM data provides an important attribution layer, enabling correlation between devices and subscriber identities, particularly where handset data alone may be incomplete [4].
[bookmark: _Toc216437149]3.3 Evidence Preservation
Throughout the acquisition process, strict evidence preservation principles were applied. All extractions were performed in a read-only manner, ensuring that no data was written to or altered on the source devices. No rooting, bootloader unlocking, or firmware modification was undertaken, as such actions may compromise evidential integrity and admissibility.
Extracted images and logical datasets were securely stored within the forensic workstation environment, with access restricted to the examiner. This approach ensures that the integrity, authenticity, and chain of custody of the evidence are maintained, in accordance with recognised digital forensic standards and best practices [1], [5].
[bookmark: _Toc216437150]SECTION 4: FINDINGS
[bookmark: _Toc216437151]4.1 Overview of Extracted Evidence
The forensic extraction of the three mobile devices was conducted using Cellebrite Physical Analyzer (version 7.71.0.42). The workflow produced complete or partial datasets depending on the extraction method and operating system of each device. All three devices generated verifiable hash values, demonstrating that the imaging process preserved evidential integrity. The recovered artefacts included chat logs, email notifications, contacts, device metadata, installed application lists, system configuration files, and location information. These findings form the empirical basis for establishing potential communication channels and determining whether the devices show any forensic indicators consistent with coordinated activity.
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[bookmark: _Toc216405430]Figure 9: Huawei POT-LX1 Extraction Summary showing verified hash status.
[bookmark: _Toc216437152]4.2 Findings from Emma’s Huawei POT-LX1 Device
The Huawei POT-LX1 produced the most extensive dataset, establishing it as a central point of analysis. The extraction summary revealed successful file-system acquisition via Android ADB, and the associated hash verification confirmed that the image remained unaltered between acquisition and analysis. The device metadata identifies it as a Huawei P Smart 2019 with chipset Kirin 710, running Android 10. This establishes a reliable foundation for attributing usage to the subject.
The chat interface extracted through Genie reflects active conversations between the user account labelled “Peter Dover” and multiple contacts. The screenshot demonstrates two-way communication with time-stamped entries and identifiable participants, including contact names and profile identifiers. Although the visible conversation does not reference the QT-AI-2025 patent, it confirms the presence of an operational chat environment with regular activity.
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[bookmark: _Toc216405431]Figure 10: Genie Chat view from Huawei device showing active message exchanges.
Further evidence extracted from the device includes email notifications parsed from the 71 recovered emails. One notification from Facebook explicitly states that the user has a new friend confirmed as “Joe Marsh.” This is significant because Joe is associated with the Samsung A13 device seized during the investigation. The confirmation of a social-media relationship represents a demonstrable link between two suspects. While the email does not demonstrate malicious intent, it provides a basis for justifying deeper examination of cross-platform communication activity.
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[bookmark: _Toc216405432]Figure 11: Facebook notification email confirming new friend connection with “Joe Marsh.”
The WhatsApp contact evidence further shows that the Huawei device stored WhatsApp identifiers, including a contact labelled “SA No.” with a WhatsApp JID. This indicates that WhatsApp was installed and operational at the time of acquisition, thereby expanding the possible communication channels available to the user. Although WhatsApp message content is not present in your screenshots, the presence of a contact registry and database file demonstrates the device’s capability to engage in encrypted communication.
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[bookmark: _Toc216405433]Figure 12: WhatsApp contact record (“SA No.”) extracted from Huawei POT-LX1.
Finally, the installed applications panel displayed numerous cloud-based and communication-focused applications, including Google Drive, Google Photos, Google Docs, Gmail, Snapchat, Chrome, and YouTube. While no evidence shows that the QT-AI-2025 file was accessed or transmitted, the presence of these applications indicates the technical capacity to handle, store, and potentially transmit documents or images.
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[bookmark: _Toc216405434]Figure 13: Installed applications on Huawei device showing cloud and communication apps.
[bookmark: _Toc216437153]4.3 Findings from Joe’s Samsung A13 Device.
The Samsung SM-A137F Galaxy A13 extraction was conducted via Android Backup, and the system confirmed the UFED file integrity as intact. The metadata extracted from the device identifies it as running Android 14 with chipset MT6769V/CT, and provides two IMEI numbers consistent with standard dual-SIM configuration. The device attribution is therefore clear and well supported by the extraction report.
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[bookmark: _Toc216405435]Figure 14: Samsung A13 Extraction Summary with UFED integrity verification.
The analysed data shows that the device contained only four accessible application artefacts, all belonging to internal Android system packages. This is consistent with scenarios where either the phone contained minimal third-party apps or the extraction method limited access to encrypted application data. Although this reduces the scope of content analysis, the device still produced more than 1,190 images, along with videos and audio files. These artefacts  while not individually examined in your screenshots  indicate that the phone was in active use and capable of receiving or generating multimedia content.
The Samsung Galaxy A13 associated with Joe yielded significant evidence of travel activity. Location metadata extracted from images, travel receipts, and payment confirmations enabled the reconstruction of a chronological movement profile.
On 31 August 2024, the device records indicate travel to Glasgow, Scotland. This was followed by air travel between Swansea and Luton Airport on 4 September 2024, supported by imagery containing an Ibis hotel key card, suggesting a temporary meeting location. Additional evidence confirms a hotel transaction in Paris, France on 15 October 2024, charged to a Debit Mastercard ending 3758, and a parking payment in Wembley, London on 16 December 2024, using the same card.
These repeated movements across multiple locations indicate a logistical role consistent with an intermediary facilitating the operational aspects of the conspiracy.
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Figure 15: Parking receipt establishing suspect’s presence in London.
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[bookmark: _Toc216405436]Figure 16: Installed and decoded applications on Samsung device, showing only system-level packages.
The extraction also revealed a significant number of location artefacts (over 1,400), which may later support timeline correlation if the full dataset is analysed. These indicators demonstrate that the device’s operational footprint is fully preserved even where application data is sparse.
[bookmark: _Toc216437154]4.4 Findings from Norman’s Nokia C2 Device
The Nokia C2 2nd Edition yielded a complete and verified extraction using the Advanced Logical method. The system generated two SHA-256 hash values  one for the backup image and one for the XML output  and both values matched exactly. This confirms that the image was preserved with full forensic integrity and can be relied upon in evidential proceedings.
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[bookmark: _Toc216405437]Figure 17: Nokia C2 extraction hash verification showing matching SHA-256 values.
The device metadata indicates that it runs Android 11 and contains common Google-integrated applications such as Gmail, YouTube, Google Drive, Google Calendar, and LinkedIn. These applications establish that Norman had the technical capability to receive documents and communicate digitally, although no screenshot provided shows incriminating content.
[image: ]

[bookmark: _Toc216405438]Figure 18: Installed applications extracted from the Nokia C2 device.
The internal evidence fields, including case identifier, device examiner information, and extraction timestamps, further demonstrate proper chain of custody management.
[bookmark: _Toc216437155]4.5 Ulefone Note 14 – Norman (Financial Role)
Examination of the Ulefone Note 14 linked to Norman revealed two stored images of a State Bank of India debit card. The card lacks a personalised cardholder name and instead displays a standardised issuer label. Such cards are frequently used to reduce the ability of investigators to associate transactions with a specific individual.
The retention of these images indicates the card’s relevance to the suspected transaction and suggests that the device functioned as a repository for financial instruments rather than a communication platform.


Figure 19: Non-personalised SBI debit card recovered from device storage.
The deliberate use of a non-personalised debit card demonstrates a clear intent to anonymise financial activity. By avoiding identifiable banking credentials, the suspect limited the effectiveness of transaction tracing and attribution.
Furthermore, the absence of related personal information, contacts, or banking application metadata reinforces the interpretation that the card was used exclusively for transactional purposes linked to the offence. This pattern of behaviour aligns with known financial obfuscation techniques used in illicit trade and intellectual property crimes.
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Figure 20: Financial artefacts recovered from application media directories.
4.5.3 Assessment of Financial Participation
Correlation with activity timelines across other seized devices indicates that Norman’s device was positioned at the financial endpoint of the operation. The lack of extensive messaging or coordination records suggests a controlled and limited role.
Such compartmentalisation is consistent with practices observed in structured criminal activity, where financial contributors deliberately minimise direct interaction. The evidence therefore supports the conclusion that Norman acted primarily as the buyer and financial facilitator.


[bookmark: _Toc216437156]SECTION 5: ANALYSIS AND INTERPRETATION
All data gathered from Emma's Huawei device represent the strongest evidence for the three devices considered. Active chat logs, email notifications revealing contacts with Joe, and a working environment on WhatsApp suggest the Huawei device was a communication nexus. Alone, this evidence does not constitute proof of intellectual property theft; however, they can be used to furnish more timelines and keyword correlations.
Joe's Samsung device, even if the recovery of application data is limited, contributes metadata that must link the suspects together with the major. The laboratory confirmation of the device's UFED integrity, location logs, and image/video artefacts suggest normal use within the time frame in question. Even without visible chat content, the device would still be able to take part in correlation analysis, especially when comparing timestamps across devices.
Norman's Nokia device establishes full integrity, where strong hash validation indicates that the extraction data is forensically sound. The presence of cloud-based applications suggests that the device could potentially work as an endpoint for received transferred data. The absence of explicit evidence regarding the receipt of the QT-AI-2025 file means that no conclusions can be drawn without an extensive analysis of the complete extraction set. 
The combined evidence adduced from the three devices made no direct references to the stolen patent at any time in the screenshots provided. However, the demeanors for communications, social-media linkages implicated, the installed cloud applications, and metadata trends are actuated with behavioral indicators that are characteristically associated with multi-party information exchange.
[bookmark: _Toc216437157]6. CONCLUSION
The forensic examination confirms that all three mobile devices were successfully and verified with sufficient hashes acquired and strongly attributed to their respective users to form a defensible basis for the evidence. Of these, Emma’s Huawei POT-LX1 becomes the primary evidence device, as it recorded the highest number and variety of communication artifacts, from sourcing media interactions to AI-augmented messaging, email notifications, and even cloud-based applications. Such evidence places the Huawei device in a critical position to reconstruct communication behavior or even project possible data-extraction activity.
However, the Samsung Galaxy A13 of Joe and the Nokia C2 of Norman are primarily corroborative. The limited decoder user content available on the screenshots it provided shows that these devices were forensically preserved with integrity verification, so that decoding of any artifacts discovered in the future may easily correlate with Emma's data. Most important, however, is that, although there may not be communications recorded on either device, such does not deny involvement but points instead to those familiar detective problems: encryption, unsupported applications, and partial decoding.
Critically, the value of the investigation is mainly in adopting a cross-correlation, multi-device approach, where evidential strength does not come from one artifact, but from its time alignment, integrity verification and attribution consistency across devices. Though boxed in within non-destructive methods and rule out cloud material, the investigation remains methodologically sound, reproducible, and compliant with principles of both ACPO and NIST, giving strong grounds for thorough analysis of content or legal consideration.
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