Lab 7
Type the command you used to find out your host IP Address [image: ]Type the command you used to scan after finding your host IP Address 
	Nmap 10.0.2.15
Record the outcomes of the above command here [image: ]
Step 3: Analyse the outputs/outcomes from Step 1 and 2 and record your reflections. (Hint: Analyse what is the difference between local host and ip address of the host, If ports displayed are different, Why is it different? etc (not limited to the hints))
	The local host includes ipp
Step 4: Why is the nmap scan only scans the first 1000 ports? What will be the command to scan all the ports?
	Nmap -p- 10.0.2.15
[image: ]
sudo nmap –sU localhost
sudo nmap –p137 localhost
[image: ]
Step 7
sudo nmap –pportnumber host_ip
[image: ]
sudo nmap –pportnumber_startrange-portnumber_endrange host_ip
[image: ]sudo nmap –pportnumber,portnumber host_ip
[image: ]
Step 8
[image: ]
--
[image: ]
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cisco@ubuntu:~$ sudo nmap -p22,23 10.6.2.15

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-18 ©4:04 CST
Nmap scan report for 10.0.2.15

Host is up (0.000035s latency).

PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

Nmap done: 1 IP address (1 host up) scanned in ©.41 seconds
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cisco@ubuntu:~$ nmap -sV localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-18 04:07 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.000091s latency).

Not shown: 998 closed ports

PORT  STATE SERVICE VERSION

22/tcp open  ssh OpenSSH 7.2p2 Ubuntu 4ubuntul (Ubuntu Linux; p
rotocol 2.0)

23/tcp open telnet Linux telnetd

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at
https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 4.80 seconds
cisco@ubuntu:~$
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cisco@ubuntu:~5 nmap --version-trace
Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-18 04:10 CST
PORTS: Using top 1000 ports found open (TCP:1000, UDP:0, SCTP:0)
--- - Timing report -
hostgroups: min 1, max 100000
rtt-timeouts: init 1000, min 160, max 10000
max-scan-delay: TCP 1000, UDP 1000, SCTP 1000
parallelisn: min 0, max 0
max-retries: 10, host-timeout: @
min-rate: 0, max-rate: ©

Read from /usr/bin/../share/nmap: nmap-services.

WARNING: No targets were specified, so @ hosts scanned.

Nmap done: © IP addresses (6 hosts up) scanned in 0.15 seconds
cisco@ubuntu:~$





image1.png
©® Network

Allsettings Network

Wired

Connected - 1000 Mb/
&5 Network proxy
Hardware Address 08:00:

IPv4 Address 10.0.2.15
IPv6 Address Fes

da6:33ec:da2’:
Default Route 10.0.2.2
DNS 109.246.13.15





image2.png
'iIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
cisco@ubuntu: ~ 1y B 4) 3:25AM
ciscogubuntu:~$ nmap localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-18 ©3:21 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.00012s latency).

Not shown: 997 closed ports’
PORT  STATE SERVICE
22/tcp open ssh

23/tcp open telnet
631/tcp open ipp

Nmap done: 1 IP address (1 host up) scanned in .27 seconds
ciscogubuntu:~$ nmap 16.6.2.15

E Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-18 ©3:25 CST

Nmap scan report for 10.0.2.15
Host is up (0.000086s latency).
Not shown: 998 closed ports
PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

Nmap done: 1 IP address (1 host up) scanned in ©.30 seconds
cisco@ubuntu:~$ i
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cisco@ubuntu:~$ nmap -p- 10.60.2.15

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-18 03:57 CST
Nmap scan report for 10.6.2.15

Host is up (0.60011s latency).

Not shown: 65533 closed ports

PORT ~ STATE SERVICE

22/tcp open ssh

23/tcp open telnet

Nmap done: 1 IP address (1 host up) scanned in 3.89 seconds
cisco@ubuntu:~$ [l
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cisco@ubuntu:~$ sudo nmap -sU localhost

starting Nmap 7.01 ( https://nmap.org ) at 2020-11-18 03:46 CST
Nmap scan report for localhost (127.0.6.1)

Host is up (0.000015s latency).

Not shown: 997 closed ports

PORT STATE SERVICE

68/udp  open|filtered dhcpc

631/udp open|filtered ipp

5353/udp open|filtered zeroconf

Nmap done: 1 IP address (1 host up) scanned in 2.91 seconds
cisco@ubuntu:~$ sudo nmap -p137 localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-18 ©3:42 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.000047s latency).

PORT  STATE SERVICE

137/tcp closed netbios-ns

Nmap done: 1 IP address (1 host up) scanned in ©.40 seconds
ciscogubuntu:~$
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cisco@ubuntu:~$ sudo nmap -p22 10.6.2.15

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-18 ©4:01 CST
Nmap scan report for 10.0.2.15

Host is up (.00013s latency).

PORT  STATE SERVICE

22/tcp open ssh
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cisco@ubuntu:~$ sudo nmap -p100,200-1024 10.0.2.15

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-18 04:06 CST
Nmap scan report for 10.6.2.15

Host is up (0.0000060s latency).

ALl 826 scanned ports on 10.6.2.15 are closed

Nmap done: 1 IP address (1 host up) scanned in 1.76 seconds
cisco@ubuntu:~$




