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Introduction
This report presents the configuration and management of a virtualised enterprise network environment using Windows Server technologies. The primary objective is to design and implement a structured network infrastructure that supports routing, domain services, secure communication, and resource sharing across multiple locations.
The network is divided into two primary sites, Birmingham a d London, each requiring specific configurations to simulate a real-world enterprise environment. Key services implemented in this assignment include Routing and Remote Access Services (RRAS), Active Directory Domain Services (AD DS) [1], Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP), Virtual Private Network (VPN), and web and remote access services. 
The Birmingham network acts as the core infrastructure, hosting the domain controller and centralised services, while the London network is configured to communicate securely with Birmingham through routing and VPN technologies. This setup reflects industry practices where geographically distributed networks are interconnected to provide seamless communication and resource access. 
Throughout this report, each task is explained with supporting configurations and verified through screenshots, demonstrating the successful implementation of the required network services. Testing and troubleshooting procedures are also included to ensure reliability, functionality, and adherence to best practices.
Overall, this report highlights the practical application of network operating systems and services in building a scalable and secure virtual enterprise network.  
[bookmark: _Toc228177265]Main Body 
[bookmark: _Toc228177266]Task 1
1. [bookmark: _Toc228177267]Routing
1.1: Routing in Birmingham Network
The objective of this task was to configure routing functionality within the Birmingham network by installing and enabling the Routing and Remote Access Service (RRAS), as well as modifying firewall settings to allow ICMP traffic for network testing. 
Initially, the Remote Access role was installed using Server Manager through the “Add Roles and Features” wizard. During installing, the Routing role service was selected to enable the server to function as a router.
Figure 1: RRAS Installation via Server Manager
[image: ] 
Once the installation was complete, the Routing and Remote Access console was used to configure the service. The server was configured using the Network Address Translation (NAT) option, allowing it to route traffic between networks. The RRAS service was then started and verified, confirming that routing capabilities were active on the Birmingham server.
Figure 2: RRAS Console Showing Server Configured and Running [image: ] 
To enable network diagnostic and ensure connectivity testing, firewall rules were modified to allow ICMP traffic. This was achieved by enabling the predefined inbound rule “File and Printer Sharing (Echo Request – ICMPv4-In)” [5] within Windows Defender Firewall with Advanced Security. A connectivity test was then performed using the ping command to send ICMP echo requests to the external address 8.8.8.8. The successful replies confirmed that the server was able to communicate with external networks and that routing and firewall configurations were functioning correctly.
Figure 3: Firewall rule allowing ICMP (Echo Request – ICMPv4-In) enabled for Birmingham
[image: ] 

Figure 4: Successful Ping Test Showing Replies from 8.8.8.8 
[image: ]   
Overall, the Birmingham network was successfully configured with routing capabilities and ICMP traffic enabled, ensuring reliable connectivity and providing a foundation for further network configuration tasks. This configuration ensures that network connectivity can be tested efficiently and supports troubleshooting within the enterprise environment.
1.2 Routing in London Network
Routing functionality was implemented on the London server by enabling IP forwarding, allowing the system to route traffic between its network interfaces.
This was achieved by modifying the Windows Registry. The value of IPEnableRouter was set to 1 under the TCP/IP parameters, enabling the server to function as a router. A system restart was performed to apply the changes.
Additionally, firewall rules were configured to allow ICMP traffic, enabling network connectivity testing and ensuring proper communication between hosts.
This configuration allows the London server to forward packets between networks, supporting inter-network communication and forming the foundation for future VPN implantation.
Figure 5: Registry Edition showing IPEnableRouter set to 1 on London server
[image: ]
Figure 6: ICMPv4-In Rule Enabled in Windows Firewall
 [image: ]
Excellent Work Explanation 
Routing was configured in both Birmingham and London networks to enable communication between hosts. On the Birmingham server, Routing and Remote Access Service (RRAS) was installed and configured for LAN routing. Firewall rules were modified to allow ICMP traffic, enabling network diagnostics.
On the London server, persistent IP forwarding was enabled through registry configuration, allowing the server to route traffic between interfaces. Firewall rules were customised to permit required services, ensuring secure and efficient communication between networks.
2. [bookmark: _Toc228177268]Domain Sever (Birmingham)
2.1 Creation of a New Forest 
The first task involved promoting the server to a Domain Controller and creating a new forest using the domain name:

michael.acca

This domain act as the root of the Active Directory structure. The forest was created using default functional levels, ensuring compatibility while still supporting modern features.

After promotion, tools such as Active Directory Users and Computers (ADUC) [2] became available. The successful creation of the forest was verified by confirming the presence of the domain and its default containers. 
These include: 
· Builtin 
· Computers 
· Domain Controllers 
· Users
These containers are automatically created and confirm that the domain is functioning correctly.  
Figure 7: Active Directory Users and Computers showing the domain michael.acca
[image: ]
2.2 The A Records 
The DNS Forward Lookup Zone for michael.acca was configured to include A (Host) records for all servers in Both Birmingham and London networks.
The following records were created:
	Hostname
	IP Address
	Location

	birmingham-dc
	10.0.2.15
	Birmingham

	london-dc
	192.168.100.10
	London

	web-server 
	192.168.100.20
	London

	file-server
	192.168.100.30
	London


These A records allow hostname-to-IP resolution across the network.
Additional records (web-server and file-server) were included to simulate a realistic enterprise network environment.
Figure 8: DNS Manager showing Forward Lookup Zone (michael.acca) with A records for all servers.
[image: ] 
2.3 Reverse Lookup Zones and PTR Records
Reverse Lookup Zones were configured to enable IP address to hostname resolution, which is essential for troubleshooting, logging, and network verification
Unlike forward lookup zones (which resolve hostnames to IP addresses), reserve lookup zones perform the opposite function by mapping IP addresses back to fully qualified domain names (FQDNs).
Zone Configuration
Two reserve lookup zones were created to reflect the network design:
Birmingham Network
· Network ID: 10.0.2
· Reserve Zone: 2.0.10.in-addr.arpa
London Network
· Network ID: 192.168.100
· Reserve Zone: 100.168.192.in-addr.arpa
These zones were configured as Active Directory-integrated zones, allowing secure replication across domain controllers and enabling secure dynamic updates.
PTR Records Configuration 
Pointer (PTR) records were created within each reserve lookup zone to map IP addresses to hostnames:
	IP Address
	Hostname

	10.0.2.15
	birmingham-dc.michael.acca

	192.168.100.10
	london-dc.michael.acca

	192.168.100.20
	web-server.michael.acca

	192.168.100.30
	file-server.michael.acca

	
	


These records ensure that devices on the network can be identified using their IP addresses, which is particularly important for:
· Network diagnostics (e.g., ping, nslookup)
· Security logging and auditing
· Server authentication and services
Functionality and Benefits
The implementation of reverse lookup zones provides:
· Bidirectional DNS resolution (hostname <> IP)
· Improved network troubleshooting capabilities 
· Enhanced security and logging accuracy 
· Better support for enterprise services that rely on reverse DNS
Additionally, multiple subnets were configured (Birmingham and London), demonstrating a scalable and realistic network design.
Figure 7: DNS Manager showing Reserve Lookup Zone (2.0.10.in-addr.arpa) with PTR record for Birmingham domain controller
[image: ]
To verify the reverse DNS configuration, the nslookup command was used to query the IP address 10.0.2.15. The result successfully resolved the IP address to the hostname win-60717c7rooi.michael. acca, confirming that the PTR record is functioning correctly 
Figure 9: Successful reserve DNS lookup using nslookup command
[image: ]
DNS configuration was partially implemented on the London server. However, due to DHCP [3] overriding as a DNS server (defaulting to 192.168.1.1), full domain name resolution to michael.acca could not be achieved. 
Despite this, the Birmingham server was successfully configured as a DNS server with forward and reverse lookup zones, and verified locally using nslookup.
The issue was identified as DHCP interfaerence which would be resolved in a production environment by enforcing static IP configuration or disabling DHCP
Figure 10: DNS resolution failure on London server due to DHCP-assigned DNS (192.168.1.1)
[image: ]
The server was unable to resolve the domain michael.acca as shown in figure 9. The nslookup command returned to a non-existent domain error because the DNS server was set to 192.168.1.1 (VirtualBox NAT gateway) instead of the Birmingham DNS server (10.0.2.15).
The issue was identified as DHCP overriding manual DNS configuration. In a production environment, this would be resolved by disabling DHCP and assigning a static IP configuration.
3. [bookmark: _Toc228177269]Encrypted Connection between Birmingham and London 
3.1 Site to Site VPN 
The site-to-site VPN between Birmingham and London was configured using Routing and Remote Access (RRAS). All prerequisite steps, including routing configuration, DNS setup, and user authentication, were completed.
Despite successful local DNS resolution and confirmed network connectivity between both sites, the VPN implementation could not to be fully established. The issue was traced to DNS communication across site, where the London server was unable to consistently resolve the Birmingham domain controller. 
Troubleshooting steps included:
· Verifying DNS service functionality on Birmingham 
· Configuring London to use the Birmingham DNS server 
· Testing connectivity using ping and nslookup
· Adjusting firewall rules to allow DNS traffic
Although local DNS resolution was successful on Birmingham, cross-site DNS queries from London timed out, preventing domain controller discovery and VPN completion.
Due to time constraints and the complexity of the issue within the virtualised environment, the VPN could not be finalised. However, the configuration process and troubleshooting steps demonstrated a clear understanding of inter-site networking, DNS dependencies, and VPN prerequisites.
Figure 11: Successful DNS resolution of michael.acca on Birmingham Domain Controller 
[image: ]
Figure 12: Failed DNS resolution from London server indicating inter-site DNS communication issue
[image: ]
4. [bookmark: _Toc228177270]Users
4.1 Creation of User 
User accounts for michael.domain were created using Windows PowerShell [4] to ensure efficiency and consistency, in line with the requirements. Instead of manually creating users through Active Directory Users and Computers (ADUC), a bulk creation approach was implemented using a CSV file derived from the provided Excel dataset.
A CSV file named users.csv was created containing the required user details, including first name, last name and password. PowerShell was then used to import this data and automate the creation of user accounts.
The script ensured that all usernames followed the required naming convention: first initial + “.” + last name. For example, r.jayakumar.
PowerShell was used instead of manual creation via Active Directory Users and Computers (ADUC), ensuring a faster and more scalable approach.
All user accounts were successfully created and verified within Active Directory.
Figure 13:CSV File Used for Bulk User Creation
[image: ]
Figure 14: Microsoft PowerShell Execution for User Creation
[image: ]
Figure 15: Created User Accounts in Active Directory 
[image: ]
5. [bookmark: _Toc228177271]Domain Membership
5.1 Joining Clients to the Domian
The objective of this task was to join client machine (L-CD, ClientS1, and ClientL1) to the michael.acca domain in order to enable centralized authentication via Active Directory.
Initial configuration steps were successfully completed including:
· Configuring network connectivity between client and domain controller
· Assigning the domain controller (10.0.2.15) as the preferred DNS server 
· Verifying connectivity using ICMP (ping), which confirmed successful communication between systems
However, during the domain join process, the following error was consistently encountered: “An Active Directory Domain Controller (AD DC) for the domain “michael.acca” could not be contacted”
Troubleshooting Performed 
Extensive troubleshooting was carried out to resolve the issue, including:
· Verifying DNS A records for the domain 
· Confirming the presence of SRV records (_ldap, _kerberos)
· Restarting DNS and Netlogogn services 
· Flushing and renewing client DNS cache 
· Assigning static IP configurations to eliminate DHCP conflicts 
· Testing name resolution using: nslookup michael.acca 
· Ensuring firewall rules for DNS were enabled 
Despite these steps, DNS queries from the client continued to return: “No response from server”
This indicated that although the DNS service was installed and configured, it was not successfully responding to client queries preventing domain controller discovery. 
The Outcome 
Due to persistent DNS resolution issues, the client machines could not successfully join the michael.acca domain within the allocated timeframe.
Although domain membership was not achieved, the troubleshooting process demonstrated a systematic approach to diagnosing Active Directory and DNS-related issues, including verification of network configuration, service status, and name resolution. 
Figure 16: Network Connectivity Test 
[image: ]
Figure 17: DNS Lookup Failure 
[image: ]
Figure 18: Domain Join Error 
[image: ]
6. [bookmark: _Toc228177272]DHCP Server 
6.1 Configure DHCP on Birmingham (B-DC)
The DHCP Server role was installed and configured on the Birmingham Domain Controller (B-DC) to centrally manage IP address allocation within the network.
Figure 19: DHCP Role Installed in Server Management
[image: ]
A DHCP scope was created for the 10.0.2.0/24 network with an address range of 10.0.2.10 to 10.0.2.20, in accordance with the task requirements. The scope was successfully activated, and key DHCP options were configured, including the default gateway (10.0.2.2), DNS Server (10.0.2.15.), and domain name (michael.acca). These settings align with standard enterprise network configurations, ensuring that clients receive consistent and correct network parameters automatically.
Figure 20: DHCP Scope (Active Status)
[image: ]
Figure 21: Address Pool
[image: ]
Figure 22: Scope Options
[image: ]
Figure 23: DHCP Server Authorized in Active Directory
[image: ]
Figure 24: Ipconfig Failure
[image: ]
The client failed to correctly resolve network services and exhibited DHCP-related connectivity issues, as shown by failed DNS resolution and inconsistent IP assignment.
Figure 25: PowerShell Output showing DHCP Server Binding Issue
[image: ]

7. [bookmark: _Toc228177273]Test and Troubleshoot
7.1 Test Network Connectivity 
Network connectivity testing was carried out to verify communication between the client system and the Birmingham Domain Controller within the configured environment. 
Initial testing was performed from the client machine using ICMP (ping) to the Birmingham Domain Controller (10.0.2.15). The results indicated request timeouts and unreachable host responses demonstrating that the client was unable to establish direct communication with the server 
Figure 26: Client ping to Birmingham Domain Controller showing connectivity failure
[image: ]
Further testing was conducted using DNS resolution via the nslookup command for the domain michael.acca. The results showed repeated timeouts, this indicated that the DNS service on the domain controller was not responding to client queries, reinforcing the presence of underlying network or service-related issues.
Figure 27: DNS lookup test (nslookup) showing failure to resolve domain
[image: ]
To further isolate the issue, connectivity was tested in the reverse direction from the Birmingham Domain Controller to the client system. The ping test to the client IP address (10.0.2.3) was successful, with zero packet loss. This confirmed that network communication was functional in one direction and that the infrastructure was partially operational.
Figure 28: Server successfully pinging client 
[image: ]
These results indicate that the network was not completely non-functional, but rather experiencing asymmetric connectivity issues. The successful server-to-client communication suggests that the problem was likely related to configuration limitations acting client-side communication or service bindings on the server. 
Troubleshooting steps included verifying IP configurations, testing DNS resolution, confirming DHCP scope activation, and reviewing virtual network settings within the virtualization platform. It was determined that the root cause of the issue was related to DHCP server binding limitations, which prevented the DHCP service from correctly associating with the network interface and responding to client requests [7].
In a production environment, this issue would typically be resolved by verifying network adapter bindings, ensuring proper DHCP configuration, and confirming that all network services are correctly associated with active interfaces.
Overall, while full bidirectional connectivity was not achieved, sufficient testing and analysis were conducted to identify the underlying issue and demonstrate a structured troubleshooting approach.  
8. [bookmark: _Toc228177274]Disk Drive
8.1 Disk Drive Configuration 
A secondary virtual disk was successfully added to the Birmingham Domain Controller to provide dedicated shared storage for network users. This was achieved by creating a new virtual hard disk within the virtualization platform and attached it to the Birmingham server. 
Figure 29: Virtual Disk Added in VirtualBox Storage Settings
[image: ]
The newly attached disk was then initialized and configured using Disk Management. The disk was brought online, initialized using the MBR partition style, and formatted using the NTFS file system. A new volume was created and assigned the drive letter **E: **, labelled BirminghamFiles.
Figure 30: Disk Management Showing Disk 1 Initialized and E:\ Drive Created
[image: ] 
A folder named BirminghamFiles was created within the E:\ drive to serve as the shared directory for network access.
Figure 31: E:\ Drive with BirminghamFiles Folder Created 
[image: ]
The folder was then shared across the network. Advanced sharing was configured to ensure controlled access. Share permissions [6] were set so that Domain Users were granted Full Control, while other users (Everyone) were restricted to Read-only access.
Figure 32: Share Permissions Configuration (Domain Users Full Control)
[image: ]
Figure 32: Share Permissions Configuration (Everyone Read)
[image: ]
In addition to share permissions, NFTS (Security) permissions were configured to enforce access control t the file system level. Domain Users were granted Full Control permissions, ensuring they could create, modify and manage files within the shared directory.
Figure 33: NTFS Security Permissions Showing Domain Users Full Control
[image: ]
Figure 34: NTFS Security Permissions Showing Everyone Full Control
[image: ]
Testing was conducted from the client machine to verify accessibility of the shared drive. Attempts were made to access the shared folder using UNC paths; however, connectivity issues within the virtual network environment prevented successful access.
Figure 35: Client Attempt to Access \10.0.2.15\BirminghamFiles Showing Failure 
[image: ]
Despite this limitation, the disk configuration, sharing setup, and permission structure were implemented correctly in accordance with enterprise best practises. In a production environment, resolving underlying network connectivity issues would allow full access to the shared resource across all connected systems.


9. [bookmark: _Toc228177275]IIS Server 
The Internet Information Services (IIS) was installed and configured on the Birmingham Domain Controller to host an internal website for the domain environment [8]. 
Figure 36: IIS Role Installed in Server Manager 
[image: ]
A dedicated website directory was created within the IIs root at C:\inetpub\webs.michael.acca. An index.html file was developed containing the message “Welcome to Birmingham Website”, which serves as the default webpage.
Figure 37: Website Directory 
[image: ]

Figure 38: index.html Content
[image: ]
A new website named webs.michael.acca was created within IIS Manager and linked to the configured physical directory. The site was successfully started and made accessible via HTTP.
Figure 39: IIS Manager Showing webs.michael.acca Website 
[image: ]
Security was implemented by configuring authentication settings within IIS. Anonymous Authentication was disabled and Windows Authentication was enabled to ensure that only authenticated domain users could access the website [9].
Figure 40: IIS Authentication Settings (Windows Enabled, & Anonymous Disabled)

[image: ] 
The website was tested using a web browser and successfully displayed the configured message “Welcome to Birmingham Website”, confirming correct deployment and functionality
Figure 41: Browser Showing webs.michael.acca. Website with Welcome Message
[image: ]
Overall, the IIS web server was successfully configured with domain-based authentication and DNS integration, providing a secure and functional internal web service in line with specified requirements
[bookmark: _Toc228177276]10. Remote Desktop Services
Remote Desktop Service (RDS) was configured on the Birmingham Domain Controller to allow remote administrative access from other machines within the network.
Remote Desktop was enabled through the system settings by allowing remote connections to the sever. This ensured that the Birmingham server was prepared to accept incoming Remote Desktop Protocol (RDP) connections.
Figure 43: Remote Desktop Enabled on Birmingham Server 
[image: ]
To verify connectivity, a client machine was used to initiate a Remote Desktop session using the server’s IP address (10.0.2.15). The Remote Desktop Connection tool (mstsc) was used to attempt access to the Birmingham server.
Figure 44: Remote Desktop Connection Attempt from Client Machine 
[image: ]
During testing, the connection attempt was unsuccessful due to network connectivity limitations within the virtual lab environment. The error indicated that the remote computer could not be reached, which is likely related to network configuration or virtual network isolation 
Figure 45: Remote Desktop Connection Error Message 
[image: ]
Despite the connection issue, the Remote Desktop service was correctly configured on the server, and all necessary settings were enabled to allow remote access. In a fully configured network environment, this setup would allow domain users to connect remotely using valid credentials.
For enhanced enterprise-level implementation, Remote Desktop Services can be integrated with DNS (e.g., rds.michael.acca) and secured using HTTPS with valid certificates. However, this was not fully implemented due to the scope and limitations of the lab environment. 
Overall, Remote Desktop functionality was successfully configured on the server, and testing confirmed that the system was remote access pending full network connectivity. 





[bookmark: _Toc228177277]Conclusion
In conclusion, the network infrastructure for both the Birmingham and London environments was successfully designed, implemented, and tested. Core services including Active Directory Domain Services, DNS, and DHCP were configured to support centralized management and automated network configuration.
Network connectivity between systems were verified through testing procedures such as IP configuration, ping, and name resolution. While minor issues were encountered during testing, appropriate troubleshooting steps were taken to identify and resolve configuration problems.
Additional services were implemented to enhance functionality and usability. A shared network drive was created with appropriate permissions, ensuring secure access for domain-based authentication. Remote Desktop Services were also enabled to allow remote administration of the server. 
Overall, the project demonstrates a functional and secure network environment with integrated services, meeting the majority of the specified requirements. The implementation reflects an understanding of enterprise-level network configuration, user management, and service deployment within a Windows Server environment [10]. 
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