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[bookmark: _Toc216701899]INTRODUCTION
Cybersecurity is a growing challenge for financial organisations as hybrid work and cloud adoption increase exposure. Recent phishing and ransomware incidents at VTAM revealed weaknesses in identity controls, user awareness, and monitoring.
Traditional perimeter security is no longer sufficient. A Zero Trust approach, supported by NIST CSF 2.0 and ISO/IEC 27001:2022, provides a structured model based on prevention, continuous monitoring, and rapid response.
This report outlines a focused strategy to address modern threats, strengthen security controls, and reduce operational risk while protecting VTAM’s critical financial assets.
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Ransomware-as-a-Service

	

Description
	Criminal groups provide ready-made ransomware kits, enabling even low-skilled attackers to carry out high-impact attacks using professionally maintained tools.


	
Why it matters for VTAM
	Financial institutions are prime targets because downtime and regulatory pressure increase the likelihood of paying ransoms..

	
Main Risk

	Highly organised attacks that can quickly encrypt and steal critical financial data.

	
AI-powered Social Engineering

	

Description


	Attackers use AI to clone voices and automate realistic calls, bypassing traditional email-based security controls.

	
Why it matters for VTAM
	Employees may be pressured by AI-generated “trusted voices” to reveal MFA codes, approve transactions, or reset credentials.

	
Main Risk

	Extremely convincing impersonation that exploits human trust.

	
Supply Chain & Third-Party Compromises

	

Description


	Threat actors compromise software vendors or service providers to gain indirect access to dependent organisations, often without immediate detection.

	
Why it matters for VTAM
	The company uses several SaaS and external platforms, meaning vulnerabilities in suppliers can expose sensitive financial records.

	
Main Risk

	Indirect attacks that bypass internal security controls.

	
Cloud Adoption Risks

	

Description


	Cloud environments are powerful but prone to misconfiguration, including excessive IAM permissions, public storage exposure, insecure APIs, and limited monitoring.

	
Why it matters for VTAM
	Shifting to the cloud increases exposure to external scanning, misconfigurations, and accidental data leaks.

	
Main Risk

	Simple configuration errors can expose confidential data to attackers.

	
Hybrid Work Vulnerabilities

	
Description:
	Remote and hybrid employees often use personal networks, unmanaged devices, and public Wi-Fi, reducing overall security control.

	
Why it matters for VTAM


	Home environments lack corporate-grade protections, increasing the risk of credential theft and malware infections.

	Main Risk

	Expanded attack surface with limited visibility.

	
Insider Threats (Accidental or Malicious)

	
Description:
	Threats can originate from employees or contractors through intentional misuse or accidental actions caused by limited awareness.

	
Why it matters for VTAM
	Access to financial data and internal systems means a single insider action can cause major damage.

	
Main Risk

	High-impact incidents caused from inside the organisation.

	
Credential Theft & Identity Compromise

	

Description


	Attackers steal credentials through phishing, malware, or dark-web leaks and then operate as legitimate users.

	
Why it matters for VTAM
	Most modern attacks begin with compromised credentials, making it easier for criminals to bypass traditional security controls.

	
Main Risk

	Unauthorised access disguised as legitimate employee activity.
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Overall, these seven threats show how rapidly the modern cyber landscape is evolving [1]. and why traditional security models are no longer sufficient for VTAM. Ransomware-as-a-service [2]. AI-driven social engineering [3]. third-party compromises, cloud misconfigurations [4]. and hybrid-work weaknesses create multiple entry points for attackers. At the same time, insider risks [5]. and credential theft highlight that threats also exist internally. Together, these challenges emphasise the need for strong identity controls, continuous monitoring, and a Zero Trust approach where nothing is trusted by default [6]. forming the basis for a more resilient security strategy for VTAM [7].
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Modern cyber threats require VTAM to adopt a layered security approach that combines technical and administrative controls [1]. Strong identity management, continuous monitoring, network segmentation, prioritised patching based on the CISA KEV catalog, and secure cloud practices are essential to detect abnormal behaviour early and reduce impact [4]. As a financial institution handling sensitive data, VTAM must rely on frameworks such as NIST CSF and ISO 27001, aligned with Zero Trust principles [6],[8][9].  Enforcing strict access controls and using SIEM and SOAR for continuous monitoring together create a resilient security strategy [7], [10],[11].
[bookmark: _Toc216701902]Technical Mitigation Measures
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Mitigation Measure
	Description
	Why It’s Important for VTAM

	Multi-Factor Authentication (MFA)
	Enforce MFA on all internal systems, cloud apps, VPN and financial platforms.
	Prevents account compromise even if credentials are stolen.

	Phishing-Resistant Authentication
	Use FIDO2 keys, passkeys or biometrics.
	Counters AI-powered phishing and vishing attacks.

	Privileged Access Management (PAM)
	Monitor, approve and log all admin-level access.
	Reduces insider threat and limits damage from compromised admin accounts.

	Least Privilege Access
	Users receive only the permissions strictly required for their role.
	Minimises lateral movement after compromise.
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[bookmark: _Toc216701904]Step-2_ Endpoint & Network Protection
	
Mitigation Measure
	Description
	Expected Outcome

	EDR/XDR Deployment
	Detects malicious processes, abnormal behaviour, and ransomware activity in real time
	Stops attacks early, reduces downtime, and supports incident response.

	Network Segmentation
	Finance, HR, and operations networks separated with ACLs and firewalls.
	Prevents attackers from spreading across the organisation.

	Micro-Segmentation
	Restricts east-west traffic between workloads.
	Limits ransomware propagation.

	Device Compliance Checks
	Blocks devices that are outdated, rooted, unpatched, or lack encryption.
	Ensures only secure endpoints access VTAM systems.
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	Mitigation Measure

		



	Description



		



	Expected Outcome




	Cloud Security Posture Management (CSPM)
	Automatically detects misconfigurations such as public storage, weak IAM, and missing logs.
	Prevents common cloud breaches.

	Encryption Everywhere
	Data encrypted at rest and in transit using industry standards (TLS 1.2+).
	Protects sensitive financial records.

	Least Privilege IAM Policies
	Strong identity rules, no shared accounts, deny-all-by-default.
	Reduces risk of privilege escalation.

	Centralised Cloud Logging
	Enable CloudTrail/Azure Monitor on all services.
	Improves detection, auditing and forensics.
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[bookmark: _Toc216701906]Step-4_ Email, Phishing & Social Engineering Defence
	Mitigation Measure
	Description
	Expected Outcome

	Advanced Email Filtering
	Detects phishing, malicious attachments, spoofed domains.
	Reduces the number of dangerous emails reaching users.

	DMARC, SPF, DKIM
	Email authentication protocols.
	Prevents domain spoofing used in financial fraud.

	Vishing Protection Procedures
	Verification steps for suspicious calls, callback requirements, no credentials by phone.
	Counters AI-generated voice scams.

	User Reporting Button
	1-click button to report phishing directly to SOC.
	Accelerates detection of campaigns targeting VTAM employees.
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[bookmark: _Toc216701907]Step-5_ Patch Management & Vulnerability Reduction (CISA KEV Alignment)
	Mitigation Measure
	Description
	Why It Matters

	Monthly Patch Cycle
	All systems patched monthly; critical patches applied within 72 hours.
	Reduces exposure to known vulnerabilities.

	CISA KEV Prioritisation
	Fix vulnerabilities listed in the CISA Known Exploited Vulnerabilities catalog first.
	Eliminates the most actively exploited weaknesses.

	Automated Vulnerability Scanning
	Weekly scans of endpoints, servers and cloud resources.
	Identifies gaps before attackers do.

	Configuration Hardening
	Remove default accounts, disable unused ports, enforce secure baselines.
	Reduces attack surface.
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	Mitigation Measure
	Description
	Expected Outcome

	Immutable Backups
	Backups that cannot be modified or encrypted.
	Ensures recovery even after ransomware attack.

	3-2-1 Backup Strategy
	3 copies, 2 media types, 1 off-site backup.
	Reduces risk of total data loss.

	Regular Recovery Drills
	Test restoring financial systems quarterly.
	Confirms the company can recover under pressure.

	Network-Isolated Backup Server
	Backup environment separated from main network.
	Prevents ransomware from spreading to backups.
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	Mitigation Measure
	Description
	Expected Outcome

	Centralised Log Management
	All endpoints, servers, cloud services log to the SIEM.
	Improves visibility and supports fast incident detection.

	UEBA (User & Entity Behaviour Analytics)
	Detects unusual user actions (fraud, compromised accounts).
	Reduces insider-risk and account takeover.

	Real-Time Alerting
	Automated alerts for anomalies such as failed logins, privilege escalation, abnormal transfers.
	Faster response and containment.

	Threat Intelligence Integration
	SIEM integrated with CISA/ENISA feeds.
	Early detection of known attack patterns.
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[bookmark: _Toc216701911]Step-1_Proactive Monitoring & Incident Response
Modern threats demand constant visibility across devices, networks, cloud environments and user activity [4],[10]. Prevention alone is not enough, so VTAM must detect suspicious behaviour early, analyse alerts quickly and respond in a structured way [1]. A 24/7 monitoring model using SIEM and SOAR enables real-time detection, automated containment and faster response [10],[11]. helping the organisation remain resilient against advanced attacks [1].

[bookmark: _Toc216701912]Step-2_24/7 Monitoring Strategy
Continuous monitoring enables VTAM to detect anomalies at any time by centralising logs from servers, cloud platforms, applications, and endpoints into the SIEM [10][4]. This allows the security team to identify critical threats such as account takeover attempts, unusual data transfers, and ransomware activity [2]. Monitoring must also cover remote devices and cloud collaboration tools used in hybrid work, while SIEM dashboards should prioritise high-impact incidents to focus on the most critical risks [10][4].
[bookmark: _Toc216701913]Step-3_Role of SIEM (Security Information and Event Management)
A SIEM acts as the organisation’s security “brain”, collecting and analysing data from every part of the environment[6]. It detects patterns that would be invisible to humans, such as repeated failed logins, privilege escalation attempts, or unusual access to financial systems[1].
For VTAM, SIEM rules should be tailored to the financial sector, including alerts for:
· sudden changes to payment systems,
· attempts to access restricted financial data,
· abnormal login locations,
· suspicious cloud behaviour (e.g., public bucket exposure),
· potential ransomware execution patterns.
By centralising logs, the SIEM also improves auditability and supports regulatory compliance.
[bookmark: _Toc216701914]Step-4_Role of SOAR (Security Orchestration, Automation and Response)
While the SIEM detects threats, SOAR automates containment actions, reducing response time and human error during high-stress situations [11].
· isolate compromised endpoints,
· disable suspicious accounts,
· block malicious IPs or domains,
· notify the security team instantly,
· initiate incident documentation.
Automation ensures that even if an attack happens outside business hours, the initial response is immediate, limiting the spread of malware or unauthorised access.
[bookmark: _Toc216701915]Step-5_Incident Response Lifecycle
VTAM should follow a structured, repeatable incident response process aligned to NIST CSF and ISO 27035 [8],[9].The lifecycle includes:
1. Detection: SIEM identifies suspicious activity or receives user-reported incidents.
2. Analysis: Security team investigates logs, context, and impact.
3. Containment: SOAR isolates affected devices or accounts to stop further damage.
4. Eradication: Remove malware, revoke compromised credentials, apply patches.
5. Recovery: Restore systems from backups and validate integrity.
6. Lessons Learned: Document findings and update policies, training and monitoring rules.
This cycle supports continuous improvement and reduces the likelihood of similar incidents occurring again[8].
[bookmark: _Toc216701916]
Flowchart
[image: A blue sign with white text

AI-generated content may be incorrect.]This flowchart shows VTAM’s incident response lifecycle, outlining detection, containment, and recovery stages [8][9]. It provides a clear visual overview aligned with NIST CSF and ISO 27035, demonstrating how SIEM and SOAR support faster response and reduced impact [10] [11].
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[bookmark: _Toc204080788][bookmark: _Toc216021364][bookmark: _Toc216021501]Building a strong cybersecurity posture requires more than technical controls; VTAM must ensure employees understand modern threats and respond effectively [5]. A continuous training and awareness programme supports better behaviour, improves detection of social-engineering attacks, and aligns with the Zero Trust approach [6] [7]
Mandatory onboarding should cover password hygiene, secure data handling, cloud usage, and phishing indicators,[3],[12].Regular micro-training and phishing simulations help staff recognise evolving threats such as AI-powered vishing, while clear reporting channels enable quick identification of suspicious activity  [3],  [12].
Hybrid workers require guidance on securing home networks, VPN use, and data protection [4].Tracking metrics such as phishing-failure rate and training completion helps VTAM strengthen long-term organisational resilience [5]. [7]
[bookmark: _Toc216701918]Conclusion
Building a strong cybersecurity posture requires more than technical controls; VTAM must provide continuous training so employees recognise modern threats and respond effectively. Onboarding should cover core topics such as passwords, data handling, cloud usage, and phishing awareness.
Regular micro-training, phishing simulations, and clear reporting channels help address evolving threats, while guidance for hybrid workers supports secure remote practices. Monitoring training metrics reinforces long-term resilience and aligns with VTAM’s Zero Trust strategy.
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O curso Getting Started with Cisco Packet Tracer, da Cisco Networking Academy, foi um passo inicial importante para compreender redes de forma prática. Através da criação de topologias simples e testes de configurações no simulador, foi possível visualizar o comportamento dos dispositivos e tornar os conceitos teóricos mais claros e aplicáveis ao conteúdo deste relatório.
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                                                                                                                                                                                              WHY ZERO TRUST        No user, device, or network is trusted by    default        Continuous    verification of identity and    access        Limits    lateral movement after a    breach        Reduces    impact when security controls    fail        Aligned    with NIST CSF and ISO 27001 frameworks Zero Trust shifts security from a perimeter - based model to a risk - based approach. By assuming no implicit trust, VTAM can limit the impact of breaches and reduce exposure even when controls fail.
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                                                                                                                                                                                              RECOMMENDATION        Adopt a Zero Trust security    strategy        Strengthen    identity, endpoint, and cloud    controls        Implement    continuous monitoring and incident    response        Invest    in ongoing staff training and    awareness        Improve    resilience against modern cyber threats Investing in Zero Trust and continuous monitoring should be viewed as a strategic investment in business resilience, not just an IT cost
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» By adopting a Zero Trust strategy, VTAM shifts cybersecurlty from a purely technical function to a business
enabler. This approach limits the impact of breaches by assuming no implicit trust, strengthening identity controls,
improving visibility, and enabling faster detection and response to incidents.

» Combined with continuous monitoring, structured incident response, and ongoing staff training, Zero Trust
enhances organisational resilience and reduces long-term risk. This strategy supports VTAM’s regulatory
obligations while protecting critical financial assets, ensuring business continuity, and strengthening confidence
among stakeholders in an increasingly hostile digital environment
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