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Technology as a means of committing fraud: An insight into the evolution of cyber-crime and the effects of the COVID-19 pandemic 

As technology has advanced and permeated almost every aspect people’s lives, the dangers of being victimised by fraudsters has increased in turn. With each passing year, new technologies and software’s are being released to the general public which gives cyber-criminal a plethora of options in how to target people and steal their data/money. The increase in technology does not only give criminals more options, it also improves the sophistication and severity of cyber-attacks. This increase in technological advances coupled with the effects of the COVID-19 pandemic has created a perfect storm for cyber-criminals.

In February 2020, one month before the pandemic and subsequent lockdowns really came into full swing, 96% of British households had full internet access. These figures are up from 93% of households in 2019 and 53% of households in 2006. (Internet access – households and individuals, Great Britain Statistical bulletins - Office for National Statistics, 2020)  
What is interesting, is that in the same timeframe of just weeks before lockdowns and restrictions due to COVID, cyber-crime in the UK rose by 23%. (Office for National Statistics, 2020)

This count is arrived at from the number of incidents reported to the National Fraud Intelligence Bureau (NFIB) by Action Fraud, the UK’s national fraud and cybercrime reporting centre, up to the year ending March 2020.
The two areas that have seen the largest year-on-year increase is “Hacking – social media and email”, which has increased 55% to 20,125, and “computer viruses/malware”, which has increased 61% to 6745. However, as InfoSecurity has highlighted, these numbers aren't as telling as we'd hope. (Lobbley,2020)

In the above passage, Lobbley alludes that the increase of 23% is actually a very conservative estimate, and goes on to explain that the actual number of cyber-crimes committed in the UK in the year ending in March 2020 is closer to a million. 

The COVID-19 pandemic has fundamentally changed the way people work, study and even communicate with one and other. Face to face contact has been all but eliminated since the first mandated lockdown in March 2020, and has been replaced by digital communication and working/studying from home. This switch from the office/workplace has left many people working on machines that are far more easily compromisable than their counterparts in offices. This is due to the increased security and infrastructure that businesses pay in order to keep their data, and more importantly, their customers/clients data from being made public. 

An INTERPOL assessment of the impact of COVID-19 on cybercrime has shown a significant target shift from individuals and small businesses to major corporations, governments and critical infrastructure.

With organizations and businesses rapidly deploying remote systems and networks to support staff working from home, criminals are also taking advantage of increased security vulnerabilities to steal data, generate profits and cause disruption.
In one four-month period (January to April) some 907,000 spam messages, 737 incidents related to malware and 48,000 malicious URLs – all related to COVID-19 – were detected by one of INTERPOL’s private sector partners. (INTERPOL, 2020)

It is clear from INTERPOL’s study that cyber-criminals are now able to target big corporations easier due to the change in work patterns COVID has ushered in. The INTERPOL investigation further noted that COVID-19 related phishing scams had gone up by 59% worldwide since the start of the pandemic. INTERPOL also suggests that the fear and financial strain people are under due to COVID plays into cyber-criminals’ hands and could account for part of the reason why phishing scams have risen so sharply in such a short space of time. GIllan Tett of The Financial Times speculates that ‘this crisis has left us so distracted and disorientated that our defences are down, even as we depend more than ever on all things digital.’ (Why Covid-19 is a gift for cyber criminals, 2020) This combination of distraction and defencelessness that Tett talks about is a recipe for disaster, and it is not just businesses who are being targeted, its private citizens too.

While the general public are being berated with more phishing scams and attempts at fraud, the elderly are being disproportionately targeted with phishing scams attempting to compromise their identity and steal their money. Internet use in the elderly has grown massively in the last decade according to a 2019 survey by the ONS. 

In 2011, of all adults aged 75 years and over, 20% were recent internet users, rising to 47% in 2019. However, recent internet use in the 65 to 74 years age group increased from 52% in 2011 to 83% in 2019, closing the gap on younger age groups (ONS,2019)


The recent rise in the elderly using the internet has left many elderly people vulnerable to cyber-attacks and naïve to the red-flags that phishing scams possess, as they have had less time to grow accustom with the internet than their younger counterparts. Even before the COVID-19 pandemic, an Age UK study found that elderly people had been scammed out of £4 million from 2018-2019. (AgeUK, 2020) 
Sadly, cyber-crime perpetrated against the elderly has increased tremendously since the COVID-19 virus has started circulating, with Age UK claiming that elderly people have already lost £5 million to solely coronavirus related scams since March 2020. (AgeUK, 2020)
The most common scams targeting the elderly during the COVID-19 pandemic are phishing scams masquerading as health bodies offering PPE equipment and vaccines to those who give their payment details. (How to protect the elderly from hackers in the age of COVID-19, 2020)
It is clear to see that these cyber-criminals are choosing to make PPE and vaccines the topic of their phishing scams in order to take advantage of the elderly as they are the ones most at risk from the COVID-19 virus. The naivety and fear that a lot of elderly people have in these uncertain times has acted as the perfect storm for cyber-criminals and they have not hesitated in taking advantage of the situation. Worryingly, cyber-criminals keep track of current events and scientific breakthroughs in order to make their phishing scams as realistic and relevant as possible, as shown by the current vaccine scam that has accumulated many victims.  Cyber-criminal’s even copy the logo’s/typeface of governing bodies such as the World Health Organisation and gov.uk to add legitimacy to their scams. This emulation of trademarks blurs the lines between real and fake and lends scammers an air of legitimacy that allows them to ensnare more potential victims. 

It is difficult to identify what can be done in order to suppress the rise of cyber-crime during this pandemic or even in general. The vast amount of cyber-crime perpetrated against UK citizens and business are from abroad, with criminals mostly coming from Russia, Brazil and China. (Riva, 2019)
The fact that these criminals are from foreign countries makes the people responsible for these attacks incredibly hard to prosecute. To combat the rise of cyber-crime, the UK government has released advice and tips for people to improve their cyber-security and not get caught in phishing scams. These include:


“consider if it could be fake - it’s ok to reject, refuse or ignore any requests - only criminals will try to rush or panic you
the police, or your bank, will never ask you to withdraw money or transfer it to a different account - they will also never ask you to reveal your full banking password or PIN
do not click on links or attachments in unexpected or suspicious texts or emails
confirm requests are genuine by using a known number or email address to contact organisations directly’ (gov.uk, 2021)

This approach of educating the general public in order to combat cyber-crime has also been used by private internet security companies like Norton as well. While this approach does nothing to stop the number of phishing scams and malware on the internet, it does however reduce the risk of the general public clicking on these links and being fooled into giving their data/money to cyber-criminals. Sadly, educating the public does not reimburse the countless people who have lost money to cyber-criminals during the pandemic alone, but what it does do is make people focus on their cyber-security at a time where people are relying on technology like never before. Due to the vast increase in people working from home, more and more sensitive data is being stored on computers that do not have the correct security features/infrastructure to protect said information. It is critically important that the government put out more educational material on their websites and other media channels as well as the National Cyber Security Centre who are the leading authority for cyber-security in the UK. 
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