STAYING SAFE ONLINE

In pairs or in groups, have fun with this Online S.ﬂg
and see how many answers you can get right

WARM UP

Think about something in your
life you take steps to protect

Passwords

Letters, numbers and symbols -
something that can be easily
remembered by you but not guessed
by someone else

Fill in the blanks using the
words bhelow

o Startwith a memorable....

e Only your .... should know your
password

e Never use.... information
relating to yourself

e Create passwords with at least
... Characters

e Use a mixture of letters,
numbers and.... in your
passwords

phrase parents private
eight symbols

UlZ

v ¢ -

01. & few of your fnends have been leaving mesan comments onbine about

msaree you Endger, What de youe dad

02, You take & greal pecisre ot O party bt wour Trend |ooks & bt sy Yo

weant te pul it ondine, But aren't swee if you dhauld, What do pou dat

03, Your fngnd hai Bpen chating 16 fomeong onlineg, Theéy thought th
pErson vwwas a gerl therr age, but the conversatson has started getbng o i
winrd. Youwr freend o wormeed about the informatisn that they have shared

with this perion. What do you think they sihould doat

NSPCC (2018) How many of these logos do you recognise ?



Ask what details do we not tell strangers, the answers will vary but highlight that private information is usually
only connected to them or close family members such as address, phone number and full name.
Pupil copy .

Full Name hat kind of music do you like?

Keepcalm (2021)

DEAR FACEROOK:
| AM A U™ @ZRADE TEACHER.

IN OKLAHOMA. MY 12 YerR-

OLD STUDENTS THINK [T 16N

Bl& DEAL" THAT THEY ARE
PoSTING P1CTURES IrTHeMSVS
IN BRAS DR WITH THeir MiDDle

ANGER IN THE AlR. PLEASE HEw
ME DUT B¢ SHARIN ZTHS WAYE
AND COMMENTING WITH WHERE

You L\YE T0 SHOW THESE YWUNG

Country Hip Hop

What is your favorite song?

Do you play an instrument? If yes, what do you play? \

_ ;|
Upkiad Yanr Piaturs Parent /Caregiver Phone Number

- ‘ /

<> STUDENTS HIW GUCKLY THER
C (2020) |MAEES C{{N G€T ARODUND.
TeaCher copy THA“% : "M\SS %DU?‘ Daily Mail (2015)
== [~ [ Jow [ oo A science and maths teacher in Tulsa, Oklahoma, USA who teaches 11
o [ o year olds decided to show her class how quickly posts on social media

can spread. She had become increasingly concerned about even her
youngest pupils ring inappropriate content online such as
themselves in just underwear. She posted the above letter and asked
 herfriends to share it, wit
nearly swery America state plus doxzens «ef c(iimtries around the
| world( in ud:b?as‘;rali , Saudi Arabia,\ Germany and the UK.

i ate




Key words and definitions

DIGITAL MEDIA - Information CYBER BULLYING - When the internet is

$ All Good Digital Citizens:
that comes to us through the used to send or post text or images to |
internet embarrass or hurt another person s it
GRIEFING - Deliberately upsetting or Stay safe

online :
happening

angering others in video games by

Respect copyright

destruction, cheating.or-being - mean ™

intellectual property

TROLLING - Somewhere who comtymarsgener ) *

FLAMING - A hostile and insultin
S deliberately says something online

conversation online usually in Know what's right from

€O cause COIltI'OVCSY or O QCIICC

discussion boards wrong

Understand the consequences

FAKE'NEWS - Misleading information presented as Don't talk to strangers
news usually designed to damage or discredit a person Always play fair
or organisation Choose friends wisely
DIGITAL FOOTPRINT - the trail of information you
leave behind when you use the internet such as SEXTING - Receiving or sending
websites you visit, messages and emails you sent, suggestive or sexually explicit messages,
personal information you give out, google searches images or videos through the internet

Digital Citizenship (2020)



Keep calm (2021)

E - SAFET

34% OF PRIMARY AGED

At risk categories  ©VFR A QUARTER OF CHILDREN HAVE
PRIMARY SCHOOL CHILDREN COMMUNICATED WITH
CONDUCT - behaviour tha 3008 GO I IDIN LG EAD AT SOMEONE THEY DO NOT

SOMEONE THEY DO NGO

| \ NOW WHILE ON
MEDIA

might put them at risk KNOW WHILST GAMING

CONTENT - accessing
inappropriate eli
content
CONTACT - in
unpleasant, ]
inappropria !’_ peop Ne/
COMMERCIALISTION - use o}

games or sites with hidden PERIENCED SOMET N}
extra sites = \ DISTRESSING DID NOT TELL

SWGTI (2020) ANYONE

/18% OF PRIMAR
OOLCHILDRENM

a
\ —

o OF PRIMARY AGED CHILDRMy
WHO'S PARENTS DO NOT
MONITOR INTERNET USE AT

HOME HAVE COMMUMICATED

WITH STRANGERS ON.SOGIAL

EDIA AGAINST 26% OF PARE

\1 THATHO

Hurtful behaviour online is more

prevalent amongstsecondas 34% Of pr 1103
school children (20%) with o‘;lyly\

11% of primaty schopl Bl e, hildren ;

ex erienc@t may b ’
1

Te&hkn‘owlege or schools (2015)

alt
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