
Coursework 2 Implementation REport
Network operating systems and services

Terra Strickland (2316328)
deadline May 11th 2026

Routing:
[image: ]
[image: ]1.1.Routing and RAS configured
[image: ]
Configuring static route to London network
[image: ]
Static route from L-CD to Swansea
[image: ]
Making static route persistent
[image: ]
Ping from L-CD to S-DC
[image: ]Ping from S-DC to L-CD
















Domain Server (Swansea) [image: ]

[image: ]
Adding Active Directory Domain Services

[image: ]
[image: ]
Configuring Active Directory Domain Services as a domain controller

[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
DNS manager 

Encrypted Connection between Swansea and London
[image: ]
[image: ]
Configured VPN
Users
[image: ]
[image: ]
[image: ]
Domain Membership
[image: ]
[image: ]
Domain L-CD
[image: ]
Joined terra.acca
[image: ]
All computers joined
DHCP Server
[image: ]
DCHP install
[image: ]
DCHP configuration
[image: ]
DHCP Configuration on L-CD
[image: ]
Configuration on ClientS1
[image: ]
Client L1 Configuration
Disk Drive
[image: ]
[image: ]
Creating E:/ drive
[image: ]
[image: ]
[image: ]
Sharing Permissions














IIS Server
[image: ]
[image: ]
[image: ]
[image: ]
On ClientS1













Remote Desktop Services
[image: ]
[image: ]
[image: ]
Remote desktop of S-DC on ClientS1

image6.png
T L-CD Running] - Oracle VirtualBox

File  Machine  View  Input  Devices  Help

ledel-CD:™$ ping -c 4 192.168.1.1
PING 192.168.1.1 (132.168.1.1) S6(84) butes of data.

64 bytes from 192.168.1.1: icmp_se .92 ms
64 bytes from 192.168.1.1: icmp_se .965 ms
64 bytes from 192.168.1.1: icmp_se 12 ms
64 butes from 192.168.1.1: icnp seq=4 tt1=127 tine=1.33 ms

-- 192.168.1.1 ping statistics --
4 packets transmitted, ¢ received, @% packet loss, time 3605ms
rtt min/ave/max/miey = 0.965/1.332/1.916/0.362 ms

ledeL-CD:"$ date &8 ping -c 4 192.168.1.

sat 2 May 13:04:19 BST 2026

FING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.1.
64 bytes from 192.168.1.
64 bytes from 192.168.1.
64 bytes from 192.168.1

-- 192.168.1.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3086ms
rtt min/ave/max/miev = 1.440/4.002/10.331/3.674 ms
ledel-CD: ™% _
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[Microsoft Windows [Version 16.6.26348.587]
(c) Microsoft Corporation. All rights reserved.

\Users\Administrator>ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:
[Reply from 192.168.2.

/=01y from 192.168.2.

[Reply from 192.168.2.1:

[Reply from 192.168.2.

ping statistics for 192.168.2.1:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Japproxinate round trip times in milli-seconds:
Minimum = ims, Maximum = ims, Average = ims

fc: \Users\adninistrator>
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sfully loaded 1 connections, o unloaded
‘test-vectors': failed to load - test_vectors_plugin
‘ldap': failed to load - ldap_plugin_create not foun
‘pkesit': failed to load - pkcsilplugin_create no
‘aes': failed to load - aes_plugin_create not found
‘rc2's failed to load - rcz_plugin_create not found
‘shaz': failed to load - sha2_plugin_create not foun
‘shal': failed to load - shal plugin_create not foun
'mds': failed to load - mdS_plugin_create not found
‘mgfi': failed to load - mgf1_plugin_create not foun
‘rdrand’: failed to load - rdrand_pluzin_create no
‘pkesie’: failed to load - pkcsi2_plugin_create no
'pgp': failed to load - pg_plugin_create not found
‘gerypt’: failed to load - gerypt_plugin_create no
‘af-alg’: failed to load - af_alg_plugin_create no
“fips-pri': failed to load - fips_prf_plugin_create
‘gmp': failed to load - gmp_plugin_create not found
‘curvezssis’: failed to load - curve2Ssid_plugin_cre
‘chapoly’: failed to load - chapoly_plugin_create no
"xcbe': failed to load - xchc_plugin_create not foun
‘cmac': failed to load - cmac_plugin_create not foun
‘hmac': failed to load - hmac_plugin_create not foun
'kdf ': failed to load - kdf_plugin_create not found
‘ctr': failed to load - ctr_plugin_create not found
‘con's failed to load - com_plugin_create not found
‘curl': failed to load - curl_plugin_create not foun

initiating IKE_SA london-to-swansea(S] to 132.168.1.1

_create not found and no plugin file available
d and no plugin file available

found and no plugin file available
and no plugin file available

and no plugin file available

d and no plugin file available

d and no plugin file available

and no plugin file available

d and no plugin file available

found and no plugin file available
found and no plugin file available
and no plugin file available

found and no plugin file available
found and no plugin file available

not found and no plugin file available
and no plugin file available

ate not found and no plugin file available
t found and no plugin file available
d and no plugin file available

d and no plugin file available

d and no plugin file available

and no plugin file available

and no plugin file available

and no plugin file available

d and no plugin file available

generating IKE_SA_INIT request © [ SA KE No N(NATD_S_IP) N(NATD_D_IP) N(FRAG_SUP) N(HASH_ALG) N(REDIR_SUP) ]

sending packet: from 26.0.0.2(506] to 192.168.1.1[560.
received packet: from 192.168.1.1[(500] to 20.9.0.2[50!
parsed IKE_SA_INIT response o [ SA KE No N(NATD_S_IP
recelved M3 NTS ISAKMPDAKLEY v3 vendor ID

received MS-Negotiation Discovery Capable vendor ID
selected proposal: IKE:AES_CBC_128/HMAC_SHAZ_256_126/1
no IDi configured, default to IP address 26.6.0.2
authentication of '20.6.0.2' (muself) with pre-shared
establishing CHILD_SA london-swansea{3}

1 (424 bytes)

] (364 bytes)

N(NATD_D_IP) v v
PRF_HMAC_SHAZ_256/MODP_1024

key

generating IKE_AUTH reguest 1 [ IDi AUTH CPRQ(ADDR DNS) SA TSi TSr N(MOBIKE_SUP) N(ADD_4_ADDR) N(EAP_DNLY) N(MSG_ID_SYN_SUP)

sending packet: from 20.6.0.2[4560] to 192.168.1.1[45
received packet: from 192.168.1.1[4500] to 20.0.0.2[4
parsed IKE_AUTH response 1 [ 10r AUTH CPRP(ADDR) SA T
authentication of '192.168.1.1' with pre-shared key s
installing new virtual IP 192.168.1.109

IKE_SA london-to-suansea[5] established betueen 20.0
scheduling rekeying in 143905

maximum IKE_SA lifetime 158305

selected proposal: ESP:AES_CEC_128/HMAC_SHAL_96/NO_EX
CHILD_SA london-suansea{3} established with SPIs cicS:
te completed successfully

D78

00] (384 hytes)
500] (240 hytes)
51 Tsr ]
uccessful

0.2[20.0.0.2]...192.168.1.1[192.168.1.1

T_SEQ
afhc_i 88312926 0 and TS 192.168.1.109/32

192.168.1.0/24
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plugin 'rdrand': failed to load - rdrand_plugin_create not found and no plugin file available

plugin 'pkcsiz’: failed to load - pkeslz_plugin_create not found and no plugin file available

plugin 'pgn': failed to load - pg_plugin_create not found and no plugin file available

plugin 'gcrypt': failed to load - gorupt_plugin_create not found and no plugin file available

plugin 'af-alg': failed to load - af_alg_plugin_create not found and no plugin file available

plugin 'fips-prf': failed to load - fips_prf_plugin_create not found and no plugin file available
plugin 'gno': failed to load - gmp_plugin_create not found and no plugin file available

plugin 'curvezssis': failed to Load - curve2Ss1S_plugin_create not found and no plugin file available
plugin 'chapaly': failed to load - chapoly_plugin_create not found and no plugin file available
plugin 'xchc': failed to load - xchc_plugin_create not found and no plugin file available

plugin 'cmac': failed to load - cmac_plugin_create not found and no plugin file available

plugin 'hmac': failed to load - hmac_plugin_create not found and no plugin file available

plugin 'kdf': failed to load - kdf_plugin_create not found and no plugin file available

plugin 'ctr's failed to load - ctr_plugin_create not found and no plugin file available

plugin 'ccm's failed to load - com_plugin_create not found and no plugin file available

plugin 'curl': failed to load - curl_plugin_create not found and no plugin file available

[IKE] initiating IKE_SA london-to-suanseals] to 192.168.1.

[ENC] generating IKE_SA_INIT request © [ SA KE No N(NATD_S_IP) N(NATD_D_IP) N(FRAG_SUP) N(HASH_ALG) N(REDIR_SUP)

[NET] sending packet: from 20.9.0.2(500] to 192.168.1.1[500] (424 bytes

[NET] received packet: from 152.168.1.1[506] to 20.0.6.2[S68] (364 butes

[ENC] parsed IKE_SA_INIT response © [ 54 KE No N(NATD_S_IP) N(NATD_D_IP) V V

[IKE] received M5 NTS ISAKMPDAKLEY v3 vendar ID

[IKE] received MS-Negotiation Discovery Capable vendar ID

[CFG] selected proposal: IKE:AES_CBC_128/HMAC_SHAZ_256_126/PRF_HHAC_SHAZ_256/MIDP_1024

[CFG] no I0i configured, default to IP address 20.9.6.2

[IKE] authentication of '20.6.6.2' (myself) with pre-shared key

[IKE] establishing CHILD_SA london-swansea{3}

[ENC] generating IKE_AUTH request 1 [ I0i AUTH CPRQ(ADDR DNS) SA TSi TS N(MOBIKE_SUP) N(ADD_4_ADDR) N(EAP_ONLY) N(MSG_TD_SYN_SUP)
[NET] sending packet: from 20.9.0.2[4506] to 152.168.1.1[4500] (3684 bytes

[NET] received packet: from 152.168.1.1[4568] to 20.6.0.2[4500] (240 bytes

[ENC] parsed IKE_AUTH response 1 [ I0r AUTH CPRP(ADDR) SA TSi Tsr

[IKE] authentication of '192.168.1.1' with pre-shared key successful

[IKE] installing new virtual IP 132.168.1.109

[IKE] IKE_SA london-to-swansea (5] established betueen 26.0.9.2(20.0.6.2]...192.166.1.1[192.168.1.1
[IKE] scheduling rekeying in 143965

[IKE] maximum IKE_SA lifetime 158305

[CFG] selected proposal: ESP:AES_CBC_128/HMAC_SHA1_96/ND_EXT_SEQ

[IKE] CHILD_SA london-suansea3} established with SPIs cicSafhc_i 863129260 and TS 192.166.1.109/32
initiate comleted successfully

lcdeL-C0: "% ping -c 4 192.168.1.

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data

64 bytes from 192.168.1.
64 bytes from 192.168.1.
64 bytes from 192.168.1.
64 bytes from 192.168.1

192.168.1.0/24

-- 192.168.1.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 300dms
rtt min/ave/max/miev = 1.026/2.113/4.849/1.581 ms

ledel-CD: ™% _
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sssd-ad-common : Depends: libldb2 (>= ©.9.21) but it is not going to be installed
Depends: libndrs ( .20.07rc1
Depends: libtalloc (>= 2.0.4°g1t20101213) but it is not going o be installed
Depends: libtdbl (>= 1.2.7+git20101214) but it is not going to be installed
Depends: libteventotsd (>= 0.15.8) but it is not going to be installed
Depends: samba-libs (> 2:4.21.3+dfsg-6") but it is not going to be installed
sssd-common : Depends: libldb2 (>= 8.9.21) but it is not going to be installed
Depends: libtalloc (>= 2.0.471t20101213) but it is not going to be installed
Depends: libtdbl (>= 1.2.7+git20101214) but it is not going to be installed
Depends: libteventdtsd (>= 0.15.8) but it is not going to be installed

sssd-dbus @ Depends: libldb2 (>= 8.9.21) but it is not going to be installed
Depends: libtalloc (>= 2.0.471t20101213) but it is not going to be installed
Depends: libtdbl (>= 1.2.7+git20101214) but it is not going to be installed
Depends: libteventot6d (>= 0.15.8) but it is not going to be installed

sssd-ipa : Depends: libldb2 (>= 6.3.21) but it is not going to be installed
Depends: LibndrS (5= 2:4.20.07rct
Depends: libtalloce (o= 2.8.4"git20101213) but it is not going to be installed
Depends: libteventoted (= ©.15.8) but it is not going to be installed
Depends: samba-Libs (> 2:4.21.3+dfsg-6") but it is not going to be installed
sssd-krbS : Depends: libtalloce (>= 2.0.4°it20101213) but it is not going to be installed
sssd-krbS-common : Depends: libtalloce (o= 2.6.472it20101213) but it is not going to be installed
sssd-ldap : Depends: libtalloc2 (>= 2.0.4°it20161213) but it is not going to be installed
Depends: libteventoted (= ©.15.8) but it is not going to be installed
sssd-proxy @ Depends: libldb2 (>= 6.9.21) but it is not going to be installed
Depends: libtalloce (= 2.6.4°git20101213) but it is not going to be installed
Depends: Libteventotéd (>= 0.15.0) but it is not going to be installed
sssd-tools : Depends: libldb2 (>= 6.9.21) but it is not going to be installed
Depends: libtalloce (o= 2.8.4"git20101213) but it is not going to be installed
E: Unmet dependencies. Try 'apt --fix-broken install’ with no packages (or specify a solution)
The following information from --solver 3.0 may provide additional context
Unnet dependencies. Try 'apt --fix-broken install' with no packages (or specify a solution)
ledeL-CD: % sudo realn discover terra.acca
realm: No such realm found: terra.acca
LedL-CD: ™8 echo "nameserver 192.168.1.1" | sudo tee /etc/resolv.conf
nameserver 192.168.1.1
ledeL-CD: "% sudo realn discover terra.acca
terra.acca
type: kerberos
realn-nane: TERRA.ACCA
donain-name: terra.acca
configured: no
' server-sof tuare: active-directory
| client-softuare: sssd
required-package: sssd-tools
recuired-package: sssd
required-package: libnss-sss
required-package: libpan-sss
required-package: adcli
recuired-package: samba-common-bin
ledaL-CD: "%
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clientl@ClientL1: ~

valid 1ft forever preferred lft forever
root@ClientL1:/home/clientl1# ip route add 192.168.1.6/24 via 192.168.2.1
root@ClientL1:/home/clientl1# /usr/sbin/adcli join terra.acca --domain-controller=192.168.1.1 --login-user=Administrator
~c
root@ClientL1:/home/clientl1# /usr/sbin/adcli join terra.acca --domain-controller=192.168.1.1 --login-user=Administrator

root@ClientL1:/home/clientll# echo "TTbonel23" | /usr/sbin/adcli join terra.acca --domain-controller=192.168.1.1 --login-user=Administrator
~c
root@ClientL1:/home/clientll# ~C
root@ClientLl:/home/clientll# ip route show | grep 192.168.1
192.168.1.0/24 via 192.168.2.1 dev enpos3
root@ClientL1:/home/clientll# nc -zv -w 5 192.168.1.1 88
192.168.1.1: inverse host lookup failed: Host name lookup failure
(UNKNOWN) [192.168.1.1] 88 (kerberos) : Connection timed out
root@ClientL1:/home/clientll# /usr/sbin/adcli join terra.acca --domain-controller=192.168.1.1 --login-user=Administrator
~c
root@ClientL1:/home/clientll# echo "TTbonel23" | /usr/sbin/adcli join terra.acca --domain-controller=192.168.1.1 --login-user=Administrator
~7°c
root@ClientL1:/home/clientll# echo "TTbonel23" | /usr/sbin/adcli join terra.acca --domain-controller=192.168.1.1 --login-user=Administrator
~c
root@ClientL1:/home/clientll# adcli join terra.acca --domain-controller=192.168.1.1 --login-user=Administrator
bash: adcli: command not found
root@ClientL1:/home/clientll# ip route show | grep 192.168.1
192.168.1.0/24 via 192.168.2.1 dev enpos3
root@ClientL1:/home/clientll# ping -c 3 192.168.1.1
PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.
from 192.168.1.1: icmp_seq=1 tt1=126 time=2.08 ms
from 192.168.1.1: icmp_seq=2 tt1=126 time=5.07 ms
from 192.168.1.1: icmp_seq=3 tt1=126 time=5.91 ms

192.168.1.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 2.081/4.354/5.909/1.643 ms
root@ClientLl:/home/clientll# echo "TTbonel23" | /usr/sbin/adcli join terra.acca --domain-controller=192.168.1.1 --login-user=Administrator
adcli: couldn't connect to terra.acca domain: No admin password or credential cache specified
root@ClientL1:/home/clientll# /usr/sbin/adcli join terra.acca --domain-controller=192.168.1.1 --login-user=Administrator
Password for Administrator@TERRA.ACCA:
root@ClientLl:/home/clientli# [l
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The status of the post install configuration steps are indicated below:

Creating security groups Done
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Please enter the hostname or IF address of at least one DHCP server to which DHCP and BOOTP reguests should be relayed.

¥ou can specify multiple server names or IP addresses (in a space-separated list).

Servers the DHCP relay should foruard reguests to: 192.168.1.1

Please specify which netuork interface(s) the DHCP relay should attempt to configure.

Multiple interface names should he entered as a space-separated list.

Leave this field blank to allow for automatic detection and configuration of netuork interfaces by the DHCP relay, in uhich case only broadcast interfaces will

be used (if possible).

Interfaces the DHCP relay should listen on: enpes3

Please specify any additional options for the DHCP relay daemon.

For example: '-m replace’ or

Additional options for the DHCP relay daemon:

Selecting previously unselected package isc-dhcp-common.
(Reading database ... 37937 files and directories currently installed.)
Preparing to unpack .../isc-dhcp-common_4.4.3-F1-2_anded.deb ...
Unpacking isc-dhcp-common (4.4.3-P1-2)
Selecting previously unselected package isc-dhcp-relay.
Preparing to unpack .../isc-dhcp-relay_4.4.3-P1-2_and6é.deb
Unpacking isc-dhcp-relay (4.4.3-P1-2) ...

Setting up isc-dhep-relay (4.4.3-P1-2)
Generating /etc/default/isc-dhcp-relay.
Setting up isc-dhcp-common (4.4.3-P1-2)
Processing triggers for man-db (2.13.1-1)
ledeL-CD:™$ sudo systemctl status isc-ohep-relay
e isc-dhcp-relay.service - LSB: DHCP relay

Loaded: loaded (/etc/init.dsisc-dhep-relay; generated)
Active: active (running) since Tue 2026-05-05 16:24:56 BST; 43s agn
Invocation: ch3f5865a9b7417780e20abdbedcfe31
Docs: man:systend-sysy-generator (8)
Process: 3149 ExecStart=/etc/init.d/isc-dhep-relay start (codesexited, status=0/SUCCESS)
Tasks: 1 (Limit: 2381)
Memory: 1008K (peak: 1.7H)
CRU: 26ms
CGroup: /system.slice/isc-dhep-relay.service
13153 susr/shinsdhcrelay -o -1 enpos3 192.168.1.1
May 65 16:24:55 L-CD systend[1]: Starting isc-dhcp-relay.service - LSB: DHCP relay...

56 L-CD isc-dhcp-relay[3153]: Reguesting:
56 L-CD systend[1]: Started isc-dhcp-relay.service - LSB: DHCP relay.

ledel-CD: s _

enpos3 as upstream: v downstream: Y
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TPva Address. . . . . . ... ..:192.168.1.100

Subnet Mask 255.255.255.6
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client1@ClientL1: ~

clientll@Clientll:~$ nmcli con down "London"
‘London' is not an active connection
no active connection provided
clientlieClientll:~$ su -
Passwor
root@ClientLl:~# nmcli connect enp0s3
Error: argument 'enp0s3' not understood. Try passing --help instead
root@ClientLl:~# nmcli device connect enp0s3
Device 'enps3' successfully activated with '85f81ebd-f92e-4830-b655-fe073aaabcl
4'.
root@ClientL1:~# ip a show enp0s3
2: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP gr

oup default qlen 1000
link/ether 08:00:27:99:26:43 brd ff:ff:ff:ff:ff:ff
altname enx080027992643

inet /24 brd scope global dynamic noprefixroute e
npos3

valid_1ft 1209591sec preferred 1ft 1209591sec
inet /24 brd scope global secondary dynamic nopre
fixroute enp@s3
valid_1ft 1209596sec preferred 1ft 1058396sec
inet6 feso::ap0:27ff: fe 3/64 scope Llink noprefixroute
valid_1ft forever preferred 1ft forever
root@ClientLl:~#
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ledeL-CD: ™% sudo susctl -p

sysctl: cannot open "/etc/sysctl.conf': No such file or directory

lcdeL-CD: ™% sudo susctl -w net.ipvd. ip_foruard=1
net. ipvd. ip_foruard = 1

LedL-CD: ™8 cat /proc/sys/net/ipvd/ip_forward

1

ledel-CD:™$ sudo ip route add 192.168.1.6/24 via 20.9.

ledeL-CD:™$ ip route show

20.0.0.0/30 dev enposs proto kernel scope link src 20.

192.168.1.0/24 via 20.0.0.1 dev enposg

192.168.2.0/24 dev enpos3 proto kernel scope link src
ledel-CD: ™% date 8% ip route show

Sat 2 May 12:55:06 BST 2026

20.0.0.0/50 dev enposs proto kernel scope link src 20.

192.168.1.0/24 via 20.0.0.1 dev enposg
192.168.2.0/24 dev enpos3 proto kernel scope link src
1ed@l -Ch: %

0.1

0.0.2

192.168.2.1

0.0.2

192.168.2.1
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# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(s).

source /etc/network/interfaces.d/x

# The loopback netuork interface
auto lo

iface lo inet loophack

# LAN-B interface

auto enpos3

iface enpesa inet static
address 192.168.2.1
netmask 255.255.255.0

# MAN-Link interface

auto enposs

iface enpes@ inet static
address 20.0.0.2
netmask 255.255.255.252
up ip route add 192.168.1.0/24 via 20.0.0.1

ledel-CD: ™% _
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