1. Review complex types of internet-dependent crimes
Cyber enabled crime is an increasing threat to the security and economic growth of the UK with a further increase likely in future. As the world increasingly becomes more dependent on online technology, new opportunities for criminals to exploit businesses and individuals arise as the new to prevent this (INTERPOL, 2020). Research obtained by the Crime Survey of England and Wales indicate that cyber crime is a significant issue for the public, responsible for around 50% of all crime (College of Policing, 2018). The term ‘cybercrime’ covers a vast array of criminal activity that involves some type of electronic or digital technology. Cyber or internet dependent crime are “offences that can only be committed using a computer, computer networks or other form of information communications technology (ICT)” (McGurie & Dowling, 2013). To combat this increasing demand, police forces across the UK and the NCA (National Crime Agency) and partner agencies from the private industry and abroad are developing strategies to disrupt and identify those responsible. The acts of cyber dependent crimes include things like abuse of network activities, Malware, and hacking. This essay will thoroughly explore the various types of complex cyber dependent crimes along with examination of the difficulties law enforcement agencies face in tackling cybercrime.
The role of digital policing is multi-faceted with an increasing demand to tackle cybercrime. The need to respond to more complex criminality that necessitates specialised expertise and an ongoing challenge of effectiveness and financing. The existing policing strategy is being tested by the fact that cyber-crime knows no borders (National Police Chiefs' Council, 2020). 
In a society that is progressively becoming digital, policing will be able to safeguard the public by preventing and identifying crime through the use of digital intelligence and investigation. The expertise and abilities of frontline police and staff to combat digital crime will be improved in order to accomplish this. Additionally, to respond to the quickly advancing digital environment the National Policing Chiefs Council (NPCC) have produced the National Policing Digital Strategy 2020 – 2030 which sets out 5 key ambitions and priorities for digital policing. 
1. Seamless citizen experience
2. Addressing harm
3. Enabling officers and staff through digital
4. Embedding a whole public system approach
5. Empower the private sector (National Police Chiefs' Council, 2020) 
According to the Association of Police and Crime Commissioners the five priorities define a new digital goal for UK policing. It sets out the local and national initiatives and defines the important data and technological components necessary to deliver them. This furthers the ambitions of making communities safer by building on the Policing Vision of 2025 (National Police Cheifs' Council, 2022). 
Malware is software designed with the purpose of disrupting digital networks and devices in order to cause harm (Bryant, 2020). The malicious software inﬁltrates computer systems or mobile devices and seizes control to be able to steal or corrupt data. Malware comes in a variety of forms, including spyware, trojans, worms and computer viruses, and they can work in unison to mount an attack (EUROPOL, 2022). In the National Fraud Intelligence Bureau cybercrime assessment 2020/21, Computer Virus, Malware, and Spyware was the second most reported cybercrime to Action fraud, with 7,794 reports and losses totalling £1.7 million (National Fraud Intelligence Bureau, 2021). 
Ransomware is a type of malware that prevents you from using your computer and accessing the data that is kept on it. Once it has access it is possible for the computer to be locked or for the information on it to be destroyed, encrypted, or stolen unless a ransom is paid (National Cyber Secuirty Centre, 2021). Additionally, certain ransomware, like the Wannacry malware that affected the NHS in May 2017, would attempt to spread to other computers connected to the network (BBC News, 2017). Simplistic ransomware may lock the system in a way that is easy for an experienced user to unlock however more sophisticated software utilises a complex method known as ‘crypto-viral extortion’ (Kumar & Kumar, 2013) which encrypts the victim’s data to make them inaccessible and then demands payment to unlock them. according to anti-virus companies, ransomware attackers typically use a trojan, with these being the most ubiquitous, accounting for nearly 70% of attacks (Home Office, 2010).
Hacking, a cyber dependent crime that infiltrates computers, is the unauthorised use of or access to computers or networks. (Crown Prosecution Service, 2017) Criminals accomplish this by exploiting security flaws or evading standard security measures. The motivation for hacking systems or networks includes the intention of stealing money and/or information, or simply just to disrupt the system. The National Fraud Intelligence Bureau cybercrime assessment 2020/21 found that Hacking was the highest reported cybercrime to Action fraud, with 13,948 reports and losses totalling £3.5 million  (National Fraud Intelligence Bureau, 2021). According to Hellard (2020), the UK recorded 17,600 offences of computer hacking in 2019 but less than 1% of these offences ended in prosecution. Additionally, Action Fraud reports that more than 15,000 accounts were hacked as the City of London Police advised the public to secure their social media and email accounts. Once hackers have gained illegal access to these personal accounts they can sell your data on to organised crime groups or commit cyber enabled crimes such as extortion and blackmail. 
Cyber dependent crimes include network abuse. Computers that are connected via networks among different organisations and individuals can be abused by perpetrators or anyone looking to cause disruption. (Bryant, 2020) A distributed denial of service attack (DDoS) attack is a cyber-attack in which the criminals send multiple requests or messages in order to overload the intended machine or network resource making it unavailable to its intended users. DoS attacks may be started for a variety of motivations. These can be for amusement, extortion, or even advancing a political objective (National Cyber Security Centre, 2020). This would include hackers that only like taking down a service to display their abilities. Organised criminals may try to extort money based on a threat. Additionally, highly capable attackers – possibly supported by governments – are likely to undertake the most significant strikes, such as the attack on the Ukrainian Power grid that knocked out electricity for more than 230,000 people (Council on Foreign Relations, 2015). This type of internet cybercrime was extremely prevalent in the early to mid-2000s. The number of effective DDoS attacks has been declining. This is probably because of improved technical defences against DDoS attacks and police investigations that have resulted in the apprehension of offenders around the world (Kapersky Lab, 2022). This is evident with 34 people being arrested after an international police operation involving authorities across 13 countries targeted users of DDoS cyber-attack tools (BBC News, 2016). 
Cyber dependent crime is increasingly complex because of its borderless nature. Due to the international dimension of cybercrime, the limitations of cross-border investigations, legal issues, and the diversity of skills of law enforcement agencies create difficulties in providing an effective response (INTERPOL, 2017). The growing involvement of organise crime adds to the complexity of cybercrime. The fact that cybercriminals and their victims are frequently situated in different geographical locations demonstrates the need for a dynamic and global reaction (United Nations: Office on Drugs and Crime, 2017). Despite 1.9 million offences, there were only 57 prosecutions under the Computer Misuse Act in the UK in 2016 as an under-resourced police force struggle to tackle the threat (RReynolds Porter Chamberlain LLP, 2017). This decline in prosecutions is a reflection of the challenges police are experiencing in combatting cybercrime, amplified by the underfunding of cybercrime investigations. 
With numerous Russian-speaking cyber groups posing a threat to the UK, it can be challenging to identify cybercrime attackers because the line between nation states and criminal organisations is becoming increasingly blurred (National Crime Agency, 2022). To combat the borderless nature of cybercrime the EU and Council of Europe points out that aligning national laws, procedure rights and cooperation on cybercrime, such as the Budapest Convention on Cybercrime, (Secretary of State for Foreign and Commonwealth Affairs, 2012) results in strengthen approach to combat common threats (European Union & Council of Europe, 2020). The challenge to society’s online security requires global police cooperation more than ever before. With 190 member nations, INTERPOL is well situated to collaborate with law enforcement to improve their capacity to combat cybercrime, identify criminals and prosecute them (INTERPOL, 2017). The disruption of one of the most significant cyber threats of the last decade, EMOTET (EUROPOL, 2021) symbolised the impact the European Cybercrime Centre and international authorities’ collaborative approach was having in the fight against cybercrime. 
Internet dependent crime is made more complex by the importance of data and the difficulties enforcement agencies face with obtaining electronic evidence for investigations. As more individuals and businesses connect to the internet and as the number of connected devices increases, data has emerged as a valuable commodity for criminals (EUROPOL, 2017). Data that is important in criminal proceedings but is held electronically, such as IP addresses, emails, and user identities, is known as electronic evidence. Service providers store the data, so law enforcement agencies must contact them in order to access it (European Commission, 2018). In contrast to other types of investigations, digital evidence in the majority of cybercrime cases, is held by the private sector. According to INTERPOL, easier access to the data associated with cybercrime will make it possible to locate and identify the criminals responsible (INTERPOL, 2017). Because electronic evidence is frequently held in other countries, getting access to it can be a complicated and drawn out for authorities. With over 50% of all criminal investigations involving a cross-border request for electronic evidence means it is a lot more complicated to obtain as online service providers who store the data on servers are often located in multiple countries, both in and outside the EU (Council of European Union, 2022). One of the difficulties for cybercrime investigations is the difference between innovative smart technologies and tools that law enforcement use to combat the threat. Unfortunately, cybercriminals are capitalising on this widening gap (Financial Express, 2022). To tackle the threats posed by cybercriminals, emerging EU rules permit countries the authority to go straight to the service provider’s legal representative to obtain the electronic evidence (European Union Commission, 2018). The proposed rules contain a prevention order which can be issued to prevent the electronic evidence being deleted. Additionally, the rules allow for the data to go directly from the legal representative to the requesting authority, without going through multiple intermediaries. Additionally, the Council of Europe’s Budapest Convention on Cybercrime, which has 48 members from across the world, continues to be best framework for offering solutions for securing cloud evidence involved in criminal investigations all the while adhering to the privacy and human rights concerns (Kleijessen & Perri, 2016). The process of identifying, securing, and retrieving electronic evidence across geographical borders adds an additional complexity to cyber-dependent crime and bringing criminals to justice. 
The volume, extent and variation of cyber crime is increasing. Organised crime groups, with the potential rewards far outweighing the chances of being caught are transitioning across to internet based crime. Law enforcement continue to face the challenges of attacks that are incredibly difficult to investigate due to the borderless nature of the crime. The impact of these crimes is difficult to quantify as many go unreported.  According to Detica Ltd (2011), cyber crime is a national dilemma and estimates the cost to the UK economy around £27 billion per year with the majority of this targeted towards UK businesses. This is a highly profitable incentive to criminals and requires a multi-agency international approach that allows for the immediate transfer of electronic evidence.   
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2. Evaluate the disruption options available to target criminal activity on the road network
The strategic road network is undoubtedly the largest and most vital part of the country’s infrastructure. It comprises 4,300 miles of motorways and Major A roads, connecting major towns and cities and providing businesses with the capabilities to deliver its products and services to its customers (National Highways, 2022). The UK is known for having some of the safest roads in the world. Nevertheless, there is mounting evidence that they are becoming more dangerous with approximately 25,000 road users killed or seriously injured each year (The Police Foundation, 2022). Police forces established a roads policing unit to deter criminal activity, maintain road user safety, discourage people from risking their lives of others, and prevent crime. The road system serves as a conduit for a significant amount of crime. This essay will evaluate the disruption options available to road policing in targeting criminal activity on the road network. The disruption options include things like effective analysis of information and intelligence, Automatic Number Plate Recognition (ANPR) technology and police powers to stop vehicles. 
The role and responsibilities of a roads policing unit is much broader than just merely executing the laws of the road. From traffic officers who were primarily concerned with enforcing traffic legislation and managing traffic Collison, roads policing has expanded into a wider idea of policing the roads. This broader idea encompasses the usage of traffic enforcement technology to target criminals who the use the road network for their illegal activities. (Her Majesty's Inspectorate of Constabulary and Fire & Rescue Services, 2020) To prevent other types of crime, roads police officers must deter and detect illegal, dangerous, and careless behaviour on the road. They must also identify and remove unsafe vehicles, educate the public to try and change the attitude of drivers (Brake, 2020). In light of this, the National Police Chiefs Council (NPCC) National Roads Policing Strategy 2022 -2025 intends to improve the road safety for all users and contribute to a decrease in fatalities and serious injuries. The strategy is based on the four components of activity.
[bookmark: _Hlk113100826]- Preventing harm and saving lives
- Tackling crime
- Driving technology and innovation
- Changing minds (National Police Cheifs' Council, 2022)
Furthermore, the majority of fatal collisions also have four characteristics that either directly caused or made the crash worse (Halkon and Muir, 2022). These are referred to as the fatal five which traffic enforcement prioritise to reduce the number of fatalities on the road: Careless driving, Drink and drug driving, Not wearing a seatbelt, Excessive speed, and Distracted driving (including mobile usage) (Decon & Cornwall Police, 2022). 
[bookmark: _Hlk113190046][bookmark: _Hlk113130820]Effective information and intelligence analysis that ensures resources are allocated to the proper locations, incidents and activities is known as Intelligence-led policing (ILP). The police can either adapt deployments to find what works to offer best practices by evaluating the response (Her Majesty's Inspectorate of Constabulary and Fire & Rescue Services, 2020). 
Essentially, ILP is primarily intended to support law enforcement managers in making well-informed and fact-based decisions on both their strategy prioritisation and operational day-to-day planning. ILP supports conventional, reactive policing in this way (Organisation for sdecurity and Co-operation in Europe, 2017). It is documented that to create a safe environment for all road users, police forces in England and Wales should implement intelligence-led tactics for minimalizing fatalities and injuries on the road network (The Royal Society for teh Prevention of Accidents, 2004). The advantages of ILP allow the NPCC’s regular national roads policing campaigns as well as other national roads policing initiatives and operations to be managed by the National Roads Policing Operations and Intelligence. Additionally, it disseminates best practises between partner agencies and police departments (Her Majesty's Inspectorate of Constabulary and Fire & Rescue Services, 2020). ILP aids roads policing campaigns such as the Christmas Anti-Drink and Drug Drive campaign launched by the four Welsh Police forces in 2021. Those who put their own lives and the lives of others in danger by operating a vehicle while intoxicated are the target of the campaign. The police are stepping up its use of intelligence-led techniques and local knowledge of hotspots as part of the month-long campaign in an effort to find those who are drink or drug driving during festive season (Scott Clarke, 2021). Ratcliffe, (2016) acknowledges that despite the fact that, in general having more police officers can be beneficial, it is more important to think about how the officers are used. Random patrol is ineffective at reducing crime, but more target strategies that are based on ILP may be able to prevent crime beyond that targeting of high-crime areas. However, the HM Inspectorate of Constabulary's assessment recognised that the national intelligence model was not being used consistently across all forces and there were some serious areas of improvement needed with road policing’s use of intelligence. The national intelligence model is crucial to enhancing ILP and should assist the police in determining where to concentrate their efforts for the most impact. The approach is intended to be completely integrated into national road policing as well as on a local level to reduce mortality figures (UK Parliament, 2006). As a result, police forces must focus on ensuring that intelligence gathering is integrated into road policing to guarantee that ILP is consistent and effective.  
Organised criminals employ a multitude of evasive tactics, including using hire cars, covering number plates, stealing cars, and using cloned number plates (College of Policing, 2022). An invaluable tool in disrupting criminal activity on the road network is Automatic number plate recognition (ANPR). The technology scans and reads the passing vehicle’s number plate and checks it against several databases, such as the Police national computer (PNC). It can show right away if a car has been reported stolen, was involved in a crime, or was being driven by someone who is wanted or disqualified (Harfield, 2013). The advantages of ANPR technology are that it can be utilised to detect, deter, and disrupt criminal activity on a local, regional and national level. Including organised crime syndicates, human traffickers, and terrorists. ANPR gives road policing units the ability to identify individuals using the road network for criminal activity while safeguarding the rights and privacy of lawfully abiding road users (National Police Chief's Council, 2020). ANPR is crucial in reducing crime by using the power of technology to do it. The police are better equipped to enforce the law, stop crime, and catch offenders if they are disqualified from using the road. By removing dangerous, uninsured drivers and vehicles, ANPR can help disrupt criminals and make the roads safer (Police Service of Northern Ireland, 2022). The West Midlands Police force informed (Her Majesty's Inspectorate of Constabulary and Fire & Rescue Services (2020) of an innovative method of utilising the ANPR database retrospectively. They reviewed initiatives that plot repeat offenders’ movements to make it possible for traffic policing patrols to intervene. Because of this, West Midlands Police was able to demonstrate that it had decreased the number of road fatalities and stopped criminal activities. The successes of ANPR were also noted in Northamptonshire Police’s latest Operation Jaguar, police employed ANPR technology to stop vehicles they believed to be involved in the force’s top priorities: VAWG (violence and women and girls), serious violence, serious and organised crime, and drug use (Northamptonshire Police, 2022). The disadvantages of ANPR include the fact that weather and lighting conditions can have an impact on the quality of the image captured. As a result, valuable intelligence for serious investigations may be missed, as well as proactive responses to uninsured and disqualified drivers (Police Professional, 2008). Additionally, the DVLA has received an increase in calls from motorists complaining their vehicle has been mistakenly associated to an offence. The information reveals that criminals may easily obtain duplicate licence plates, allowing them to fool ANPR systems and police into pursuing the wrong vehicles (RAC, 2021). An important contribution to stopping criminal activities can come from ANPR. However, it should not be a replacement for roads policing officers. There are significant aspects of an officer’s job that new technology cannot perform (UK Parliament, 2006).

The police are able to stop, search, and seize vehicles due to a number of legal powers. To combat criminal activity on the road network, forces collaborate closely with local authorities and other partner agencies (College of Policing, 2019). It is Section 163 of the Road Traffic Act 1988 that gives the power to a constable in uniform to stop a vehicle being driven on a road (Legislation.Gov.UK, 2022). The powers to stop vehicles allow police forces to create proactive operations to target criminal activity on the roads and promote road safety. This is evident when 104 vehicles were stopped by Suffolk police as part of operation alliance, which was intended to stop criminal behaviour in Ipswich. A total of 60 traffic offence reports, 9 vehicles seizures and 7 notices for vehicles defects were issued as part of the proactive operation to disrupt (Chilvers, 2020). Those who break the law while driving are more likely to commit other sorts of crime, claims GOV.UK. Road policing officers should therefore frequently stop moving vehicles to deal with poor and reckless driving (Home Office, 2013). The role of proactive patrols impact of disrupting criminals is evident with the increase in the proportion of stop and searches resulting in arrest from 9% in 2008/9 to 17% in 2017/18 (FullFact.org, 2019).  However, these police powers are often scrutinised. HMICFRS highlights as part of a survey of 7,500 drivers with results indicating that Black, Asian and Minority Ethnic people believing they were more likely to be stopped unfairly. Claiming these were unjustified as police were less likely to provide a reason for the stop to Black, Asian and Minority Ethnic drivers (Her Majesty's Inspectorate of Constabulary and Fire & Rescue Services, 2021). With significant changes in opinion following the murders of Sarah Everard and Sabina Nessa and the recent media coverage of their deaths, YouGov found that for the first time since asking the question in 2019, more Britons are unconfident than confident in local police to deal with crime (Mann, 2021).
The role of roads policing officers has advanced from just being concentrated on enforcing road legislation and dealing with road traffic collision to a much broader concept of disrupting criminality (Fleet News, 2020).  This is being driven by the four priorities set by National Police Chiefs Council (NPCC) in the National Roads Policing Strategy 2022 -2025. The integration of the National Intelligence Model and implementation of Intelligence-led policing will provide a valuable resource to road policing officers to target criminal activity. Technology is evolving the way. Police are using the strategic road network to disrupt criminal activity in new ways thanks to technology. Although it makes a significant contribution to the fight against crime, technology like ANPR should not take the position of road policing officers. Powers of stopping vehicles give officers the opportunity to be proactive and some forces are demonstrating successful results. Nevertheless, the use of this power should be justifiable and reasonable to maintain the trust and confidence of the public.  
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