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Abstract - This report will showcase how security technologies and physical security can impact a modern organisation, its IT system and infrastructure. By analysing research literature, this report will explain why it is necessary and required to have things put in place to protect, detect, react, and safeguard applications within the organisation. Furthermore, a critical evaluation on these requirements will be shown to justify reasoning. Highlighting that these findings are accurate and supportive of the choices of how and why security technologies and physical security need to be implemented, and in the organisation’s environment. 
INTRODUCTION
Security methods in the current day and age is a necessity when trying to protect, detect, react, and safeguard applications. A report by Gartner Audit Leadership Council suggests there are several risk areas that organisations are facing. This includes “IT Governance” and “Cyber Vulnerabilities” [1]. Thus, making security technologies and physical security one of several ways that modern organisations should protect their systems. 
These methods can also be used to detect problems and risks whilst allowing a response in quick time so that the threats are mitigated. In addition, what measures the organisation have in place must be able to safeguard applications so that nothing is being neglected or harmed. After reading this report it will be clear that the suggestions given are evaluated and explained to why specific security technologies and physical security measures should be used. Furthermore, the potential risks and benefits of having these in the organisation’s infrastructure and system. This will demonstrate how effective the measures can be and if they should be implemented.
SECURITY TECHNOLOGIES
Security technologies can be defined as easily as a device or software that is used within a system to protect, detect, react, or safeguard applications. The first security technology that an organisation should consider having in place is an Antivirus Software. The role of an antivirus software is to “detect, quarantine and delete malicious code” [2] this is standard for an organisation as there will be a lot of opportunities for malware to get onto the system. With a lot of devices and employees, this is an effective way in preventing it from damaging the system and the data that is on the system. Eric C a cyber tech expert states in an article, “No single antivirus solution is 100% effective at detecting and removing malware, but it is still effective for the most part” [3], giving the organisation a better chance at protecting the system.
This is a vulnerable technology as if the antivirus software finds malware and is not deleted or monitored it could still affect the system. Also, the software that can be downloaded may need to be updated regularly so if this is not completed the software could become obsolete and then the system would be put at risk. Nevertheless, if this software is monitored and it is kept up to date it can be effective and stop hackers from gaining access to the organisations data, personal information, and confidential information. With a reliable paid software such as “McAfee, Norton or Bitdefender” [4] the organisations system will be more protected. 
Another effective security technology method is data loss prevention. This can be done in many ways, but encryption and decryption are the ones in focus. Encryption is the form of securing data with mathematical techniques or software, then having a key or password to be able to decrypt the encrypted data [5]. This technology should be used by organisations because they will be sending data over the internet, and this is a way that they can keep that data more protected from threats. No matter how much protection you have there are still chances of data being released or intercepted. But, with advanced encryption standards it is becoming even more difficult to decrypt without the decryption keys making this an effective security technology, if done correctly. 
The next security technology that an organisation should make use of is firewalls. Firewalls are used to check network traffic on a system. An organisation using the internet, software, and hardware can create more chances for malicious attacks. This means that a firewall should be installed and be configured to best protect the infrastructure in place. An article by the CISA [6] states that you can use a firewall to “block specific network addresses, applications, or ports while allowing relevant and necessary data through”. This shows that a firewall capable for an organisation can complete a lot of tasks for protection of the system. If this firewall is kept up to date and is configured how the system requires, it can be reliable in protecting the system. Ben Lutkevich, a technical writer suggests that “modern organisations incorporate them into a security information and event management strategy” [7]. This conveys that you can use a firewall hand in hand with a prepared plan, to terminate threats or isolate them so that they can be dealt with as required. 
The final security technology that should be taken advantage of by an organisation is intrusion detection systems (IDS). Ajay Yadav, author, and cyber security specialist states “IDS evaluates a suspected intrusion once it has taken place and signals an alarm” [8], suggesting that if an organisation has one of these systems put in place, it could make staff aware of threatening attempts. Also, any unusual occurrences of the system within the organisation could be made of aware to the staff. 
This security method may not be effective at times regardless of the staff or users being alerted, as attacks and threats cannot always be stopped or prevented. However, with this technology you can tailor it to the organisations vulnerabilities so that if something is attempted IDS can alert and then work with other technology or procedures to make sure threats are attended to. One company that uses this and other security technologies is Juniper Networks [9] and they use this for a range of clients’ systems, “over half of the global Fortune 500 to small businesses” [10]. This shows how useful this technology can be as many organisations are already using this to maximise security within their system infrastructure, reinforcing the reasoning and suggestion for using this technology.  

PHYSICAL SECURITY 
Physical security described by Dan Swinhoe a Editor and CSO, as “the protection of people, property, and physical assets from actions and events that could cause damage or loss” [11]. These are all aspect of an organisation so devices and measures should be put in place to protect them. The value of having these measures is also clear by looking at the amounts spent in total on these products by consumers. The amount spent on security products in 2017 was “$29.2Bn” and in 2022 the predicted amount to be spent is “$41.27Bn” [12]. Having this figure shows that consumers are focusing more on keeping properties secure and there are several devices within this total amount spent, suggesting many ways that this can be done. 
Surveillance is an extremely popular way of protecting infrastructure. It provides a way for organisations to have a video stream and recording of what is happening in real time and simultaneously they can monitor processes and progress of the organisation within its infrastructure. The organisation can then react on anything that looks suspicious or have someone investigate if they think there is a threat or person attempting to damage or gain access to confidential areas. There are however negatives with surveillance as you can be restricted. For example, “limited by budget and setup costs could be high” [13] depending on the amount required. 
Furthermore, a security measure like this one allows another way in which attackers could target the system, so having the cameras in a position where they are not able to be tampered with is necessary and the way they are connected to the system should be protected too. For example, no exposed wires connecting them or if they are wirelessly connecting this needs to be secure, so it is not an access point for hackers. 
The benefits of having this technology far out ways the negatives as even simply having them for safety of staff as well as the infrastructure and the system at the same time. Also, having this method of security allows the organisation with a monitoring system as well as security. This could be used for tracking of progress and stop staff members being idle. Being able to simply track this time and disruptions like “phone usage” [14] whilst working, would make the organisation more productive. However, the organisation must let the staff know the cameras can be used for this purpose beforehand to avoid breaches in personal privacy and misuse of the system. 
The next physical security method that organisations should make use of for detection and  protection is sensors. There are many sensors that could be utilised with Infrared Security Sensors, Microphones, [15] and temperature sensors [16] being examples as which ones could be used for security purposes in a modern organisation’s environment. With these types of sensors on the system they would be able to track the presences of motion, sound, and heat leading to them being notified and able to investigate. 
This could on the other hand be a negative for the system already in place as sensors don’t always work correctly. Motion sensors “often have the highest number of false positives” [17], and this can happen causing resources to be used and wasted on no threats. They could also be expensive to set up and have installed. However, having these within an organisations environment is necessary if it protects the staff, the infrastructure, and systems. This can be in conflagration as well as burglary situations and other physical threats, so having these in place should be a priority for organisations. 
Another physical security method that organisations should make use of is a form of employee identification. This can be done in several ways and the most common are Identification cards, Personal Identification Numbers, Smart Cards, and Biometrics [18]. Each of these are different in the method they are used, but very similar in the fact that they all give the employees a unique way of identifying themselves from others. Having a way that this can be done in the organisation should be a priority as this enables them to detect who is not supposed to be in their buildings.
However, there are some negatives to these methods. For instance, if you have an identification card and it is simplistic, it could be easily forged to give someone else the appearance that they are allowed to be where they should not. Furthermore, biometrics like fingerprints and retina scans must be stored on a database to allow the staff for entry when they are scanned. So, if this data was corrupted by malware or the data was destroyed it would halt productivity. 
One final example of a way modern organisations can protect their systems and infrastructure is having security personnel. Though having security personnel maybe expensive to have, there are ways in which they can improve the overall protection of the organisation. As every security guard is required to have a SIA Licence this enables them to supervise doors and buildings and operate CCTV [19], it can give the organisation confidence that they are informed and trained and know what to do in situations where they are required to act. Some other reasons supporting why security personnel are useful in protecting the infrastructure are because they produce an obstacle for anyone trying to enter the building, they can use their training to determine when people are acting suspiciously. They also have the ability to monitor the CCTV setup and use information like sensor alerts to act [20] [21].
However, there are some disadvantages to having security personnel employed as firstly, they need to have training on all of the devices and systems if anything is changed whilst they are there so there are windows of opportunities for threats to be more successful. Secondly, security of the infrastructure maybe required for constant supervision meaning multiple personnel maybe required, increasing the cost of having this in place [22]. Next, the security personnel could become ill or unable to work and this would also require the organisation to get someone else in to cover and they may not be familiar with the systems so they would be less effective causing risks. 
DISCUSSING APPROACH FOR CASE SCENARIO
Now that a review of modern organisations and the implementations they incorporate to protect, detect, react, and safeguard applications. It now shows that we can discuss an approach for how FlowTech, a fast-growing company can implement a new information security unit (ISU). This unit will focus on securing all the current aspects of FlowTech including online presence, consultancy services, customer state of compliance, business continuity, data recovery, risk management, and cloud storage and services.
POLICIES
The polices that are set within this approach are specifically highlighted as they are policies all staff of the ISU must obey. These policies may already be highlighted generally by FlowTech however, these policies stated are targeted more towards the ISU which are to be followed at all times, when working with other FlowTech employees, customers, information and data. 
Code of Conduct. All ISU employees are instructed to follow the codes of conduct. These have been created and designed to keep all staff behaviour in an acceptable manner whilst working for FlowTech. Employees are reminded that how you act gives a reflection of the company and we aim to maintain the reputation that we are trying to build and develop. With this said employees need to respect the company rules, the company environment and resources, other employees and superiors, and the companies’ customers. 
Equality. All employees are required to endorse equality whilst working within the company’s environment. No discrimination should be targeted to anyone within or outside the company and FlowTech wants to ensure that no one individual will receive any form of unfair treatment to people because of personal characteristics, ethnicity, religion, age, sexual orientation, any forms of disability, and any other forms of discrimination. FlowTech employees will need to agree to follow the Equality Act 2010 [23] to make sure this is not present at FlowTech and any action that needs to be taken place will to eliminate this from the company’s environment. 
Health and Safety [24]. FlowTech wants employees to feel safe in the company’s environment. The two aspects of this are the company’s responsibilities and the employees’ responsibilities. FlowTech as the company has gone through steps to make sure that the working environment is safe for its employees. The services and resources that can be used will be installed by professionals so that everything has been done properly and with safety of employees in mind. Examples of this are terminals with adjustable equipment for employees to change to suit their needs, basic catering equipment that is tested and safe to use with instructions of how to use safely, and parking for security of employee vehicles.  
The company also has a responsibility to make sure that and of its employees working from home are not over committing time on working tasks each day. Rest and time away from work is as important to us for our employees as working hours. Therefore, those are so working in office or at home are advised to  follow the hours dedicated and take the proper breaks suggested when working. The employees have a responsibility to looking after themselves and knowing their limits to make the most of taking breaks and time away from work. Anything that is a concern to the company should be informed to superiors or other members of staff. This way action can be made to help the employees in the way they require it. 
Social Media. As social media is more popular now than ever before FlowTech would like to remind employees that whilst working for the company we expect you to be focused and singly on the tasks and work that is to be completed. We do not expect anyone to be distracted or causing distractions for others over something that is online, we ask that this be done in personal time if there is anything you want to share with other employees. 
In addition to this, employees should be reminded that their presence and personality on social media sites can impact the image of FlowTech. Therefore, employees should be mindful of what they are publishing or interacting with online so that the company image or reputation is not damaged. If there are any cases where the company finds out that this has occurred then the appropriate actions will be taken in response, depending on the severity of each instance.  
Data Protection. This will be involving both individual employee data and the protection of company data. Employee data is protected by the Data Protect Act 2018 [25] which means that any data including personal information used by the company will be treated with the data protection principles. Under this act the employees at any point will be able to request what FlowTech share to that individual what details they have. This data is able to be updated and erased if the information is not required by the company or if you are no longer a member of the company. Furthermore, all employees have a say in how they would like their data processed in situations. 
Company data [26] is also required to be protected and kept as secure as possible for the protection of customers using our service and for the companies’ integratory. With this said employees are to be relied upon to maintain the security measures put in place, this will add another level to the already existing infrastructure that FlowTech has in place. As FlowTech offers services in consultancy, threat intelligence, and combatting immediate threats we need to display that our company is trustworthy and can protect the data that is provided to us to function.
The means of protection extend to personnel within the infrastructure and environment of FlowTech. This means that if anything seems unusual or a possible threat to the company,  customers, or employees they make this aware of to other employees or higher staff members so that they can be investigated. The protection of physical elements is just as important to FlowTech as the online elements are as any threat is a potential cause of damage to the company or its customers. Both of which FlowTech wants to keep secure and able to be productive in supplying the best service that is on offer and we can give to our customers.   
Punctuality. All employees of FlowTech are advised to be as punctual as possible. Arriving on time and being where you need to be to work is necessary for our company to run as well as it can be. We understand that things can happen but request that if there is any issues or problems for employees they should contact ahead of time or when something arises so that the company is informed. If employees have multiple of repeating issues, then help maybe able to be provided and for cases of absences or poor punctuality the suitable responses and consequences will be dealt with the employee.  
Time off / Holidays. FlowTech values its employees and provides each employee with a number of days they can take off as holidays each year. FlowTech suggests that employees take time to select the days in which they would like to have off in advance so that they can be approved. If holidays are left to be booked in short notice, there could be in some cases employees that might not be able to have the holidays that they have asked to make sure that there is enough staff to keep the functionality of the ISU as productive as necessary. 
These policies are changed when there are amendments that need to be made or if there is an aspect that is introduced or removed from FlowTech. Therefore, employees are suggested to check over the policies now and again or if instructed to by a member of staff so that they are aware of what is different. 
COMPLIANCE
Within the company it is important for all employees to be compliant with the rules of FlowTech and the commands that are instructed [27]. This is not only for safety but for several other reasons such as productivity, security, and creating a healthy working environment for all employees. FlowTech asks that employees obey what is asked of them as this is for our rules and for legal reasons too. Like any other company FlowTech has to obey the laws of land and the constitution. This requires any employee working for FlowTech to follow the laws that are put in place as well as the rules FlowTech is enforcing.
GOVENANCE & STRATEGIC PLAN FOR SECURITY
Governance [28] is a way that organisations can be managed so that decisions can be made by the correct positions of authority to determine what the way forward in situations. FlowTech has governance over the ISU so any crucial decisions regarding the ISU will come from members of FlowTech. However, for the decisions that can be made within the ISU, the ISU management team is responsible for overseeing any of the actions taken or instructing any members to complete tasks. FlowTech has several key roles that can make decisions including “Chief Executive Officer, Chief Operating Officer, Chief Financial Officer, Chief marketing Officer, Chief Technology Officer” [29]. These roles are responsible for the whole company of FlowTech meaning that each role will have a responsibility over the ISU. These people are therefor who are in control over any actions that are made by the company. 
As the ISU is involved with important aspect of FlowTech there is need for a strategic plan for security built up of many aspects that can help protect the company and its assets. This plan is required for FlowTech as security risks are rising [30] and FlowTech has a responsibility to secure the data and information that it holds about customers, the company, and employees. 
The company needs to also identify aspects that are vulnerabilities so that steps can be made and put in place so that if anything happens like accidental errors or a security threat, there is a procedure and plan of action in what needs to be done to protect the architecture and infrastructure that has been put in place by FlowTech and the ISU. This can be done by managing risks and categorising what is most severe if it was to become an issue for FlowTech Then taking the correct procedures that have put in place so that these threats can be contained, combatted, and removed so that they no longer potentially or continue to harm the system and its contents. There is also a number of protection mechanisms that can be used to make sure the system is protected thoroughly.           
RISK MANAGEMENT 
Risks within FlowTech are suggested to be dealt within sections. The first of these being identification, everything that could be a risk to the company, employees or customers will need to be identified so that everyone and everything is more protected by having things implemented to reduce chances of the risks occurring. For specific aspects of FlowTech professionals will need to be paid to be brought in to look over the environment and infrastructure of FlowTech to highlight what is considered a risk or threat [31]. The next section of this is assessment, this is when the identified risks will have a solution or proposal put in place to stop whatever the risk is from happening or being less effective. 
During this section a process will be planned of what needs to be completed, the expected outcome of the risk when the suggestion is implemented. Also, a time frame needs to be completed to know when the solution will be carried out so that in the meantime the risk can be avoided. Additionally, if this risk is less severe or impactful when compared to other risks that are required to be changed is also something that needs to be considered when giving a timeframe for completion as the risks should have an implemented solution as soon as it is able to. 
The third section of this is the control, it is important in this section to follow what has been suggested within the previous sections as we are carrying out or making the changes that has been suggested to improve the risk. Whilst a risk is being improved on there should be a record made of all of the stages required to be able to carry out the change. If any specialists were required to complete the work then they should also be noted so that if anything becomes an issue from the implemented change it is known who was last responsible for completing a change to the issue. There should also be a note of the date and time so that if this needs to be used or recalled at any point it is recorded. An evaluation of the risk should also be carried out a sensible time after the risk is dealt with to see whether or not the solution is working and preventing what was highlighted as the risk when it was identified. 
PROTECTION MECHANISMS
Protection mechanisms are tools that are used to protect the systems that is in place at FlowTech. These tools can be used effectively to protect FlowTech and its assets and in doing so provide a reliable and trustworthy service for clients and customers. Authentication [32] is the first of many ways FlowTech protects its system and this gives a way for our staff to stay safe and within the boundaries of there tasks. Each staff is given a username and password that is confidential and will allow them access to an account that can complete the tasks that they are required to plus any of the resources they need to be able to access. This account can be tracked for security reasons giving management the ability to see what is happening, track efficiency and productivity, and observe anything that is out of the ordinary or deemed suspicious. It is important that these credentials are not given to any other members of staff to maintain the level of security that we are trying to achieve. 
Firewalls [33] are also use within the FlowTech systems one being a packet filtering firewall which works on the routers and switches within FlowTech to compare packets to predefined rules to make sure that they are authorised to be on the system and if they are not then they can be blocked, contained, and removed to prevent a source for a threat or attack on the system. This firewall in place is updated regularly to make sure that it is up to the standards expected to be able to protect they system and its contents.  
The next protection mechanism FlowTech uses is antivirus software [34]. The benefits of using a software of this nature provides cover of multiple aspects of security. Some of these being virus protection for the general system, an additional network firewall, internet protection and email security. All aspects that FlowTech will make regular use of in the system by all employees. These types of software are designed to have regular updates that combat new and emerging threats, in addition to the many that currently exist. Using a third-party software and service in addition to our own like this means that we can focus more of our time and resources on our customers and their issues than focusing on threats trying to access the FlowTech system. 
Another measures FlowTech also makes use of employee VPNs [35]. These are virtual private networks that allow employees to work from home accessing all the resources on the system as it they are on site. This measure is also helping security as it is a secured connection to the FlowTech network meaning employees or staff can be productive even when they are not able to be onsite. This network also stops people from being able to intercept the connection as it is secured and provided by a third party meaning they will be able to tackle issues if there are any that arise.  
In addition to all of the previous protection measures FlowTech also makes use of management security and physical security. These are in place for the protection of employees and for the system from outside and internal threats. Management security [36] and physical security [37] in Flowtech is about keeping all the employees safe, there are plans that are put in place that if something were to happen like personnel threats or cases like natural disasters for example, there is a plan on how FlowTech and the ISU can lead its employees on the actions that they need to take. This also involves making sure all employees know what to do and have an idea of what is expected of them in these situations. 
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