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[bookmark: _Toc236003193]Abstract
Businesses today face a sea of issues when it comes to AI and data security, with financial industries adopting AI services, governance is vital. 
This report is a critical review of modern literature and regulatory analysis, focusing on attack taxonomy mapped against GDPR, EU AI Act and DORA obligations. 
Aiming at justifying that regulation governs outcomes and documentation, not the integrity of the data flowing through a company's ML pipeline. Implying that controls must be derived from the risks, with compliance as a byproduct of this not as the end goal.
[bookmark: _Toc236003194]Introduction
Financial services have moved AI from data analytics into decision making facilities from AI adoption in credit scoring, fraud detection and Anti ML (money laundering) alerting. Changing from suggestions on collected data to now being systems that produce legally significant outcomes about individuals.
Conventional security theories assume code and infrastructure are the attack surface. In an ML system, the training data is also an attack surface. The regulatory boundaries have closed fast between 2024 and 2026 while the technical threat matured at at a rate that hasn’t let regulations catch up.
[bookmark: _Toc236003195]Threat Taxonomy for Machine Learning Systems
[bookmark: _Toc236003196]   A. Training-time attacks
These attacks occur during a model’s learning phase, attackers manipulate training data and learning environments to compromise a model’s integrity, this results in hidden backdoors, incorrect decisions and a loss in performance, creating an opportunity for exploitation.
Label flipping
The crudest form of attack, correctly sourced samples with deliberately incorrect labels contained in the training [1] resulting in fraudulent transactions being labelled as legitimate. This is easy to discover as AI can detect differences in the dataset and where the data came from.
Availability poisoning
Aiming to degrade overall model performance rather than any specific decision that it will make. In a fraud model this shows up as rising false positives until the alerting system is effectively abandoned in analysis [2]. This is a denial of service through nuisance rather than downtime.
Targeted poisoning 
Causes misclassification on specific inputs while leaving aggregate accuracy in the model intact. This is relevant to how governance only equates for metric based ideas by only looking at average accuracy.
Backdoor / trigger attacks 
The attacker implants a link between a trigger input and a chosen output, the model behaves correctly in every other way. 
Clean-label attacks
Poisoned samples have correct labels and look normal to a human reviewer, the manipulation is in feature space, where crafted samples collide with the target's representation. Showcased in Shafahi et al.'s feature collision work [3]. This is the most important attack to factor in when considering a human label review, the type most governance frameworks use, as it does not detect it. 
[bookmark: _Toc236003197]B. Inference-time attacks 
This type of attack takes place when the ML model is in operation, rather than poisoning the training data like training time attacks. Inputs, prompts or environmental context are manipulated to fool the AI into producing unsafe or attacker-controlled results.
Evasion 
Used primarily against large language models (LLMs), attackers insert malicious instruction or persona overrides to bypass filters and force the model to work against it’s instructions.
Model inversion 
This reverse engineering example consists of reconstructing training data from model outputs, by attempting to trick the model in to revealing how it gets to certain conclusion or how it’s decision-making works.
Membership inference
This is when an attacker is determining whether a specific record was in the training set when the model was developed. This is a GDPR issue if the training set contains personal data [4]. 
Model extraction  
When cloning a proprietary model through systematic querying, this is more of an IP loss rather than a security failure however.
[bookmark: _Toc236003198]C. The expanded modern surface 
The classical framing assumes a discrete training set and a frozen model, this is no longer the case. Modern deployments break both assumptions. The surface now includes:
Fine tuning data 
Available models are smaller, cheap to influence, and often assembled ad hoc from internal sources compared to when compliance and regulation were put in place
Retrieval Augmented Generation (RAG) knowledge bases
This is when an attacker plants malicious documents into a model’s data sources [5], these are retrieved at inference and treated as authoritative by the model.
Agent memory 
Manipulation of the memory used by AI agents, persisting across sessions, so a single successful injection has lasting effect [6].
Tool and function descriptions
Infiltrating the tools and skills read by the model as instructions, changing how it approaches problems and data that is presented to the model.
Continuous retraining loops 
This is when manipulation of data pipelines to exploit the fashion in which models are continuously updating and ingesting more data, causing drift and degradation over time [7].
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  D. Table of Attacks
Table 1
	Attack
	Stage
	Objective
	Access required
	Detectable by

	Label flipping
	Training
	Integrity
	Labelled dataset write
	Statistical outlier analysis

	Availability poisoning
	Training
	Availability
	Training data
	Accuracy monitoring

	Targeted poisoning
	Training
	Integrity
	Training data
	Targeted test cases only

	Backdoor / trigger
	Training
	Integrity
	Training data or weights
	Trigger reconstruction, activation clustering

	Clean label
	Training
	Integrity
	Training data (no label control)
	Not by human review

	Model supply chain
	Pre-deployment
	Integrity
	Model repository
	Provenance, signing, ML-BOM

	Evasion
	Inference
	Integrity
	Query only
	Input anomaly detection

	Membership inference
	Inference
	Privacy
	Query only
	Query rate monitoring

	RAG / memory poisoning
	Inference
	Integrity
	Content the system retrieves
	Source allow-listing, provenance





[bookmark: _Toc236003200]Data Poisoning Case Studies
[bookmark: _Toc236003201]A. The economic asymmetry
A 2025 systematic review looking at studies from 2018–2025 found adversarial data can be injected and degrade model accuracy by up to 30%, this shows a small drop of malicious data can cause large scale issues in AI training data [8].
Alber et al, shows that a whole attack on a model can cost around US$1,000, a four-figure attack versus the control function of an entire compliance team on six or seven figures a year [9].
[bookmark: _Toc236003202]B. The empirical case 
There’s a threat assessment case simulating a poisoning attack against The Pile, a real dataset used for LLM development. This is a real dataset that is used to train LLMs and is a cornerstone of training data.
The Feb 2025 Nature Medicine LLM study [10] finds that fake articles generated via the GPT-3.5 API were injected into The Pile. Six 1.3B-parameter models trained on 30B-token datasets at 0.5% and 1.0% poison rates and six 4B-parameter models trained on 100B-token datasets at poisoning levels of 0.1%, 0.01% and 0.001%.
At 0.001% the harmful effect persisted, and the poisoned models matched clean model scores on the standard benchmarks used to evaluate medical LLMs.
This study is not based on financial companies however and deals with medical information and is from a medical institution.
[bookmark: _Toc236003203]C. Financial sector relevance
Fraud detection models are retrained continuously on live transaction data. The attacker is therefore inside the data generating process meaning that every transaction a criminal submits is a candidate training data sample. Unlike image classification, where poisoning requires compromising a curated dataset, models ingest data that adversaries can access in the normal operation, in effect there’s no breach to be conducted. The attacker controls the features, and the target controls labelling, this will survive human review with a clean label.
A 2020 study [11] demonstrates that malware classification in AI models depends on the training set used. Constant updating of the data is also the attack surface for adversaries. Looking at specific malware instances instead of classification of malware, this is relevant to financial sector as adversaries can attack by utilising drift in the training data that is factored in. The attack and the defence then become the same process. 
[bookmark: _Toc236003204]D. Detection Asymmetry
Models with poisoned data pass standard validation as they behave correctly with clean inputs, issues arise when the trigger action or targeted part of the data cannot be interpreted as poisoning by design. Because the poisoned models passed the same tests used to certify clean ones, the validation controls that approve a model for production cannot register the compromise.
Then a poisoned fraud detection model is unable to be noticed from a model that is working as it should from the outside. Considering adversarial drift the same as normal drift, the model will attempt to retrain and then move on.
There is currently no example of this in any financial context, this could be attributed to multiple factors. The attack is yet to be found in a financial context. It happens but it’s yet to be detected or it’s been attributed to drift and never logged as a security event.
These possibilities are currently indistinguishable from each other, so lack of evidence can’t be taken as evidence that the poisoning isn’t happening.
[bookmark: _Toc236003205]The Regulatory and Governance Landscape
Does the current the regulatory and governance landscape effectively combat and resist against the abilities and tactics of adversaries and threats? This section tests instruments against the point, does it reach the training pipeline or only the models output?
[bookmark: _Toc236003206]A. GDPR
GDPR stands for the General Data Protection Regulation. It is a strict privacy and data protection regulation passed by the European Union (EU). GDPR regulations are set in place to protect individual’s data [12]. This means that it only becomes an issue when models produce an automated result that affects a person’s data or a decision made about an individual. This is downstream from the actual attack and not the integrity of the dataset itself. The accuracy principle of GDPR governs only the accuracy of stored personal data and not the integrity of the training data set [13]. Thus GDPR is not effective against the attacks discussed.
[bookmark: _Toc236003207]B. DORA
The Digital Operational Resilience Act (DORA) is a regulation from the EU designed to strengthen the digital resilience of financial businesses and entities. It principally concerns keeping services running and accessible. Specifically, Art. 5 [14] puts ICT risk on the management of the entity and Art. 6 [15] requires an ICT risk management framework. This is adequate for keeping services up and running.
None of this treats training data or models as assets however, there’s no obligation for compliance within these entities to treat poisoned datasets as risks. Poisoned datasets are not a resilience failure, the service will still function, and the model looks from an outside perspective to be not functioning correctly, so DORA is looking at the wrong failure to be effective.
Article 28 governs third-party ICT risk, giving a financial entity audit rights, monitoring and exit plans over a provider. But these are rights over the service, not visibility into the training data. This doesn’t cover the third party’s training dataset and leaves financial services vulnerable. Thus DORA is not effective against the attacks discussed.
[bookmark: _Toc236003208]C. Artificial Intelligence Act
The EU Artificial Intelligence Act [16] is the first legal framework which aims to create a trustworthy environment for AI developers and deployers. There are specific use cases stated in the regulation, it contains classification guidelines on creditworthiness and credit scoring assessment and is listed in Annex III [17] as a high-risk AI system.
Article 10 [18], refers directly to the training of AI models. It requires providers to use quality training, validation, and testing datasets that are relevant and free of errors to the best extent possible.
Article 15 (4) [19], this concerns providers’ responsibilities to ensure accuracy and states that technical solutions must be implemented to prevent, detect, and control AI specific vulnerabilities, naming data poisoning specifically. This is the only instrument in the entire regulatory stack where the threat of data poisoning appears in primary legislation. Every other instrument regulates the model's output, only the AI Act reaches the training pipeline itself.
These obligations were due to be applied on 2 August 2026 but have been deferred to 2 December 2027 [19], this is because the standards weren’t ready for deployment. This means that a fintech company that built a compliance program around this act in anticipation was built on a shifting landscape and the obligation existed before the means to comply with it did. 
So, the AI Act is relevant to the threats but it’s not yet ready for deployment which is so far the best regulatory defence available, and the best in prospect.
[bookmark: _Toc236003209]D. Voluntary Frameworks
The NIST AI Risk [20] Management Framework (AI RMF 1.0) is voluntary guidance from the U.S. National Institute of Standards and Technology. 
ISO/IEC 42001:2023 [21] is an international standard for AI management systems, certifiable but only if a firm chooses to pursue it. 
Unlike GDPR and DORA which are legally enforceable regulations but don’t solve the vulnerabilities, the NIST AI RMF and ISO 42001 are voluntary and designed around AI and cover the issues that are missed by legal guidelines.
The instruments that reach the pipeline are the ones no entity is legally enforceable to adopt, the mandatory ones do not reach it. This is an issue until the AI Act is enforceable in December 2027.
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[bookmark: _Toc236003211]A. Outcome vs pipeline
Everything except the AI Act regulates what an AI model does, not the dataset it’s trained on. In this case any enforcement can only be done retrospectively, it only triggers after a poisoned model has produced a harmful decision. The model looks healthy right up until the trigger fires, so there's nothing for after-the-fact enforcement to catch until it's too late. 
[bookmark: _Toc236003212]B. Supply Chain Opacity 
A fintech entity fine tuning a third-party’s model inherits a non-auditable pre-training dataset. DORA gives the entity certain rights over the service but doesn’t allow any visibility into what and how the model has been trained. The attack surface can be placed inside the dataset that no regulation gives rights to inspect. There is a definitive gap in the legislation that has no current mitigation or legal action associated with it.
[bookmark: _Toc236003213]C. Temporal Instability
A regulation rescheduled by sixteen months on seven weeks' notice cannot be the foundation of a control programme. The controls must be derived from the actual risk, with compliance treated as evidence produced along the way rather than the objective itself.
[bookmark: _Toc236003214]D. Limits of Analysis 
This analysis carries its own limitations. The poisoning work that exists is heavily skewed toward image classification and LLMs. This is an issue as financial fraud models are tabular and continuously retrained, so transferability of the published results is assumed, not demonstrated. 
Several impact figures come from security vendors with a commercial interest in the threat being taken seriously.
There is no publicly disclosed poisoning incident at a regulated financial institution, so impact in the financial industry is only theorised from lab conditions. The absence of evidence isn't evidence of absence, but it also isn't proof of severity.
[bookmark: _Toc236003215]Conclusion
1. Data poisoning is of high impact, low-cost, and structurally hard to detect. It survives at very low rates and passes the standard validation that certifies clean models. 
2. Of all the regulatory tools governing AI in financial services, only the AI Act reaches data integrity of the training set, and its enforcement has been deferred to December 2027, so the one law that addresses the threat cannot yet be relied upon.
3. Therefore, controls must be derived from risk and designed into the ML lifecycle, with compliance treated as evidence produced along the way.
These findings inform the CISO proposal in Task 2, which turns them into an operational plan to put them into a control programme for Aegis Fintech.
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