Implementing a Secure Converged Network Solution for Smart Home and Organisational Use
Project Management and Research Methods
ACDA5004
Imran Ali
1701017
Dr. Mabrouka Abuhmida
Dr. Kapilan Radhakrishnan (Specialist)



Table of Contents

1. Introduction
2. Research & Development Methods
3. Resources & Planning
4. Conclusion
5. References








Table of Pictures

Picture 1 - Typical Smart Organisation Network	- 6 -
Picture 2 - Basic Smart Home Network	- 7 -
Picture 3 - The Research Onion	- 13 -
Picture 4 - Project Plan	- 19 -


1. Introduction

The ability to demonstrate a sound understanding of management, research and development strategies will be displayed to produce a major project proposal that will meet ethical and sustainability guidelines. Relevant literature sources will be used, providing the reader with a strong understanding of the topic, whilst achieving the overall aim of the study and defining expected deliverable from the project.

“Implementing a Secure Converged Network Solution for Smart Home and Organisational Use” is the title given to the proposed research topic.

This topic is related to the Computer Networks & Cybersecurity field of study and will provide a solution to ensure strong security of a converged network is presence within a home or organisational network.

Background Study

Computer Networking & Cybersecurity has been in development since 1966, where the first computer network was created, ARPANET, which connected two nodes from UCLA and SRI to allow for a packet-switching network [1].
A computer networking system allows for a group of computer devices to. Be connected together for the purpose of sharing resources, data and information, the Internet is the most common and widely used network in the world which consists of webpages providing data, information and the sharing of multimedia. A network will allow for an engineer to propose security and scalability measures whilst maintaining fast speeds for data transfer, this will allow for a network user to expand their network with a high security, lowering the risk of internal/external attacks. A network can consist of a number of devices such as computer systems/devices, routers, switches, hubs, VOIP devices, video over IP devices [2].

Cisco Systems, Inc. is a developer and manufacturer of networking, telecommunication and high-technology products and services that can be integrated into a home or organisational network [3].

Cybersecurity is related to the protection of devices on a network from theft, malpractice or damage, internally or externally. Some common attacks and vulnerabilities include: DoS, Phishing, Tampering, Virus Spreading, Privilege Escalation, Password and Malware Attacks [4].
There are features computer networks must have within an enterprise and home environment:

· High Security
· Fast Performance/Speeds
· Reliability
· Minimal to 0 Downtime
· Vast Scalability Options
· Ease of Maintenance & Management
· System Integrity

In the present day, Computer Networking can be visible as a high priority in terms of operation, security, performance and scalability in both home and organisational networks. 	
Organisations will want to ensure seamless quality of data and information transfer with high security with quick-timing as well as the ability to expand their network by adding more computer devices to the network. 
A smart home network will want to boast the same features as an organisation but on a more minimal scale, for instance performance should be exceptional with the exception of the home location and security must be strict due to the data that may be kept on home networks, scalability should be considered for up to 15-20 devices within a household, but, can be configured to add more devices to the network.

The rationale for this topic of study is due to the technological advancements that are being brought into home and work environments, smart and connected devices that are connected together in a network providing ease of functionality and automation [5]. The research of this topic is worth doing due to the fact that technology is constantly advancing and updating, one change in technology could cause a whole network to be changed, research into how to maintain and manage a network will be covered throughout.

The concepts of study that will be investigated:
· The construction of an organisational network (Local LAN); an office building that will consist of smart network devices and computers.
· The construction of a home LAN with smart, connected devices.




Organisational Network

When creating a network for an SME organisation, there are key elements that must be contained to ensure a smooth, faultless, operating network.

The first element is to consider the ISP that will be providing a steady internet connection with suitable hardware equipment and software when required to be able to maintain the network infrastructure. Consider what you would like to store on your network and how you will store it [6].

The second element to consider for an organisational network is constructing a plan that will allow for scalability in the future, with businesses consistently growing, there should always be a plan for expansion and considerations for expanding a network should always be in thought, for example an organisation may choose to expand overseas, a networking plan should be set up to allow connection to the main HQ and network. Scalability should also consider employees that choose the BYOD option for work, they should be able to connect to the organisation network instantly and work [6].

The third element to consider is workforce training in relation to the network and organisation operations. The workforce should have an understanding of illegal practices as well as threats and how to overcome or report them when found to keep the network safe [6].

The fourth element that is a strict consideration is network security. Assessments and situations must be created to assess the strengths and weaknesses of the network, this will in turn test network stability as well as reduce surprise costs for the organisation should the network go down [6].












A typical smart organisational network:

[image: Image result for business computer network]
[bookmark: _Toc7732780]Picture 1 - Typical Smart Organisation Network
The picture above shows how a typical organisational network setup looks like and will consist of. In relation to the context for the proposal, the office will boast a similar set up across three floors.

This kind of network consists of servers, routers and switches across the base of the business, where each floor will connect to the next, allowing for connection regardless of position or device. Wi-Fi and ethernet connections are mainly used to allow for flexibility and performance.












Home Network

When creating a home network, there are similar elements that should be considered upon creating the network.

The first element again, is the consideration of the ISP, you should choose a provider that will provide high upload/download speeds in relation to the location of your house at a low cost [7].

The second element that should be considered is network security. Ensuring all devices that are connected to the home are up to date in the terms of software and anti-virus software, this should prevent any unknown network snooping [7].

The third element to consider is the ease of maintenance of the network, whereas an organisation can offload maintenance to another body, a home network must be maintained by the residents of the household. You should keep network security simple but secure [7].

An example of a smart home network:
[image: Image result for smart home network diagram]
[bookmark: _Toc7732781]Picture 2 - Basic Smart Home Network


The picture above displays a basic smart home network that can be found in technologically advanced homes in terms of home and security devices.

A home network will consist of devices such as laptops, tablets, pcs, smartphones, games consoles and smart home devices. For connectivity, the best for a home connection will be Wi-Fi that is transmitted by a router, this can further be transferred throughout the home by using network extenders for better coverage.


IoT

The Internet of Things (IoT) is the interconnection of computing devices via the internet to allow for the sending and receiving of data [8]. The main problem with any computing device is security, devices are vulnerable and attackers are able to find backdoor entry points that will allow for tampering and further disruptions to the networks. Keeping the network simple but complex in terms of security will be an objective when curating a network design.

The more and more devices being connected to the internet are at risk of being vulnerable to attacks, with predictions hinting at a device count of up to 75+bn by 2025 [9]. 

The reasoning behind such devices is automation, this should help in relieving everyday activities and simplify life, however there are arguments in the terms of human health and the transmission of waves from devices, that further corrupt the world as a whole.













Main Aim of the Project & Sub-Tasks

The main aim of this project is to plan and implement a secure converged network for both home and organisational use whilst comparing the differences and similarities of both.

Sub-Tasks

· Analyse past, current and future network infrastructures within smart homes and smart buildings, providing a detailed blueprint to be able to propose the creation of such networks 
· Evaluate the main problems and risks of creating a network in secure and unsecure locations and provide ways to lower/overcome related problems
· Design and create network simulation environments related to both home and organisations on Cisco Packet Tracer with detailed viewpoints and provide a connection list
· Provide a network maintenance/management system to allow for changes in the network allowing for adaptations to past and future variations of networks and devices




















Literature Review

In relation to the topic of study for the proposal, undergoing literature research, works related to the project proposal include:

· Convergent and Reliable Hybrid Home Networks [10]

This paper presents findings and approaches to improve home network monitoring, resilience and performance by testing devices connected to the network whilst logging performance and systematic logs, further, traffic was monitored on the network to be able to implement a network management system which would in turn help retain characteristics and boost network performance.

In comparison to the study proposal, this paper will provide a guide to create a resilient network with the ability to successfully manage and simply maintain it should any problems occur. Network testing will be favourable for an organisation, so they are able to implement methods on how to keep their network faultless with fast performance speeds.

· Building Converged Networks with IMS Technology [11]

This paper presents a technique on how to construct a converged network with a wide range of devices related to voice, data and multimedia services. Explained are both the approaches of using wired and wireless networks as well as for future technologies, the IP Multimedia Subsystem convergence approach that is strictly for converged networks and their devices.

In reference to the study proposal, this paper details a framework on how to construct a converged network in a wired and wireless manner whilst considering future technological advancements. This is favourable for both home and organisational networks as it provides an ultimate solution as to whether a wired or wireless connection would be suitable for the given environment.





· Smart Homes: Architectural and Engineering Design Imperatives for Smart City Building Codes [12]

This paper displays a blueprint on how to create a smart city. Acknowledging all the requirements that are needed when constructed a smart home, network connectivity within a smart home and the devices to be used have been considered that are up to date.

In comparison to the study proposal, this paper is able to provide a design brief on a typical smart home/building within a smart city. The paper provides the considerations and limitations of such a smart architecture as well as detailing the products and services that can be found in a smart home/building.

· Cybersecurity Principles for Industry and Government: A Useful Framework for Efforts Globally to Improve Cybersecurity [13]

This paper discusses a subsequent framework/policy on how to stay cybersecurity aware within an industry situation. It talks about the most possible threats to industry as well as ways to anticipate cyber-attacks and ways to overcome them.

In reference to the study proposal, security is an issue to all networks, this paper talks about how to be cyber-aware in an industrial viewpoint. A policy can be followed to ensure there are minimal risks or problems to network and its environment.

· NICE: Creating a Cybersecurity Workforce and Aware Public [14]

This paper educates and informs the reader about cybersecurity awareness strategies, training and workforce development by outlining situations related to networking problems and ways to overcome and resume work.

In reference to the study proposal, the audit that has been taken place by the paper will be able to provide a detailed breakdown of problematic situations for a network, with the provision of ways to overcome the problems for the network users, so for example in an organisation, employees can be trained to detect and resolve any problems without causing a huge problem for the organisation as whole.


Expected Outcome of Study

At the end of this study, the main outcome will be to provide a blueprint to create a network for a smart home and smart organisation building, detailing benefits and limitations of the different types of networks that are suitable for the selected environment. Considerations will be provided in terms of the equipment, hardware, software, ISP etc. that will be favoured for the network.

This study is experimental, so there will be a simulation provided that will display the network as a whole as well as the connections and system logs that will monitor the network performance and reliability. The simulation will be created on Cisco Packet Tracer, which will allow for easy visualisation for the reader/interpreter. 

Furthermore, when the simulation has been completed and testing has been completed, network management logs should allow for the user to create a maintenance strategy to make sure their network is up to date and near enough faultless.



2. Research & Development Methods

Research is the background study and generation of ideas and possible theories that will be relied on when proposing the study proposal. Methodology will be considered and further followed to progress the development process that will be implemented. During this area, arguments and data will be analysed in relation to the subject at hand, data collection, risk assessment and assessing every information gathered during this process for reliability and validity. The research purpose will be descriptive research, where analysis and evaluation will take place upon the gathering of data and information, this will in turn provide a better understanding of the main objective and tasks at hand during the project. 
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The picture above gives an insight into Mark Saunders’ “Research Onion” [15] which identifies and links how philosophies, methods, approaches and strategies are correlated. 

A positivist philosophy will be followed during the research process, where data will be derived and measured upon the location of the data and information. This philosophy is mainly centred on data experiments.

Furthermore, a deductive approach will be used, allowing for the testing of a hypothesis while producing and testing arguments, providing an ultimate justification for the main objective of the project.

This study will be based on an experimental situation; creating a secure network whilst arguing the best hardware’s/software’s that can be implemented and will benefit the network users as a whole. Again, this relates to the deductive approach, as a hypothesis will be argued whilst providing both benefits and limitations.

Strategy & Data Collection Methods

There will be an involvement of the collection of both, primary and secondary research, gathering new information for the present and future of technology as well as the use of secondary research, where discovered and opinionated information will be used to assess the arguments curated throughout the project, also, the assistance of qualitative and quantitative data will be required to provide an ultimatum. In relation to the data and information being gathered, longitudinal research will benefit this project due to studying of technological changes overtime whilst comparing the changes that have occurred.

Reliability & Validity

To ensure reliability and validity of information and data gathered during the data collection process, the information and data will be analysed for bias, errors, popularity and tested for fact vs. actuality.

Validity will assess if the information gathered is portraying what the actual objective of the project is trying to justify. With the use of different methods and data types, this should in turn provide credibility from the sources.









Project Risk Assessment & Evaluation

This project will be accompanied by several issues before and during the completion of the tasks at hand. The main problems will be connected to the creation of the simulation that will be displaying and testing the security of the converged networks.

Risks include:

· Time management; there should be a well-planned time-frame that will allow for the development and implementation of both converged networks, poor time management and constraints will affect the delivery as well as work load to provide successfully secured networks
· Identification of correct softwares/hardwares; not knowing which equipment to use and that will provide the best result will end up in not achieving the main objective of the project
· Unrealistic aims/sub-tasks; this will cause the requirements not being achieved, further producing a half finished project with minimal results
· Budgeting; for the simulation to become a reality, the cost of real-life equipment that would be stated fit for use will be expensive, an alternative solution should be provided whilst assessing a cost-benefit analysis
· Data back up; ensuring all work related to the project is kept safe and secure, this could be a fatal problem if all work is lost due to not keeping back-ups
· Power failures; this can disrupt and further corrupt any work that has been completed
· Access restrictions to the computer labs within the university out of hours and during the weekends

There will not be any legal or ethical issues associated with this project as all data that will be created will be kept and intended for use by the proposed researcher, also the fact that this project will be a simulation, it will involve the creation of new data.






Other Problems Related to The Project

From the initial research on smart technology and its changes over time, some products and services related to the IoT technology have had changes in the terms of software updates, this will further affect the network, as devices will need to be configured and adapted to change constantly, this further affects the costs to rise for the creation of such networks and the devices that will be used. 

A network maintenance system will need to be created as there is no system in place that will automatically log and monitor the performance issues within the network. The project will rely on collecting data to provide an end argument to ensure the security of the network.



























Data Analysis & Evaluation Techniques

After creating the converged networks simulation, testing will take place to ensure the strength of the networks as well as ensuring the requirements have been met, this is the ultimate way to see if you have achieved your goals and have been on track throughout the project and its processes.

To evaluate this project, the “Comparison” evaluation method will be used, comparing the simulation to real-life network that has been created or proposed, this will view similarities as well as standards to show that the network created is technologically up to date.

Network efficiency will be analysed to identify the performance, consumption, speeds, data transmission and collision, errors and overheads, this will in turn help build a strategic plan on ways to overcome and limit these risks from happening in the future.

Software testing will be a main requirement for evaluation, Cisco Packet Tracer will be tested to ensure it is capable of performing the software tasks as well as viewing any issues related and overcoming them.

When evaluating data, the quality and reliability of the data is a key area to assess, ensuring the data is complete and suitable for use in a non-bias argumentative situation and being able to provide a two-sided argument with a conclusion. 


3. Resources & Planning

This section will cover the considerations of the resources that will be required for the project. The identification of the correct resources will improve the overall end product for the project, furthermore lowering the risks that may be related to the project.

Resources Required:

Hardwares: 
· PC/Laptop
· Router
· Switch
· Server

Softwares:
· Microsoft Office Packages
· Cisco Packet Tracer
· Tera-Term
· Putty

Library Related:
· Online Library
· Books
· Research Papers/Journals

Human Related Resources:
· Project Researcher – Imran Ali
· Supervisor – Kapilan Radhakrishnan





Project Plan

The project plan below displays the strategy that will be followed to complete the given tasks in the time frame given. Each activity has been given a significant timeframe, a set duration and a completion rate to ensure tasks are completed and each phase can be started on.

[image: ]
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4. Conclusion

To conclude this project proposal, this project is about the creation of smart, secure converged networks that can be implemented for home and organisational use. With references to IoT, Computer Networking and Cybersecurity, designs and simulations will be developed to create an ultimate secure network for the given environments with the use of the best resources available, ensuring credibility throughout the project. Furthermore, research will continuously take place within the background of this project due to the constant changes and trends in technology and smart devices. The end product will provide the user with a network that is reliable, viable and of high performance with statements on how to continuously improve the network with the assistance of a network management system. Again, for this project to be brought to life, the main problem of this project will be the cost in the terms of hardware. 
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