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1. [bookmark: _Toc186455274][bookmark: _Toc198824725][bookmark: _Toc186455125][bookmark: _Toc186455257]Abstract

1.1. Team Trojan worked together as a cohesive unit to progress the systems engineering process at pace ensuring that a robust and technically mature solution was created utilising the entirety of the system engineering tool set. This project presented challenges and lessons learned that can be used in future projects. 




2. [bookmark: _Toc198824726]Introduction

2.1. The aim of this report will be to present how I worked as part of a team to deliver a solution for the systems engineering module. This will encompass how the design progressed, the interactions between the team and I with emphasis on our respective roles and finally how the solution was delivered at the presentation [Annex A]. To finish a self-reflection using feedback [Annex B] from the customer will be used to determine how I can, and the project can be better. 

2.2. I agreed to take on the role of Disposal Lead as I had the most experience across system lifecycles including the disposal sequence. As such I knew that I would have to advocate for an aspect that is renowned for being forgotten about as typically systems within our industry can stay in service for 25+ years to which disposal has been pushed to later down the line instead of considered at the outset as part of the design.[footnoteRef:2] [2:  This is based on prior experience and case studies where equipment has not be disposed of properly. For example, decommission nuclear submarines are often left in graveyards to slowly rust away with inadequate disposal plans. [10] Another is Australian frigates and tanks as poor disposal processes led to environmental considerations which drove up the cost. [11]] 

3. [bookmark: _Toc198824727]Project Trojan

3.1. Project Trojan is a remote-controlled modular drone capable of delivery a variety of effects depending on mission parameters. The intended module is a blast warhead capable of eliminating the communications centre whilst mitigating collateral damage to the surrounding environment and people. See figure 1. 
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[bookmark: _Toc199690336]Figure 1 - Project Trojan Design
3.2. Throughout the development and design process, the project must conform to legal regulations that enforce safety, functionality, environmental and security requirements. These comes from overarching regulations like the Health and Safety at Work Act 1974 [1], DSA 02 OME [2], Explosives Regulations 2014. [3]

3.3. There are a few COTS solutions available that build upon drone technology, Unmanned Aerial Vehicles [4] have been in service for many years but more recently the proliferation of smaller commercial drones used in conflicts have revealed their effectiveness. [5] However, no specifications, safety documents or energetics is readily available.[footnoteRef:3]  [3:  However, the same can be achieved with a £5 drone kit that could be 3D printed. Or by repurposing commercial drones with a few modifications at a significantly lower price. [9] But our design provides a refined capability that is designed with this purpose. ] 


3.4. Through Russia-Ukraine it can be seen that at today’s rate of production, a large-scale conflict will create massive shortages of arms and munitions. As a result, the EU Commission allocated the €500 million foreseen under the Act in Support of Ammunition Production (ASAP). [6]

3.5. This should lead to the defence industry increasing its production capacity and thus increase its supply of explosives.[footnoteRef:4] This can be seen by Chemring “said some of his customers have asked for output increases of 100–200%.” [7] The need to increase production of explosives has been supported by various white papers, defence reviews and studies, for example this Scandinavian Journal. [8] [4:  However, to set up these production lines will have significant lead times to establish and be efficient. ] 

4. [bookmark: _Toc198824728]Role and Responsibility Within Team
4.1. As already mentioned, my role within the team is Disposal Lead. My goal is to raise relevant disposal requirements, identify suitable disposal methods as part of the design solution as well as understand where possible waste can be generated through use of the system or during the various manufacturing steps. 

4.2. As part of manufacturing, I must understand the steps and critical process so that waste controls can be placed to mitigate noises thus minimising waste as much as possible. Also, I must identify any possible issues whether that is safety or capability originates from disposal or failing to effectively dispose of the system come end of life. 

4.3. Throughout the project, I have used every tool, matrix and QFD contained in the design tool kit, this facilitated the outputs that would be used in the final design solution. To ensure that the solution would meet the requirements set, pairwise comparisons were carried out to identify most important requirements and then Pugh’s were used to determine if the solution effectively meets the requirements. Additional requirements could be security, ensuring that the integrity, availability and confidentiality of the system is not compromised. This would rely on particular standards such as NIST 800 and Defstan 05-138 and 05-139. 
5. [bookmark: _Toc198824729]Project Progression

5.1. To progress the project, the group agreed to spend as much free time available when attending university at the library working through the systems engineering process using the provided design book. In addition, outside of university, I was involved in workshops progressing major elements of the workbook every Friday in between lecture periods to maintain pace of the project. 

5.2. By end of the first 2-week lecture period, we had already completed the vast majority of design book, devised a suitable design and began looking into critical functionality and subsequent sub-systems. In the interim period, leads for their areas would independently progress their sections and incorporate that into the design book.

5.3. By the time we arrived at the second block, the group had a firm understanding of the critical component, how it was manufactured and the noises and controls surrounding it. This meant that majority of the free time was spent agreeing on certain decisions, adding finishing touches and preparing the presentation. 

5.4. However, a pitfall of the systems process identified is that it is a linear cyclical process meaning that you cannot progress a certain activity without completed the prior requisite activities and this would be repeated if required. As such, being the Disposal Lead, I found that I had to wait towards the very end of the project development cycle to be able to fully complete my area of responsibility. However, this didn’t mean I did the bare minimum, I made sure to prepare and work with all areas to provide SME input ensuring that my support would contribute to their deliverables being the best they can be. 
6. [bookmark: _Toc198824730]Communicating and Decisions

6.1. Throughout the project, each member of the team member acted as if this were a real project, professional, personable and if a disagreement around certain decisions or direction of the project arose, the decision would be determined democratically. The team communicated well as already said, we would work collaboratively whilst at university and I made every effort to attend the agreed meetings outside of university balancing the demands of work. 

6.2. As disposal lead, my focus centred on how the system will be broken down come end of life as well as how to minimise waste as part of the manufacturing to disposal sequence (MTDS). As such I made sure to communicate to the requirements and development lead to ensure that disposal requirements are captured, various design solutions were considered that led to mechanisms to make disposal easier we implemented, this came in the form of a modular warhead system. 

6.3. As disposing of explosive articles can be hazardous, I made sure to communicate with the Emily (System Safety Lead) the types of risks can exist in the disposal step through a FFMEA. In addition, waste generated throughout the manufacturing process can lead to a safety incident, so I created a PFMEA and shared it with John (Manufacturing Safety Lead). See Figures 2 and 3. 
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[bookmark: _Toc199690337]Figure 2 - Disposal FFMEA [Annex C]
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[bookmark: _Toc199690338]Figure 3 - Manage Waste PFMEA [Annex C]

6.4. This greatest amount of waste will be generated during the manufacturing step of the project. As such, I made sure to work with the manufacturing lead, making sure that the manufacturing process is understood, the critical steps identified and how waste can be created. This led to managing waste being one of the key controls that was used to understand the effectiveness of our process controls as part of QFD 4. 

6.5. Test and evaluation are nuanced as it is required that the system be used which will create waste. As such, I did suggest that simulations can be conducted to de-risk certain elements of the design and provide valuable test data if it can be reliably generated and valid. However, real world testing will still be required and so representative testing can give us an indication as to the effectiveness whilst testing smaller numbers. 

6.6. Decisions in the group were made on a majority basis unless a member of the group had a really strong opinion on the matter. For our individual areas, we would make decisions in isolation and share the outcome with the rest of the group so they were aware and would incorporate the information into their area if required. 


7. [bookmark: _Toc198824731]Presentation

7.1. All of the team’s work culminated into a presentation which was given to a wide audience including the customers (Dave & Jenni) as well as apprentice liaison officers and work managers. This was a crucial stage of the project where we would convey the level of effort it took to create our solution. See presentation Annex A and feedback Figure 4. 

7.2. The team agreed to conduct the presentation in order of system development with each lead covering their own area with TR&D first and Disposal last. This was done to reduce possibility of confusion of who did what, to help each lead introduced their own section. 
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[bookmark: _Toc199690339]Figure 4 - Presentation Feedback [Annex B]




8. [bookmark: _Toc198824732]Reflection

8.1. Upon reflection, there were many aspects that the team and I did very well. One is the handovers during the presentation, each roles slides flowed well in the correct order and the transition was smooth, using title slides made it obvious where one ends and another begins. On top of this, the group as a whole delivered the necessary information efficiently and effectively with each role presenting confidently making it a very professional presentation. At the end, the group handled any questions without pause or issue. 

8.2. From the feedback given, I was the only one from any of the teams who understood the importance of defect reporting and how it impacts not just my area but others too. Doing this correctly will ensure that chances of failure can be identified and resolved before they happen. 

8.3. At the end of the presentation, I felt I covered all marking criteria set out by having a slide and the required information captured and ensuring that traceability and logging of disposal data was captured. 

8.4. However, what went not so well was that even though we produced extra slides that would provide information as to the work conducted in the background as part of the tool kit. We did not make it obvious in the presentation. Also, we did not produce a reference slide. Next time make that clearer.  

8.5. Based on my individual feedback, I could have expanded on the rationale for burning as a disposal option using an incinerator. This would be because we would have far greater control over burn rate, fumes and toxins created can be prevented from entering the atmosphere as well as carbon capture. 

8.6. In addition, I should have specified the selection criteria for the proposed disposal options as well as the route taken. This would be carrying out test firings on aging articles instead of burning as I can gather useful life data.[footnoteRef:5] [5:  Controlled incineration is the preferred method that has radically reduced the environmental impacts caused by air pollutants produced through traditional methods like open detonation and open burning. This has been supported by Council EU Directive. [12]] 


8.7. Towards the end of the presentation, especially around the round up and summary stage, I ‘umm-ed’ and ‘ahh-ed’ as I gave an overview of other people’s areas. This was due to not being as familiar with their core content and so next time make sure I practice and if I do be to use filling words again, I should be to take a moment to organise my thoughts and formulate my answers. 

8.8. Overall, the systems engineering process and tool kit was effective at providing the framework so the team can formulate a solution. However, a pitfall of the systems process identified is that it is a linear cyclical process and could require revisiting steps multiple times. This meant that some activities would have to be delayed when carrying out the third iteration of QFD 2. Subsequent to this, if inexperienced users of the tool kit or those who have no subject matter expertise of this area there is a chance that the wrong solution can be created. 



9. [bookmark: _Toc198824733]Potential Design Changes

9.1. To be able to simulate the shaped charge designs, it is important to specify the correct material properties of each component that make up the assemblies. In 

9.2. Potential design change would be to reduce the number of other modules like Electronic Warfare module that can be incorporated onto the drone. This would reduce the cost and complexity of the system

9.3. Another design change caused be to simplify the controller system used to operate the drone. Both these changes would massively reduce the cost per unit making the overall procurement of the system more cost effective. 

9.4. With the increasing popularity and introduction of artificial intelligence in our lives, this technology could be incorporated into the drone solution. This does pose certain technical, safety and ethical challenges however strides are being made in this area rapidly by companies like Anduril [9].

10. [bookmark: _Toc186455137][bookmark: _Toc186455269][bookmark: _Toc198824734]Conclusion


10.1. In conclusion, I believe that group 3 worked together as an effective team to deliver a solution that has satisfied the requirements set out by ourselves and by the scenario given to us. This has culminated in a robust modular warhead drone devised through effective systems engineering using the correct tools and processes that incorporates various design features satisfying each area.

10.2. The team as a whole were professional, collaborative and presented the solution succinctly in a logical manner to the customer and answered any questions well. At this time, changes I would make to my presenting style would be expand on my rationale for chosen option and reduce the use of filler words.  
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Annex A - Presentation




Annex B - Presentation Feedback
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The Mission Objective









Neutralise a hostile communications centre whilst causing minimal collateral damage to the rest of the building structure or potential occupants.

“

“

Location:

Second Floor of an Office Building

Room Contains:

6 Operatives, 3 Terminals

Access:

3 Windows or 2 Internal Doors

Distance:

100m Away from Personnel









Something along these lines 



Aim of slide – to introduce the problem 



Talking Points 

5













System Requirements

		Customer Expectation		High		Expressed
Neutralise Target
100m Range
Cost Equivalent To N-LAW		Delight
No Collateral Damage

				Low		Basic		Assumed

						Low		High

				Customer Satisfaction				









Modified KANO Model
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Collecting Additional Requirements



























Requirements

Consult key stakeholders



Identify hidden requirements



Prevent design mistakes
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Critical Design Requirements

Importance







Minimal Collateral Damage

System Reliability

Target Neutralised





Results from Pairwise Comparison
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Simplified System Functional Flow

Minimal Collateral Damage

System Reliability

Target Neutralised



Acquire and Aim to Target
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Critical System Functionality

Importance





Deliver Terminal Effect

Infiltrate Target

Move to Target







Infiltrate Target



Results from System Quality Function Deployment (QFD) 1
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Target Vulnerability Assessment

Minimal Collateral Damage











Deny Power

Destroy Antenna Array

Destroy Personnel & Equipment 

Consulted with Electronic Warfare Specialist



Internal equipment too robust to prevent collateral



Power denial deemed recoverable



Antenna destruction most effective, safe and practical.  
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Design Concept









Low-Cost Single Use Drone



Advanced Multi Use Control Tablet



Smart Sensor Suite for Target Detection



Satellite, Radio or Fibre Optic Control











Animations and models provided by L. Hartley
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Design Concept

Modular Payload



Explosive, Reconnaissance or Electronic Warfare Modules



Multi Role Capability









Animations and models provided by L. Hartley
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Warhead Sub-System



Safety and Arming Unit Sub-System

Main Charge Sub-System

Initiation Sub-System

Interface Connection

Physical Connection

Animations and models provided by L. Hartley







15















Warhead Sub-System

Requirement Translation

Successfully neutralize the target specified within the mission brief

Deliver a blast overpressure between TBC and TBC MPa

Before

After
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Warhead Sub-System



Safety and Arming Unit Sub-System

Main Charge Sub-System

Initiation Sub-System

Interface Connection

Physical Connection

Animations and models provided by L. Hartley







17













Vulnerable Warhead Sub-Systems

Risk





Initiation System 

Infiltrate Target

Safety & Arming



Main Charge







Results from solution QFD2 &

Warhead Sub-System N2
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Initiation Sub-System



Brass Sleeve 

Bridge Wire 

Connection Leads

Sealant 

Liner 

Explosives
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Critical Initiation System Components

Importance





RDX Pellet

Infiltrate Target

Brass Sleeve



PETN Pellet













Results from Initiation Sub-System QFD2 & N2 Analysis
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RDX Pellet  Features To Control

RDX

Density

Surface Finish

Weight

Geometry

RDX Particle Size

Material Additives
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Critical Manufacturing Controls

Importance





Pellet Geometry

Infiltrate Target

Density



Pellet Weight

Results from RDX Pellet Parameter -Diagram and What-Why Analysis
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Contributions to the Manufacturing Process

Pellet Geometry

Infiltrate Target

Density

Pellet Weight





Requirements

Specifications





Guidance to manufacturers on the quality requirements of the pellet

Specific target parameters for the dimensions and weights of the pellets
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Why is Product Safety Important?





Hazards are Created During Design

Why Hazards exist:

They are unavoidable because hazardous elements must be used in a system

They are the result of inadequate Design Safety consideration





EH





HASAWA:

Safe Place to Work

Safe Equipment

Ensure Staff a properly trained

Conduct Risk Assessments

Provide Propper Facilities

Competent Person to Oversea Health and Safety
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Explosive Safety

Legislation: 

Health and Safety at Work Act 1974 (HASAWA 1974)

Regulation: 

Explosive Regulations 2014 (ER2014)

DSA 02.OME – Defence Ordnance, Munitions and Explosive (OME) Regulations





Prevent, Limit and Protect

EH





The legislative body creates, amends, or repeals laws, while regulatory agencies interpret and enforce them



HASAWA – 6 key areas:

Safe Place to Work

Safe Equipment

Ensure Staff a properly trained

Conduct Risk Assessments

Provide Propper Facilities

Competent Person to Oversea Health and Safety



ER2014 – Safety Requirements

The safety provisions require:

Anyone manufacturing or storing explosives to take appropriate measures:

to prevent fire or explosions

to limit the extent of fire or explosion including measures to prevent the spreading of fires and the communication of explosions from one location to another

to protect people from the effects of fire or explosion



DSA
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Underpinning Provisions to Explosive Safety























































Competent Persons

Hazard Awareness

ID Initiation Source

Safe System of Work

Controlled Activity

Hazard Limitation

Prevent Escalation

Protect People

Remain Effective

Limit People Exposed

EH





Outlined In ER2014 and the principles are found in DSA.02 OME 



1. People undertaking explosives operations should be competent to carry out their particular roles. 

2. The particular hazards associated with the explosives should be understood. 

3. The sources of energy that could cause the explosives to initiate should be identified. 

4. Particular care should be taken where an activity involves the application of energy to an explosive to ensure that this is controlled. 

5. So far as reasonably practicable, the quantity of explosives, extent and duration of exposure to the hazard should be minimised. 

6. The number of people exposed to the hazard should be limited to the minimum necessary for the activity in hand. 

7. Precautions should be in place to protect people if an initiation does occur. 

8. Precautions should be in place to prevent an explosives event from escalating if an initiation does take place. 

9. Appropriate safety measures should be part of a planned and proportionate system of work to control all sources of energy that could cause an initiation. 

10. Robust systems should be in place to make sure that the necessary precautions are in place and remain effective.
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Safety Requirements

The system shall be designed as such so that:

EH



Are As Low as Reasonably Practicable (ALARP) and Tolerable.



The risk to  health

The risk of an unsafe event during the Manufacture to Target or Disposal Sequence (MTDS)

and



Animations and models provided by L. Hartley





the safety requirements/or where they come from (marking criteria – understanding the safety requirements of the selected area and understanding of the legal safety requirements within the design)



---



The design and qualification of initiation systems must strictly adhere to relevant NATO and National Safety Standards including STANAG 4157: Safety, Arming and Functioning Systems Testing Requirements, STANAG 4363/ AOP-21 Initiation Systems: Charactisations and safety test methods and procedures for detonating explosive components, 



----



Requirement for Safety in Design (1min - 2mins max)

One of the key requirements for the system was that the system was to be safe throughout the Manufacture to Target or Disposal Sequence. One of the ways to ensure that safety is to incorporate safety into the design.

The entire System will be [is?] designed as such that is complies to the relevant safety regulation and NATO Standards. From a regulatory standpoint we will predominantly be adhering to the Defence Safety Authority Defence Ordnance, Munitions and Explosives (OME) Regulations and guidance (DSA.02 & DSA.03 OME) while not forgetting about general health and safety legislation outlined in the Health and Safety at Work Act 1974. [Have a list of OME Chapters and STANAGS/AOPs at hand in case people ask for specifics]

Throughout the design process hazard identification within the system has been conducted through Failure Effect Mode Analysis on the Design and Functionality of the system. The findings from these have enabled us to design the system with safety in mind by incorporating multiple independent safety mechanisms. [will need to have an idea what these are]

But what does that mean in practice?





----

DSA 02.OME – DCOP 101 – OME Design Requirements



The Accountable Person shall ensure that MOD OME systems are designed and constructed such that the risks to health and the risk of an unsafe event during the Manufacture to Target or Disposal Sequence (MTDS) are As Low as Reasonably Practicable (ALARP) and Tolerable. 



----

DSA 02.OME

ME hazards can be classified into 4 groups:

 Intrinsic hazards: Hazards presented by the explosive material in its quiescent state. These include, but are not limited to toxicity, composition breakdown, gas/heat generation, material incompatibility, etc. 

External and internal hazards. External hazards originate outside the design, and internal hazards originate within the design. There are hazards which may initiate energetics within components or have an adverse effect on the firing chain. These include, but are not limited to, spurious fire commands, EMC / E³ (Electro Magnetic Compatibility / Environmental Electromagnetic Effects) emissions, temperature / drop / shock / vibration, firing chain failure, aerodynamic heating, fragment, bullet, and shaped charge jet attack etc. 

Hazardous consequences of initiation. Hazards arising from the consequences of both partial or full initiation of the energetic/explosive components, whether intentional or unintentional. These include, but are not limited to blast, fragment, noise, toxic efflux, heat etc.

Post launch and dynamic safety hazards. Hazards include, but are not limited to loss of guidance control, unintended launch, ricochet, early burst, etc. 
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System Safety



Eliminate or Reduce 

The Hazard

Engineering Controls

Administrative Controls

Personal Protective Equipment (PPE)

Increasing in Effectiveness

Increasing in Effectiveness



Throughout the Hazard Analysis process, we applied a series of Hierarchy of Control



Applied to all stages of the Design Process 

EH



Throughout the design process, hazard identification has been conducted through Failure Effect Mode Analysis on the Design and Functionality of the system

Throughout the Hazard Analysis process, we applied a series of Hierarchy of Control







System Safety Order of Precedence



Eliminate or reduce through design selection (FMA elimination criteria – Safety)

Incorporate Safety devices through design selection

Provide Warnings devices to alert personnel

Training of operators and procedures



Based on the Hierarchy of controls : Elimination, Substitution, Engineering Controls, Administrate Controls and PPE 



And ERICPD: Eliminate, Reduce, Isolate, Control, PPE, Discipline



But what does that mean in practice?
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Safe By Design





Blade Guards

Blade Guards

Removable Warhead Module 

Interface Connection

Physical Connection

Animations and models provided by L. Hartley





Aim of the slide to talk thought the key safety elements of the modular warhead of the design – focusing on how they will make the system safe against the key hazards we identified during the design evolution. (marking criteria – identification of key hazards, analysis of hazard, mitigation required)



Hazards:

Whole Sub-System (Warhead module) – Primary Hazard to operators and the safe handling, if the premature initiation of the system  mitigation includes the safety and arming unit (fuze) must have a minimum of two independent safety features

Must have a robust arming sequence [physical arming pin removed at the assembly stage, proximity fuze, software and remote arming system]



-----

System Safety Features in The Design (2-3mins)

System as a Whole:

Hazard: Rotary Blades; Mitigation: Blade Guards

Use to illustrate safety concept at a whole system level and show the interlink of different systems.

Critical Sub-System (Initiation Sub-System) within the Warhead Module Sub-System

Hazard: Inadvertent Detonation; Mitigation: Multiple within Sub-System

Interface Connection, leading to SAU and then initiation Sub-System

Requirement of the connection at the interface (feedback loop to the Interface Control Module (ICM) – the Human element and the software/confirmation checks)

Requirement of the minimum two independent safety features within the Fuze (Proximity Fuze and What is our second fuzing?) combined with our multiple stage arming process (Physical pin and software arm (Human input from the ICM))

Material Properties witing the EBW – Critical density and diameter of the explosive materials so they confidently detonate but no more than required. Materials chosen are low in sensitivity that they are not susceptible to initiation via shock from handling and transportation, EMR, etc. 

Critical Component in the Critical Sub-System (RDX)

Hazard: Inadvertent Detonation; Mitigation: Multiple within Sub-System/System

Mainly safety in the material properties which probably will be covered in the other sections? 









Key Documentation [Don’t need to include in slides just have on hand]

DSA 02.OME – Defence Ordnance, Munitions and Explosives (OME) Regulations

DSA 03.OME Part 1: Defence Code of Practice (DCOP) 101: OME Design Requirements

Defence Standard 07-085 Part 01 – Design Requirements for Weapons and Associated Systems Part 01: Mandatory Design Requirements

Defence Standard 00-056 Part 01 – Safety Management Requirements for Defence Systems Part: 01: Requirements and Guidance

STANAG 4297 / AOP-15: Guidance on The Assessment of the Safety and Suitability for Service of Non-Nuclear Munitions for NATO Armed Forces.

STANAG 4363/ AOP-21 – Initiation Systems: Testing for the Assessment of Detonating Explosive Components

AOP-4187 – Fuzing Systems – Safety Design Requirements

STANAG 4368 – Initiation Systems for Rockets and Guided Missile Motors – Safety Design Requirements

STANAG 4737 – UAS Weapon Integration

AEP-80 – Rotary Wing Unmanned Aircraft System Airworthiness Requirements

AEP-4685 – Human Integration Guidance for Unmanned Aircraft Systems

[Repeat format for safety in Testing – The safety requirements, the hazards, the mitigation but need to know what Testing is including in presentation before I can do this part]
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Safe By Design



Safety and Arming Unit Sub-System

Main Charge Sub-System

Initiation Sub-System

Interface Connection

Physical Connection





PETN

RDX











Exploding Bridge wire

EH

Animations and models provided by L. Hartley





Aim of the slide to talk thought the key safety elements of the modular warhead of the design – focusing on how they will make the system safe against the key hazards we identified during the design evolution. (marking criteria – identification of key hazards, analysis of hazard, mitigation required)



Hazards:

Whole Sub-System (Warhead module) – Primary Hazard to operators and the safe handling, if the premature initiation of the system  mitigation includes the safety and arming unit (fuze) must have a minimum of two independent safety features

Must have a robust arming sequence [physical arming pin removed at the assembly stage, proximity fuze, software and remote arming system]



----



System Safety Features in The Design (2-3mins)

System as a Whole:

Hazard: Rotary Blades; Mitigation: Blade Guards

Use to illustrate safety concept at a whole system level and show the interlink of different systems.

Critical Sub-System (Initiation Sub-System) within the Warhead Module Sub-System

Hazard: Inadvertent Detonation; Mitigation: Multiple within Sub-System

Interface Connection, leading to SAU and then initiation Sub-System

Requirement of the connection at the interface (feedback loop to the Interface Control Module (ICM) – the Human element and the software/confirmation checks)

Requirement of the minimum two independent safety features within the Fuze (Proximity Fuze and What is our second fuzing?) combined with our multiple stage arming process (Physical pin and software arm (Human input from the ICM))

Material Properties witing the EBW – Critical density and diameter of the explosive materials so they confidently detonate but no more than required. Materials chosen are low in sensitivity that they are not susceptible to initiation via shock from handling and transportation, EMR, etc. 

Critical Component in the Critical Sub-System (RDX)

Hazard: Inadvertent Detonation; Mitigation: Multiple within Sub-System/System

Mainly safety in the material properties which probably will be covered in the other sections? 

Key Documentation [Don’t need to include in slides just have on hand]

DSA 02.OME – Defence Ordnance, Munitions and Explosives (OME) Regulations

DSA 03.OME Part 1: Defence Code of Practice (DCOP) 101: OME Design Requirements

Defence Standard 07-085 Part 01 – Design Requirements for Weapons and Associated Systems Part 01: Mandatory Design Requirements

Defence Standard 00-056 Part 01 – Safety Management Requirements for Defence Systems Part: 01: Requirements and Guidance

STANAG 4297 / AOP-15: Guidance on The Assessment of the Safety and Suitability for Service of Non-Nuclear Munitions for NATO Armed Forces.

STANAG 4363/ AOP-21 – Initiation Systems: Testing for the Assessment of Detonating Explosive Components

AOP-4187 – Fuzing Systems – Safety Design Requirements

STANAG 4368 – Initiation Systems for Rockets and Guided Missile Motors – Safety Design Requirements

STANAG 4737 – UAS Weapon Integration

AEP-80 – Rotary Wing Unmanned Aircraft System Airworthiness Requirements

AEP-4685 – Human Integration Guidance for Unmanned Aircraft Systems

[Repeat format for safety in Testing – The safety requirements, the hazards, the mitigation but need to know what Testing is including in presentation before I can do this part]
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Testing & Evaluation

Presented By: Alex Lamdin







Work Based Group Project ACDA5022

Produced using content generated by the wider project team
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Why Test?



Critical Functionality – Will it do what we need it to do? (Derived from Requirement’s)



Safety - Is it safe to use? How does it need to be handled and used to minimise risk to the user?



Capability & Limitation Definition – What else can it do? What are the limits of its performance?



Compatibility – What other systems is it compatible with? Does it conflict with any other systems?









Ideally two sections – How we test to ensure performance and how we test to ensure safety
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Project Trojan Testing Plan



Conducting Functional Metrics Analysis, advising on QFD target values.



Advising other project team members on Testing, Trials & Evaluation, as well as on usage practicalities.







Trial Data

Trial Data

Trial Data



Trial Data

Volume of Trials





Ideally two sections – How we test to ensure performance and how we test to ensure safety
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Component & Substance  (RDX Pellet)





Secondary Sub System

(EBW Detonator)





Primary Sub System

(Warhead)





Complete System Trials





Requirement Clarification Testing

























Requirement Clarification Testing



Target Damage Threshold Testing – How big of a bang do we need to accomplish the mission spec?



Collateral Damage Threshold Testing – How big of a bang is too much?







Ideally two sections – How we test to ensure performance and how we test to ensure safety

35













Component & Substance (RDX Pellet) Testing



Substance Testing – Sensitivity (SSHT – EMTAP 1, 2, 3, 4, 5, 6, 7, 33, 43, 44)



Substance Testing – Performance Characteristics (EMTAP 46 Critical Diameter, EMTAP 47 VoD)  



Completed Pellet energetic output testing – Shockwave Pressure (Quantative or Qualitive)







Ideally two sections – How we test to ensure performance and how we test to ensure safety
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Weight/Size/Portability/UAS Design Feedback into UAS Sub-System​









Secondary Sub-System (EBW Detonator) Trials



Electrical Initiation Threshold



Energetic Output



Time to Function (TTF)



UN Classification testing (If going to be packaged separately)







Ideally two sections – How we test to ensure performance and how we test to ensure safety
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Primary Sub-System (Warhead) Trials



End effect static testing (Lethality & Collateral)



Environmental testing (Water Ingress, Vibration, etc)



Main fill sensitivity (SSHT, EMTAP 35, 41, 42 Tube Tests, 36 Frag attack)



Weight/Size/Portability/UAS Compatibility – Design Feedback into UAS Sub-System







Ideally two sections – How we test to ensure performance and how we test to ensure safety
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Complete System Trials



ECM/EW Environment testing 





Complete System Range & Endurance Testing



Completed system in packaging - UN Hazard Classification Testing



Representative Scenario "Field" Trials & Pre-Handover User Trials – Can they use it? Do they have any suggested improvements?







Ideally two sections – How we test to ensure performance and how we test to ensure safety
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Manufacturing

Presented By: Libbie Bush







Work Based Group Project ACDA5022

Produced using content generated by the wider project team
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RDX Pellet Process

Manufacture





RDX

Synthesis of RDX

Pelletising 

Purification 

Grinding  

Mixing 

with Binders  

Final Build





Took specification from leo and created a flow for the production of this pellet 



Critical control being weight and geometry 
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Requirement

Manufacture









Overall systems requirements







Internal stakeholder requirements 







External regulators and legislation 





Identify hidden requirements

































Requirements













Took overall system rq and spec 

hen to fill out the entire rqs matric collected rquiremnts from all internal stakeholder ect then 



All these rq were pitted against each other 



Created pairwise 



42













Requirements Gathering 

Manufacture







Reliable  Process

Maintainable equipment 

Low defect rate







Importance

Results from Pairwise Comparison





Then created a very basic flow 



What the systems has to do to meet these 
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Simplified Flow 

Manufacture

Weight Material 

Expel Pellet 

Dispense into Die

Start Machine

Material Pressed

Manage Waste 





Here is a simplifided version 



Using these very basic functions



Used fma to determine ways in which this can be completed 



Lead to 2 solu

44

















Design Choice

Manufacture

Low Cost 





Low Maintenance





Higher Risk to Operators

 



Projected Higher Reject Rate 







 





 









Manual

Automated 

High Cost 





High Maintenance





Low Risk to People





Projected Lower Reject Rate 













Low cost



Low maintence 



Using a systems pugh to compare these designs to the requirmenst and consulting safety 



Higher risk more relent on people 



So it was determined that the auto meets the requirements to high higher standard 



With  2 of the top three being relable and low defect rate 
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Process Layout 

Manufacture



Press

Storage

Press Externals 

Loading/ Unloading

Control

Room 

Segregation

Gate

Gate





Goods in stoage





Then moves to press 





All gates shut 



Once the process is complet





Moved to seg 





Check against spec to incure geomatery and weight 





Another chance to look for defecrs 



The rooms are separated to ensure all the correct safety distance



However protect from envirmomenr 







All good in and out muct be logged to ensure building limits are not 



Canapty of envirment 



T
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Installation Process 

Manufacture



Acceptance Testing

Inert Commissioning

Live Commissioning

Production Handover





Process engerineers 



Conctuct acceptance 

Testthe machine to the requirements, understand wider capability 



Once all stakeholders are happy it meats the requirements to correct standed



Install and run inert 



Once that is considered successful and safety move on to live
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Process Technique Importance  

Importance



Digital Scales 



Die



Hydraulic System 







Results from QFD 3







Then we broke down the process techniques we decided in the fma 





compare the importance of each one





This is inline with the critical controls weight and geometry 





From this we decided that the wighing most important step 





Focus on that for the control plan 





Took precess to p diamram to find noises and controls

48













Critical Controls and Noises

Importance



Calibration Change



Wastage



Accuracy of Scales 



Derogation of SQEP



Calibration of Scales 



Degradation of Equipment 

Top 3 Noises and Controls from What Why Diagram 
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Accuracy of scales 









Process Control Plan 

Prestart 

Checks 

Regular Training

 

Planned Maintenance

Calibration Checks

 





















So checking and swapping out compents before they break or ware to much to effect the process or cause a brteakdiwb 





Exact schedule are to be determind though facceotance testing 





Before used all equiemnt is check over and anything unal reported 



 also to check material is all loged and in right place 





 during PMs and checks where the first batch of pellets will b tested to spec



 help see equirment is in calibration 



Using known wieghst 





 operators are theb at conpentencys 
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Process Safety

Presented By: John Hamilton



Work Based Group Project ACDA5022

Produced using content generated by the wider project team
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Safety Requirements for Manufacture

Processes must adhere to HSAWA 1974 Legislation, Explosive Regulation 2014 and DSA 02 OME Regulation

Energetic processes shall be made safe throughout the Manufacturing process 

Non-energetic processes shall be made safe throughout the Manufacturing process 

JH





Completed in accordance with manufacturing requirements. 

HASAWA – 6 key areas:

Safe Place to Work

Safe Equipment

Ensure Staff a properly trained

Some of the factors which need to be taken into consideration during manufacturing are: 



1. People undertaking explosives manufacturing should be Suitably Qualified and Experienced Persons (SQEP)  

2. Hazards  to explosives during processes should be known and managed appropriately and the risk should be made As Low As Reasonably Practicable (ALARP)  

3. The sources of energy that could cause the explosives to initiate should be identified. 

4. Ensured manufacture is conducted within a controlled environment 

5. Protect people during manufacturing process. 
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Process Hazards

Electrostatic Discharge (ESD) shock to RDX could cause inadvertent detonation ​during manufacture.

Explosive Hazards

















Control of Contraband

Correct Personal Protective Equipment

Correct Working Environment

JH





Explosive Hazards 

ESD

ESD risk is present throughout the entire process and can be caused by Human simulation and electrical sources. 



Control Measures include: 

Earthing Equipment 

Personal Protective Equipment for Staff (Proband T-shirt, Proband Trousers, Cotton socks and ESD protective Shoes)

Test (Hazard Area Personal Test Meter(HAPTM)) People 

Environment (Humidity, flooring etc) 

Prevention of Contraband( Remove smartwatches, phones, naked flames, tobacco snus) 
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Process Hazards

Explosive Contamination could also cause inadvertent detonation during manufacturing processes. 



Explosive Hazards

















Housekeeping Standards

Pre- and Post- Operation Clean down

Training of Competent People

JH





Explosive Hazards 

Explosive Contamination

 Contamination is present throughout the entire processing stage of manufacturing and does need to be considered. Risk could be at any stage of the process as the composition created could be sensitive. This can be caused by poor housekeeping.



Control Measures: 

 Housekeeping standards within the workplace

Training on correct housekeeping within manufacturing facility

Pre and post operation clean downs
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Process Hazards

Trips, slips and falls could cause injury to personnel within the facility during manufacturing processes. 

Health and Safety Hazards

















Housekeeping Standards

Communication of Potential Hazards

Prevention Methods

JH







Health and safety at Work 

 Trips slips and falls can be present throughout the entire manufacturing process, risk is equal at all point (scenario dependent). Potentially caused by trip hazards, uneven surfaces, holes/damage surfaces, environmental conditions. 

Control Measures: 

H&S walk round

Morning Briefs 

Good housekeeping Rules

Defect reporting 

Suitable Footwear worn (PPE)

Prevention (salt & grit) 
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Press Process Hazards



Movement of explosive during the press process could potentially cause inadvertent detonation where there’s moving parts of the pressing equipment. 





This hazard is present across the entire process of pressing material, and this is caused by RDX moving down the chute to the press.

























Hopper

Chute

Digital Scale

Die

Receiving Scale

Press RAM

Press 

Machinery

JH





Causes for this hazard could be wrong equipment/material used for the manufacturing environment, surface material used and the speed at which the shoot delivers the RDX explosive. 







Controls 

Compatibility testing of equipment

 ESD compliant

Lip on shoot 

Belt speed testing 

Adjusting gradient 
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Weighing RDX Hazards

Overweighing the RDX could cause inadvertent detonation or potentially contamination of explosive compositions. 





This hazard would be present during the process of weighing the material and the risk of more RDX being transferred to chute therefore increases the risk of detonation due to heat from friction.

























Hopper

Chute

Digital Scale

Die

Receiving Scale

Press RAM

Press 

Machinery

JH





A cause for this hazard to occur could be the sensor for the digital scale braking, inaccurate scaling or even operator error during manufacturing process. 







Control Measures: 

 

Training for staff 

Regular calibration of equipment 

Pre-use checks 
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Breakdown & Disposal

Presented By: Samuel Hawkins







Work Based Group Project ACDA5022

Produced using content generated by the wider project team







58



Repair - 









How We Manage Waste

Requirements

Manufacturer Requirement



“The Safety body require that system manufacturing shall minimise waste.”





This would go on to place processes and controls on the manufacturing process as seen in QFD 3 and 4. 

System Requirement



“The Procurement Body, Logistics Body, Legislative Bodies and Manufacturer require that the system shall, at end-of-life, be capable of being broken down to a point where the remaining components can be safely disposed of.”





This would support the modular design implementation and subsequent sub-system requirements. 
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Repair - 









Designing for Disposal

Modular Design



Allows for separation of the warhead module from the remainder of the system. 



Warhead can be disposed of IAW with manufacturer options.



Drone can be disposed of IAW end of life options. 



Animations and models provided by L. Hartley
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Repair - 











How We Manage Waste at Manufacture

Disposal Options



Segregation – Material need to be separated before carrying out the either of the following methods: 



Burning – Incinerator preferred over open air. 

Chemical Destruction

Manage



Worker Traceability – Track any faulty batches to the operator and reasons for issues can be understood and addressed. 



Training/Instructions – Following correct processes and applying training correctly can reduce/eliminate waste. 



Defect Reporting – Throughout the weighing process, faults can be identified and resolved reducing possible waste. 



Receipt Inspections – By inspecting the RDX when received, issues can be identified and addressed before carrying out subsequent processes. 
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How We Dispose at End of Life

Resale – To governments who can purchase stockpile approaching OSD recouping cost. 



Gifting – To governments in need reducing disposal burden. 



Salvaging – Cannibalising the system and reusing components for other systems that can then be re-lifed. 





Repair – After an incident, system can be repaired and re-lifed. 



Abandoned in place – Can be detonated in situ or left as is. 



Self-Destruct – System flies to a set altitude and detonates. 
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Disposal Data

As this is a new system yet to enter service there will be no disposal data available however, this captures the top-level approach. 
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System requires disposal





Appropriate disposal method selected 





Disposal data collected 





Data informs on any required design or process changes





Design changes implemented

















Summary

























Technical Research and Development

Product Safety

Testing and Evaluation

Manufacturing Process

Process Safety

Breakdown and Disposal





Leo talked through managing requirements, generating a design concept and identifying the critical component for manufacture



Emalie discussed the principle of design safety and talked through some hazards we have mitigated within our design



Alex covered how we explored use of a test & evaluation program to support, validate and feedback into our design.



Libbie took our critical component, interpreted stakeholder required and developed a Process Control Plan to ensure our system is manufactured correctly and safely



John idented hazards during the manufacturing process and analysed ways in which these can be mitigated against



And then I identified the disposal options and formalised a waste management plan come end of life.



As a result of this work we have created a system that meets the mission parameters through effective Systems Engineering. 
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Questions?

Thank You



Work Based Group Project ACDA5022

Animations and models provided by L. Hartley







Image is a placeholder – aim to get a spinning CAD model to go here
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Room Layout

Current Unknown information:

Where in the building it is  How would we benefit by knowing this information?

Do they have any security/defence mechanisms

Doors are locked and Barred when room is in operation

External Corridor to rest of building



















Contains 3 Terminals manned by 6 operatives (normally)

External Wall

Unknown: if this leads to another room or an external wall
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External Walls Construction





Internal Walls Construction







Stakeholder Boundary Map

International

Target Nation

Local Civilians

United Nations

International Legislators

UK

Manufacture

Competition

UK Legislators

Supply Chain

The Public

Other Gov. Bodies

MOD

Procurement

Legislative Bodies

Scientific Advisors

Ethics and Legal

Supply Chain and Logistics

Finance

Army Head Quarters

Direct User

The System











Requirement Tree Diagram

(Generated from Affinity Diagram)







Project Trojan





Safety





Environment





Safe to Store





Safe to Use





Safe to Transport





Safe to Manufacture





Safe to Dispose





Meets Qualification Requirements





Complies to Legislative Requirements





REACH Compliant





Complies with Legislative Requirements





Capability





Interoperability





Easy to Use





Minimal Training Requirements





Qualified to a Range of Environmental Conditions





Standardisation





Secure





Can be operated by reduced personnel (5 as standard)





Easy to Deploy





Discreet





Performance





Meets Operational Environmental Demands





Range (100m)





Reliable





Effective





Ethical





Service Life





Within Tolerance





Robust





Redundancy within System





Logistics





Transportable





Storable





Withing Size and Weight Restrictions





Meets Storage Environmental Demands





Maintainability





Through Life Management





Identifiable





Cost





Value for Money





Cost Effective to Manufacture





Low Cost to Maintain





Cheap Disposal





Lead Times





Effective Through Life Management





Exportability







Generic Functional Flow





Identify System



Unpack System



Manage Waste



Prepare System



Confirm Ready



Acquire Target



Active System



Generate Motive Force



Manage Recoil



Manage Noise



Manage Heat



Stabilise System



Guide to Target



Move to Target



Detect Target



Infiltrate Target



Deliver Terminal Effect



Make Safe



Pack Away



Manage Dud



DeMill

Generic Functional Flow

Add in desirable output of each functionality





Identify System



Unpack System



Manage Waste



Prepare System



Confirm Ready



Acquire Target



Active System



Generate Motive Force



Manage Recoil



Manage Noise



Manage Heat



Stabilise System



Guide to Target



Move to Target



Detect Target



Infiltrate Target



Deliver Terminal Effect



Make Safe



Pack Away



Manage Dud



DeMill

Generic Functional Flow

Identified System

Unpacked 

System

Activated System

System Moving

Stabilised System

System Moving to Target

Effect Delivered to Target

Safe System

Managed Dud

Wasted Packaging

Managed Waste



Prepared System

Ready To Use System

Target Acquired

System in Target Direction

Target Detected

Target Infiltrated

Packed 

System

Recoil

Managed Recoil

Managed Noise

Managed

Heat

DeMiled System











Non-Solution Based

N2 Functional Analysis







Solution Based Functional Flow







Solution Based Functional Flow

Identify Warhead



Unpack Warhead



Check Warhead



Unpack Drone



Set Up Drone



System Check



Assemble System



Manage Waste



Drone Warhead Interface



Connection Check
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Relevant Legislation

Legislation: 

Health and Safety at Work Act 1974

Regulation: 

Explosive Regulations 2014

DSA 02.OME – Defence Ordnance, Munitions and Explosive (OME) Regulations

Personal Protective Equipment (PPE) at work Regulations  1992 (Amendment 2022)

The Equipment and Protective Systems Intended for Use in Potentially Explosive Atmospheres Regulations 2016

Manual Handling Operations Regulations 1992
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Relevant Legislation

European Directives: 

Directive 2014/34/EU - The ATEX Equipment Directive

Defence Standards: 

Defence Standard 07-085 Part 01 – Design Requirements for Weapons and Associated Systems Part 01: Mandatory Design Requirements

Defence Standard 00-056 Part 01 – Safety Management Requirements for Defence Systems Part: 01: Requirements and Guidance
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Relevant Legislation

Defence Code of Practice: 

DSA.03 OME part 1 DCOP 104 – Manufacture to Target Disposal Sequence

DSA.03 OME part 1 DCOP 101 – OME Design Requirements

DSA.03 OME part 1 DCOP 108 – Initiation Systems IS Qualification

DSA.03 OME part 1 DCOP 107 – Explosive Material Qualification
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Relevant Legislation

NATO Standardisation Agreements

STANAG 4297 / AOP-15: Guidance on The Assessment of the Safety and Suitability for Service of Non-Nuclear Munitions for NATO Armed Forces.

STANAG 4363/ AOP-21 – Initiation Systems: Testing for the Assessment of Detonating Explosive Components

STANAG 4187/AOP-4187 – Fuzing Systems – Safety Design Requirements

STANAG 4702/AEP-80 – Rotary Wing Unmanned Aircraft System Airworthiness Requirements

STANREC 4685/AEP-4685 – Human Integration Guidance for Unmanned Aircraft Systems
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Relevant Legislation

NATO Standardisation Agreements

STANAG 4737/AEP 82 – UAS Weapon Integration.

STANAG 4363/ AOP-21 – Initiation Systems: Testing for the Assessment of Detonating Explosive Components

AOP-4187 – Fuzing Systems – Safety Design Requirements

AEP-80 – Rotary Wing Unmanned Aircraft System Airworthiness Requirements

AEP-4685 – Human Integration Guidance for Unmanned Aircraft Systems





A top tier summary



Presentation should go:

This is what I am going to tell you

I am telling you the things

This is what I have told you
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				Samuel Hawkins		Team 3

				Team feedback /  Questions												7

				To the team very well connected presentation showing that you understand the rationale behind the tool kit.
simple slides with a clear layout. Text and images are a good size, easy for audience to view/read. Good contrast between text and background. Reference to other people’s sections gives a nice cohesive team unit feeling. Consistent theme used throughout showing collaboration. Good introduction to team members and topics that will be covered. Nice summary wrapping everything up and reminding the audience what has been covered. No references? A slide with references included at the end would have been good.

				Feedback / Comments Dave

				Moral requirement understood
Looked at waste disposal and how you get rid of the design.
Modular design key in the disposal process
Traceability in process
Defect reporting (Only team who understood this approach)
Why burning? Show design rationale for an incinerator.
Are “recycling” options “concepts” need to see preferential route and selection
Logging disposal data preparing learning for those that follow…good.

Summing up.



				Feedback / Comments Jenni

				good volume and pace. Clear and confident delivery. Good efforts made with audience interaction, some reading from/presenting to the screen but not too major. Some “umm” and “err”ing, this could come across as being unprepared or lacking confidence when this is clearly not the case for this presentation. Nice, open body language throughout.






