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Abstract- This research paper examines a range of internal and external threats facing FSL, a medium-sized financial services organisation. Research shows that ransomware, phishing and insider threats are common, and organisations should comply with regulations such as GDPR and ISO/IEC 27001 while implementing cybersecurity using policies such as email, password policies as basic levels of security protection. Risk management, including incident response and risk scoring and registration is undertaken to mitigate risks while raising awareness and training staff is essential in dealing with evolving threats.  
1. Introduction
The rapid expansion of internet connectivity and reliance on IT systems has made data security and compliance critical concerns for organisations. This paper presents a review examining the cybersecurity threats faced by FinSecure Ltd. (FSL), a medium-sized financial services company, and explores how a comprehensive security policy can help mitigate these threats.
Data Security Threats
Modern organisations face a broad spectrum of cyber threats, often driven by criminal networks seeking to exploit system vulnerabilities for personal or financial gain. According to Caravelli and Jones [1], actors ranging from nation-states and private groups to individual hackers are leveraging the internet to conduct deceptive or harmful activities. These actions can have far-reaching impacts, from global organisations to individuals and businesses. As technology evolves, these threats become more complex and harder to combat. Medium-sized financial firms like FSL, while typically having less advanced security infrastructures than larger enterprises, must still be equipped to address a diverse range of cyber risks [2]  as shown in figure 1.
Recent trends show the growth of ransomware attacks,  increasing prevalence of state-sponsored cyberattacks, and evolving tactics of cybercriminals [3]. These attacks look for vulnerabilities in systems and can be external or internal threats.
External threats
Ransomware attacks have become a major threat to all organisations that have a presence on the internet and are some of the most feared types of cyberattack. Cybercriminals access and then encrypt data and demand a ransom to release [4]. This has made headlines at the time of writing, where Marks and Spencer, Co-Op and Harrods all experienced significant cyberattacks causing major disruption, loss of earnings and reputational damage, with the BBC reporting the use of a ransomware called DragonForce - the name of a cybercrime service hackers can use for malicious software and extortion – in this attack [5].
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Phishing attacks include scam emails, text messages or phone calls to trick their victims, for example, to visit a website, which may download a virus onto the victim’s computer, or steal bank details or other personal information [6].
Supply chain attacks, while ultimately impacting larger organisations, can target their distribution networks to gain access to both the larger and the partner organisations data [3].
Globally, state-sponsored attacks are very sophisticated and focus on espionage, sabotage, disruption of critical infrastructure to impact the largest organisations or even governments and countries [3]. The scale and variety of external threats presents a constant and ever-changing environment for cyber security professionals to counter.
Internal threats
Insider threats are where employees or contractors use their authorised access to an organisation’s systems, some of whom may possess detailed knowledge of its cybersecurity measures, to carry out activities that intentionally breach security, alter system configurations, or introduce malware. A notorious example of an insider data breach occurred in 2013, where Edward Snowden, a contractor for the National Security Agency with administrative privileges, was responsible for one of the most significant leaks of classified information in U.S. history. 
Insiders may also unintentionally compromise security due to carelessness or insufficient training or awareness of cybersecurity protocols and best practices. It was once thought that internal threats outnumbered external threats, however a 2023 study by Verizon showed that this is no longer true, with around 80% of attacks caused by external threats [2].   
Evolving cybercriminal techniques
Social engineering, like tricking individuals to reveal passwords or other sensitive information continue to be leading techniques employed by cybercriminals. However, evolution of technology and cybersecurity measures has brought with it evolving techniques used by cybercriminals to exploit vulnerabilities in systems and software, outwitting cybersecurity measures, including those in widely used software like Citrix and cloud services [3].
Other techniques include Advanced Persistent Threats (APTs), stealthy attacks that are designed to steal data and compromise systems without detection. These attacks are highly sophisticated and generally state-sponsored long-term cyberattacks [7]. Organisations cannot afford to ignore these ever-present threats and must mitigate the associated risks accordingly.
Impact of incidents
Cybersecurity incidents can be very costly for individuals, organisations and even countries. Data breaches, where sensitive information is stolen or operational disruption to critical systems occurs, can result in significant financial and reputational damage for organisations and individuals [3], as shown in figure 2. 
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Figure 2: Forbes cyberattacks study 2023 [8]
Security Policies
With constant and evolving cybersecurity threats, organisations need to establish comprehensive security policies. ISO/IEC 27001, the leading international standard for information security management systems, provides a framework for organisations of any size or sector to develop, implement, maintain, and continuously enhance their cybersecurity practices. By following this standard, organisations can improve awareness of risks and take proactive steps to identify and address vulnerabilities. Compliance with ISO/IEC 27001 demonstrates that an organisation has established a structured approach to data security and follows the best practices and principles outlined in the standard [9].
A full and relevant security policy designed in line with ISO/IEC 27001 should outline the purpose, scope and contents of the policy, rules and regulations, revision dates, a risk register and a contingency planning checklist. The policy can be broken down into three stages: Design, implementation and operation, and assurance [10].
1. Design stage
This is where the policy is developed. For a company such as FSL, the main aspects of the policy contents should include [10]:
· Access control: Role-based access, regularly reviewed and enforced.  Multi-Factor Authentication mandatory for remote access.
· Network security: Use of firewalls to monitor internal and external network traffic.
· End device security: Updated anti-malware software, device authorisation, encryption and inactivity auto-lock to be mandatory on all devices.
· Data protection: Backed up and encrypt sensitive data for both transit and rest. Should include a data retention and disposal policy per legal requirements.
· Patches: Regularly update operating systems and applications with the latest security patches. Vulnerability scanning to be completed regularly.
· Staff training: Annual cybersecurity awareness training, regular testing of awareness via live system phishing simulations.
· Incident response: Employees to report suspicious activity immediately. Detailed response plan to be in place. Incidents to be logged and follow escalation procedures. Lessons learned to be written into revisions of existing policies.
· Compliance: Conform to relevant regulations (GDPR, ISO/IEC 27001), with regular internal and external audits conducted to ensure adherence.
1. Implementation and operation stage
Ensure security policies are carried out regularly. The controls to manage this, as outlined in figure 3, include [10]:
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· Technical controls: Employ antivirus software, backups, encryption and malware protection.
· Organisational controls: Policies governing system and equipment use.
· Legal controls: Compliance with laws and contracts.
· Physical controls: Security of physical assets.
· Human Resource controls: Training and vetting of staff.
1. Assurance stage
Ensure ISO 27001 objectives are implemented and working as expected, ensuring that data is safe during any stage of its life cycle, from design through destruction [10]. Examples of policies providing assurance include authentication, password, email, remote access, network maintenance and incident handling policies. Security policies help organisations with important reference sources in case of an attack.
Mitigation measures
Launched in 2008, the Comprehensive National Cybersecurity Initiative (CNSS) US aimed to create a set of guidelines, standards, and best practices for securing information systems and networks. It offered organisations necessary tools and insights to address emerging cyber threats [11]. The primary objectives of the CNSS are framed around the CIA triad, which outlines three interconnected principles that shape information security policies [12].
· Confidentiality: Protect sensitive information from unauthorised access.
· Integrity: Consistent, accurate, trustworthy data for its lifecycle. 
· Availability: Data accessible by authorised users.
Any security policies and measures put in place to manage risk need to conform to standards like ISO/IEC 27001, GDPR and align to the three principles outlined in the CIA triad.
To help businesses navigate the complexities of cybersecurity, the UK National Cyber Security Centre (NCSC) produced a small business guide, setting out practical and affordable advice for smaller organisations [14]. 
1. Backup data [14]
Protect from issues like natural disasters, fire, theft, damage. If data is quickly recoverable, the risk of being blackmailed by ransomware is reduced. 
· Identify data needing backup.
· Keep backup separate.
· Use cloud storage at separate location.
· Understand specific cloud security guidance if used.
· Introduce regular backups as part of daily workload.
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Figure 4: Image of CIA triad [13]

Backups, whilst requiring time and resource investment, are invaluable as a fail-safe measure and protect against some common forms of internal and external threats, whilst aligning with the three principles of the CIA triad.
1. Protect against malicious software [14]
Software or web content that can harm organisations through viruses infecting legitimate software (i.e. malware). 
· Ensure anti-virus software is installed and active.
· Limit downloads from the internet.
· Patch IT equipment with latest updates.
· Control how plug-in devices like USB sticks are used.
· Ensure firewall is active.
These steps are cost-effective and efficient protection methods.
1. Mobile technology [14]
These require more safety than desktop computers as they can be taken off the organisation’s network. A mobile device policy should cover:
· Use password protection.
· Ensure lost or stolen devices can be traced, blocked and wiped if necessary.
· Keep devices and apps updated.
· Only use known wireless networks.
1. Use passwords [14]
When implemented correctly, passwords are a cheap, easy way to prevent unauthorised access, with the password policy to include:
· Password protection on all devices.
· Two-factor authentication.
· Password strength rules.
· Reduce frequency of password changes to help staff.
· Avoid default passwords.
1. Avoid phishing attacks [14]
Phishing attacks are increasing in regularity and becoming more difficult to spot. A comprehensive email policy should cover:
· Concept of “least privilege” ensures staff only have access to what their job requires.
· Consider operations and possible vulnerabilities.
· Check for obvious signs of phishing i.e. unexpected grammar or formatting issues in scam emails or web links.
· Report all attacks.
· Join CISP forum for cyber security professionals to track latest trends and share intelligence. 
Organisations often use a risk matrix and risk register to assess risks by scoring their likelihood and potential impact. The matrix helps score risks consistently and visually. Risks are evaluated based on their probability and severity, and the scores are multiplied to produce an overall risk score. For example, a high-likelihood risk (5) with severe impact (5) results in a score of 25 as shown in figure 5 [15].
To be a cost-effective, worthwhile investment, mitigation measures need to be consistent with the organisation size, for example, state-sponsored cyberattacks would impact a global bank like HSBC more than FSL and should be reflected in the risk score. 
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Figure 5: Risk matrix example [15]
Monitoring and response
Threat prevention, security policies and risk mitigation should form part of daily operations for monitoring and responding to cyberattacks. 
Clause 9 of ISO 27001, “Performance Evaluation”, includes standard and mandatory processes required for monitoring, measuring and analysing the effectiveness of a cybersecurity System, with measurement through management reviews and internal audits [10].
Organisations should add their own measures to the list of mandatory records of [10]:
· Staff skills, experience, and qualifications.
· Training log.
· Activities and results of measurement.
· Internal audits conducted and results.
· Management reviews.
· Corrective action taken.
· User activity and incidents logged.
To achieve full compliance and reassure board members, a wide range of policies, procedures, plans and record keeping is required, along with a response plan in event of an attack. 
As part of a response plan, organisations should have contingency planning in place. According to IBM [16], contingency planning prepares organisations for unexpected events or disruptions. Unlike routine planning, it focuses on emergencies, with risk assessments, trigger events, defined roles, and communication plans. Regular reviews and updates are essential. 
Contingency plans should follow these steps:
Step 1: Assess severity and likelihood of risk using the risk matrix.
Step 2 : Identify triggers that sets the plan in motion.
Step 3: Create the right response, initiate communication plan to reassure customers and staff.
Training and awareness
Caravelli and Jones [1] examine a study first carried out by University of London researchers Anne Adams and Martha Angela Strasse that concluded that many employees do not perceive the full importance of security practices because organisations, sometimes inadvertently, minimised information shared on security policies. To mitigate, [1]:
· Security should be visibly and proactively managed.
· Employees to be informed of existing and potential threats.
· Role of passwords should be made clear.
· Track user awareness over time.
· Expect employees to maintain security for all information they access, regardless of sensitivity.
In real-world practice, the National Cyber Security Centre’s (NCSC) recent work with Smaller organisations, charities, the legal and accountancy sectors revealed an overwhelming amount of cybersecurity advice, making it hard to know where to start. Many organisations struggle to explain the importance of cybersecurity to staff, and even larger organisations find it difficult to make technical concepts relevant. Smaller organisations, lacking resources, can leave staff vulnerable. To address this, the NCSC developed a free, e-learning course covering phishing defence, strong passwords, device security, and incident reporting aimed at non-technical users and suitable for any organisation [17], as shown in figure 6.
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Figure 6: NCSC Infographic for non-technical staff [17]
A programme of training should be established to ensure staff comply with security measures. NordLayer outlines some best practice by recommending the 10 steps to train employees on cybersecurity shown in figure 7 [18]:
This provides staff with key contacts in cybersecurity teams, policies to refer to, awareness of threats faced, outlines the importance of passwords, increases device fortitude. Staff training programmes will help FSL comply with its legal, moral and mandatory security requirements. 
Conclusion
Cybersecurity is a major consideration for all organisations with an internet presence. As connectivity grows, threats will only increase. More and more organisations now realise the importance of cybersecurity measures to protect assets, staff and customers. FSL need to focus resources to avoid phishing, ransomware and insider threats, which are most likely threats to an organisation of this size.
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Figure 7: NordLayer 10 cybersecurity training steps [18]





Appendix A – Presentation to board
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Appendix B – Cybersecurity policy example

FinSecure Ltd. (FSL) Cybersecurity Policy
Version: 1.0
Effective Date: May 2025
Review Cycle: Annual
Owner: Chief Information Security Officer (CISO)
1. Purpose
The purpose of this policy is to establish a framework for protecting the organisation’s IT systems, networks, and data from cyber threats, in accordance with industry standards and regulatory requirements.

2. Scope
This policy applies to all employees, contractors, and third parties who access or manage the organisation’s IT resources, whether on-site or remotely.

3. Policy Statements
3.1 Access Control
· Access to systems to follow the principle of least privilege.
· Role-based access enforced and reviewed quarterly.
· MFA mandatory for all remote and administrative access.
3.2 Network Security
· Internal and external network traffic must be monitored using firewalls.
· Segmentation must be used to isolate sensitive systems and data.
· VPNs must be used for all remote access.
3.3 End Device Security
· All end devices must have updated anti-malware and protection.
· Devices to be encrypted and auto-lock after a period of inactivity.
· Only authorised devices may connect to network.
3.4 Data Protection
· All sensitive data must be classified, encrypted in transit and rest.
· Backups performed regularly, stored securely and tested.
· Data retention and disposal must follow legal and regulatory requirements.
3.5 Patch and Vulnerability Management
· Operating systems and applications must be updated regularly with patches.
· Vulnerability scans conducted monthly, critical vulnerabilities remedied within 7 days.
3.6 Security Awareness and Training
· Staff must complete annual cybersecurity awareness training.
· Phishing simulations conducted quarterly to test user awareness.
· Employees to report suspicious activity or potential breaches immediately.
3.7 Incident Response
· A documented Incident Response Plan to be maintained and tested annually.
· Security incidents to be logged, assessed, escalated according to defined procedures.
· Lessons learned from incidents to be incorporated into updated controls and training.
3.8 Third-Party Security
· Third-party vendors to undergo security risk assessment before gaining access to systems or data.
· Contracts must include data protection clauses.
· Access to be limited and regularly reviewed.
3.9 Compliance
· The organisation must maintain compliance with relevant regulations (e.g., GDPR, ISO/IEC 27001).
· Regular internal and external audits must be conducted to ensure adherence.

4. Enforcement
Any employee or contractor found to be in violation of this policy may be subject to disciplinary action, including termination of employment or contract.

5. Review and Updates
This policy will be reviewed at least annually or following significant changes in technology, regulatory requirements, or threat landscape.


B. FSL Cybersecurity Risk Register
	Risk ID
	Risk Description
	Likelihood
	Impact
	Risk Level
	Mitigation Measures
	Owner

	R01
	Ransomware  risk example
	Moderate 
(3)
	Major 
(4)
	High 
(3x4 = 12)
	Maintain regular backups; apply security patches; restrict admin access
	IT Security Manager

	R02
	Insider threat (malicious or accidental)
	Moderate 
(3)
	Significant (3)
	Medium (3x3 = 9)
	Implement access controls; provide ongoing awareness training
	HR / IT






C. FSL Incident Response Checklist
Preparation
·  Ensure Incident Response Plan is documented and accessible.
·  Maintain an updated contact list for IR team and key stakeholders.
·  Conduct regular training and simulation exercises.
Identification
·  Confirm incident type
·  Record when, how, and by whom the incident was discovered.
·  Determine scope and severity.
·  Notify cyber team immediately.
Containment
·  Disconnect affected systems from the network (if needed).
·  Change passwords for compromised accounts.
·  Preserve system logs and evidence.
·  Apply short-term containment measures (e.g., firewall rules).
Eradication
·  Remove malware, unauthorised access, corrupted data.
·  Patch vulnerabilities or misconfigurations.
·  Validate all systems are clean before reconnecting.
Recovery
·  Restore data and services from backups.
·  Monitor systems for signs of reinfection or compromise.
·  Notify external stakeholders or regulators if required.
Lessons Learned
·  Conduct a post-incident review.
·  Document what went wrong and what worked well.
·  Update plan, training, and security controls as needed.
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Use strong
passwords

Criminals will try the most
common passwords (e.g.
password1), or use publicly
available information to try and
access your accounts. If
successful, they can use this
same password to access your
other accounts.

Create a strong and memorable
password for important accounts,
such as by combining three
random words. Avoid using
predictable passwords, such as
dates, family and pet names.

Use a separate password for your
work account. If an online account
gets compromised, you don't want
the criminal to also know your work
password.

If you write your passwords down,
store them securely away from
your device. Never reveal your
password to anyone; your IT team
or other provider will be able to
reset it if necessary.

Use 2 step verification (25V) for
important websites like banking
and email. 25V (which s also known
as multi-factor authentication or
MFA) provides a way of ‘double
checking'that you really are the
person you are claiming to be when
you're using online services.

Defend against
phishing attacks

Phishing emails appear
genuine, but are actually fake.
They might try and trick you into
revealing sensitive information,
or contain links to a scam
website or an infected
attachment.

Phishers use publicly available
information about you to make their
emails appear convincing. Review your
privacy settings, and think about what
you post.

Know the techniques that phishers use
in emails. This can include urgency or
authority cues that pressure you to act.

Phishers often seek to exploit normal’
business communications and
processes. Make sure you know your
organisation’s policies and processes
to make it easier to spot unusual
activity.

Anybody might click on a phishing
email at some point. If you do, tell
someone immediately to reduce the
potential harm caused.

Secure your
devices

The phones, tablets, laptops or
desktop computers that you use
can be targeted both remotely
and physically, but you can
protect them from many
common cyber attacks.
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Don'tignore software updates - they
contain patches that keep your
device secure. Your organisation may
manage updates, but if you're
prompted to install any, make sure
you do.

Always lock your device when you're
not using it. Use a PIN, password, or
fingerprint/face id. This will make it
harder for an criminal to access a
device ifitis left unlocked, lost or
stolen.

Avoid downloading fake apps. Only
use official app stores (like Google
Play or the Apple App Store), which
provide protection from viruses. Don't
download apps from unknown
vendors and sources.

If in doubt,
call it out

Reporting incidents promptly -
usually to your IT team or line

manager - can massively =
reduce the potential harm I Q

caused by cyber incidents.

Cyber attacks can be difficult to spot,
s0 don't hesitate to ask for further
guidance or support when something
feels suspicious or unusual.

« Report attacks as soon as possible -
don't assume that someone else will
doit.Even if you've done something

]
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