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Critical thinking and problem solving are essential skills in technical field and cybersecurity is described as technology protector and criminal defender. These defensive capabilities, which were derived from my academic training have assisted me in the development of proactive cyber security mindset.
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[bookmark: _Toc193117233]		Task 1 (a): Report on Essential Academic and Employment Skills
Cyber security is an essential skill in IT industry, it’s classified as a technology protector, a hacker defender which involves critical thinking, problem solving that can be achieve through academically [1]. Internet has been mode of communication and information which is available to most individuals, the benefit of the internet comes business, personal computer, companies, government etc. it is considered as one of the vital part of organisations, educational institutions and business, it is essential to protect families and children from potential online frauds.
[image: ]
Figure 1: This project has become easier despite its many parts and the huge support that information technology gives it. At present there are many people who do not used the internet, but there are more than 2.7 billion people using it while 4,4 billion people are yet to be connected.
The mobile phones and computers use digital means and are transmitted through communication network. The banks as well as other financial institutions use the internet as well as the network to make their financial transactions. This means that there is activity each day with an estimated 10,000 new unique users registered each day. This report also highlights how many websites have been hacked over the last six years.
[2]In supporting my career in the future these defensive capabilities that stemmed from my academic training which helps me personally develop a proactive “Cyber Security mindset” grounded in how I evaluate threats and appraise risks. [3]Recognising that my future work has address human errors as the weakest link in digital infrastructure. I actively look beyond basic technical tool to focus entirely on my own. Continues upskilling and lifelong learning. [4]This academic environment directly bridges the gap between theory and real-world execution, giving me the practical individualised confidence I require to handle high pressure security incidents in the industry once I graduate.
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Figure 2: Industry’s research initiatives aimed at tackling actual cybersecurity issues can also encourage cooperation through offering possible solutions to existing cybersecurity issues. Cybersecurity campaigns from the government should be initiated and launched among the people.
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Mind Map link: https://www.mindmeister.com/app/map/4030994892?t=V0R0B1PUbk
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Topic 3: Impact of team collaboration on cyber security situational awareness
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Cybersecurity mindset framework for a digtally reslient society

Frotection motivation theary
Itegratethreat appraisal (perceived seveity and ulnerabity)
‘with coping appraisal (response effcacy and el fficacy) o

‘drive security behaviour adaption (D

Technology-enhanced earing.
Advanced educationalapproaches using Ak poered
assessment gamifcation, nd immersive VR security

|

‘Comprehensive natonal tategy with regulatory incentives
fororganisations and afgnment with nternational
Standards

Implementation barers
~ nstiutionsl resource constraints

« Lack o tandardied curiculum

« nsuficent regulatoryenforcement
« Criica ybersecury skl shortage

« Fragmented sakeholder coordination

telong cybersecurty education
Continus leaming pathway rom K12 through workpiace,
it pofessional development certifcations and
demographically aiored curicula





