= False
Tor_mod.use z - True

#eelection at the end e
P _ob.select= 1
der_ob.select=1
#ntext.scene.objects.activg
Wi "Selected” + str(modifier i
#eirror_ob.select = 0
bpy.context.selected_ob i
-'Jta.objects[one.name] .seM

rint(“please select exactiy '™

_ OPERATOR CLASSES --~

Code Is the Source of
Truth: A Static Analysis
Tool for Data Flow
Documentation of
Python Data Pipelines

Omar Mohammed Qassem — 2316700
Driver and Vehicle Licensing Agency (DVLA)



=l Public sector bodies process enormous volumes of data

Data Protection Act 2018 - UK GDPR accountability principle

¢ Orgs. Must demonstrate what happens to personal data as it moves through
their systems

Research | s

c O n tGXt Guiding principle: The code is the source of truth

e Documentation generated from code stays accurate as the code changes

= WO audiences:

¢ Data Engineers
¢ Data Protection Officers/Auditors




“No existing tool generates compliance-
grade, code-level data-flow

documentation for Python data
pipelines.”

¢ Manual documentation becomes inaccurate as

Resea rC h pipelines evolve

e Existing tools don’tfill the gap:

PrOblem e SQLGlot— SQL only, not Python.

e Databricks Unity Catalog — sees tables, not the
Python logic in between.

e Security scanners (Bandit, Semgrep, CodeQL, Pysa)
— produce warnings, not a map of where data goes.

* The gap: a trustworthy map of where data goes,
straight from Python code.



Aim
* Design, develop and evaluate a static-analysis tool that parses
Python (Pandas & PySpark), maps its data flow, identifies sources

and sinks, and presents data-flow documentation via an
interactive dashboard, supporting compliance and visibility.

R h Objectives
esea rc * Ciritically analyse existing static/taint analysis and data-lineage

Ai m & techniques

* Design an architecture that produces a data-flow graph, with a
source/sink catalogue and route tracing.

Objectives

* Develop an MVP tracing data flows source-to-sink, across
functions and modules, presented via a dashboard.

* Evaluate detection accuracy and performance against a ’
benchmark of pipelines with known data flows.

* Stretch: track sanitisation steps (masking, hashing, encryption)
between sources and sinks. ,

o




Foundations well established:
* Data-flow analysis - tracking how data moves through a program (Kildall, 1973).

* AST-based analysis - parse code into an Abstract Syntax Tree, map paths, trace
variable origins (Aho et al.).

[ J
the ratu re * |FDS framework - interprocedural analysis - tracing routes between functions (Reps,

Horwitz & Sagiv).

Re\’i ew Flow security & taint analysis:

* Denning’s secure information-flow model.

* Taint analysis follows data from sources to sinks, tracking any sanitiser in between
(Schwartz et al.).

* Very similar to proposed tool




Applying this to Python is hard:

* Polo (points-to) and PyCG (call-graph) help follow
data across function calls.

* Industry tools: CodeQL, Bandit, Semgrep, Meta Pysa,

PyT, PyFlow.
o * These produce warnings, not documentation of where
Literature data goes.
ReVIeW Data lineage (the field related to the aim):

* Provenance theory (Cheney et al.), fine-grained data-
science provenance (Chapman et al.), a GDPR
provenance model (Ujcich et al.).

* Unity Catalo, SQLGlot

The gap: no tool produces compliance-ready, code-
level data-flow documentation for Python pipelines.

o




Research strategy (Saunders’ “research onion”):

* Software Development strategy - main output is working, evaluated software.
* Positivist / deductive - build on previous techniques and measure objectively.
* Quantitative & cross-sectional - numeric results, evaluated at a pointin time.
How it processes code:

* Parse Python > build an AST (built-in ast module).

Research/Dfevelopment * Walk AST to find variables, calls, imports, I/0 & build a data flow graph with
Methodologies networkx.

* Match against a configurable source/sink catalogue (Pandas & PySpark).

* Trace routes between sources & sinks, within and between functions.

* Real DVLA code & bespoke test pipelines, locked down dev/test, using test

Data & success criteria:
data. Correct answers recorded in advance. ’

* Measured by precision, recall, F1 & timing. ,

o




Software / libraries:

* Python 3.x (ast) - networkx - Pandas & PySpark -
Databricks App SDK (dashboard) - Git/GitHub -
SQLGlot.

Hardware / cloud:
* DVLA developer laptop.

Resources/Materials * DVLA Databricks - non-prod dev/test workspaces
using employee access.

* No dedicated hardware, GPU or paid cloud.
Finance: ’
* Total monetary cost: £0
* Time: ~150 hours over seven months, plus ~20%,
(~30h) contingency.
> 4




Project Plan

Timeframe: Jan 2027 > July 2027 (~7 months, ~150 hours, part-time).
Scope (MoSCoW):

Must (MVP): AST parsing, source/sink catalogue, route tracing within & between
functions, basic dashboard, benchmarking & evaluation.

Should: fuller Pandas/PySpark coverage, better visualisations, fuller benchmark.
Could: detail protection steps (masking/hashing) before a sink.

Won’t: full Python support, dynamic analysis.

Stretch: Track sanitisation steps

Timeline & milestones:

Jan to Feb: setup & literature review.

Feb: requirements & design.

Mar to Apr: build MVP (all Musts & hopefully Shoulds).
Apr to May: benchmark & evaluation.

June: stretch features (if time allows).

July: write-up & submission of report



Automated compliance evidence
Visibility for engineers

I Impact

Risk-catching

Transferable beyond DVLA




Imports/variables/dat

Python |S dynam|C atypes etc. that are

decided at runtime

Interprocedural

I Limitations analysis is hard RS

Benchmark Test and DVLA-

specific pipelines only

dependence
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