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Introduction

The Internet of Things (IOT) is a term that is becoming more familiar now than in previous times. In simple terms it means that objects or ‘things’ (but in this context called ‘devices’), can be connected wirelessly to the internet and /or other devices by means of a sensor. These devices with sensors are then known as ‘enabled’ devices and become ‘smart’ devices. Smart devices can also communicate with each other by means of protocols such as Bluetooth, Zigbee and Z-Wave and Wi-Fi.
One of the uses for IoT is in the home and homes containing smart devices are known as ‘Smart Homes’. Although smart devices can be used in many other locations, (industry, cities, traffic control, health), this assignment will concentrate on Smart Homes.
Almost every home now has one or more smart devices in it and the concept is increasing in popularity and the market expanding. Over the years the costs have become lower and this has made the idea of having a ‘smart home’ more accessible.
This assignment will research the background of the Internet of Things, and how it can produce ‘Smart Homes’ with smart devices.  It will research the current and future market. It will discuss the pros and cons of different communication methods, and issues such as security and privacy. Appendices have been attached with information covering the history, examples of applications in smart homes and how they work. 
The author of this assignment has also built a simulation of a smart home using packet tracer software. This simulated smart home consists of wired and wireless devices. The technical data of this simulation has been submitted separately. 



The Internet of Things in Smart Homes
“The term Internet of Things “IOT” refers broadly to the extension of network connectivity and computing capability to objects devices, sensors and items not ordinarily considered to be computers.” (1 p17). It is a description of a system where useful items in the home that perform a task, now have a ‘smart’ option users can purchase. 
A basic explanation would be that these items include a sensor and a degree of Artificial Intelligence (AI) (the amount depending on the function of the item). The devices can connect to the internet and be instructed to turn on and off and perform certain tasks via the internet remotely without the user physically having to be present or touch the device. Programmes can be pre-set for commands to happen at certain times. Information about the actions of the device (data) can be stored and analysed in the Cloud server of the devices’ manufacturer. Fuscaldo describes the IOT as “objects and products that are interconnected and identifiable through digital networks.” (2).
It was not thought possible a generation ago that this concept would come about, although robots for example it did appear in science fiction films. Ashton writes “If we had computers that knew everything there was to now about things -using data they gathered without any help from us we would be able to track and count everything, greatly reduce waste loss and cost. We would know when things needed replacing, repairing or recalling, and whether they were fresh or past their best.” (3).
  The idea of making things happen by pushing a button or tapping a screen or voice command did not seem possible and also gave the impression of laziness. When the first smart home devices came on the market, it was likely that the majority thought it was only for the rich or lazy and not for the average member of the public. However as Vandome points out, this was how people reacted when the first remote TV controller came on the market. (4 p8).
There are many examples of smart devices currently used in the smart home. (See Appendix 1 for an example of a typical smart home). Many of these examples are now common place in homes and are familiar to all age groups. Tasks being performed without human intervention will have changed people’s lifestyle. Rose et al agree: “The Internet of Things is an emerging topic of technical, social and economic significance……transforms the way we work, live and play.”(1 p4).
It transforms daily life by switching on the lights and heating  automatically without any intervention from the householders. The refrigerator will maintain the correct temperature, record all the contents, the security cameras and lighting will monitor any unexpected activity or unrecognisable faces. The door lock will only open to recognisable faces. The vacuum cleaner and lawn mower will complete the task instead of the user. A digital voice assistant can answer questions, read the news, play music and perform commands
Although a remote TV controller is a relatively simple device it has the same principle of performing a task without physically walking to the device and then returning to the seat. This appeared in 1980’s and worked by sending infra-red signals. (5), but now is part of a smart home, along with more advanced devices.
History
See Appendix 2 for the history of the Internet of Things and Smart Homes.








Current and Future Market 
Although the market is undoubtedly well established, statistics show that the market is continuing to expand at a fast and steady rate.
Various statistics
In an internet article Ashton stated that it had been predicted there would be 50 billion internet connected devices by 2020. He also stated that wearable devices were even more popular and in 2015 there were 78.1 million of these, which was predicted to grow to 411 million by 2020. (3)
Rose et al in a report examining Internet of Things stated a prediction of 100 billion internet connected IoT devices by 2025 with an economic value of more than $11 trillion. (1 p4) 
Cisco Systems predict 75 billion internet connected devices by 2020. (6)
Huawei predict 100 billion internet connected devices by 2025. (7)
Liu, writing for Techradar predicts 41.6 billion internet connected devices by 2025. (8)
Brown, writing for www.choose,co.uk predicts there will be 320 million smart home devices in 2022 (9) 
Fulscado writing for www.fool.com states there will be be 43 billion by 2023 which is three times the number from 2018. (2).
These statistics from varied sources show the success of the Smart Homes devices market to date and the certainty of future increase.
Fulscado also points out that “5G will proliferate the number of connected devices” This is due to the sped and security 5G brings. Data can be sent back and forth between millions of devices in seconds”. (2) She adds “5G is one of the greatest arrivals in technology since the birth of the internet.” (2).
Rose et al give two further reasons for the positive future of IOT. Firstly that communications technology can now be put into very small objects, small and inexpensive sensor devices which drive IoT applications. Secondly  that the increase in computer power and data storage and cloud services “allow vast quantities of data to be analysed and extract information and knowledge”. (1 p13).




















Methods of Device Communication
A typical Smart Home will contain at least one or several of smart devices such as, Digital Voice Assistant, smart TV, light bulbs, heating thermostat, security cameras and alarms, door locks and personal wearable devices, (watches, fitness trackers headphones). (See Appendix  3 for further information on examples of Smart Home Devices in detail and how they work).
There are several models of communication :
There are four common models of communications: (listed in 1 pp18-23)
Device to device, 
Device to Cloud 
Device to gateway and 
Back-end data sharing. (Not applicable in Smart Homes).
(See Appendix 4 for explanation of these models).

There are several choices of protocols for devices to ‘talk to each other’. To avoid numerous wires and cables which would not be practical, all of these methods are wireless. (See Appendix 5 for additional technical data on the following communication protocols). 
Radio Waves: Zigbee and Z-Wave:
Zigbee and Z-Wave are the most popular according to Edmonds and Chandler (10). They both are ‘mesh network’ types. Mesh network means there is more than one way for the message to travel. They have a Source Routing Algorithm which allows them to calculate the most efficient and quickest way to transmit the message.  
Z-Wave enabled devices have a code which the Z-Wave controller recognises, adds the device and notes its location. When a command is issued, the controller uses the algorithm to determine how the message is sent. Some Z-Wave controllers initiate commands, (‘masters’) and others (called ‘slaves’) only carry and respond to messages. (10). 
Zigbee works in a similar way with the algorithm, but “zig zags likes bees” (10) looking for the best path. Edmonds and Chandler point out that “Zigbee’s platform is based on the standard set by the IEEE for wireless personal networks”, (10). This allows technology companies to produce a compatible smart device but pay no licencing fees. This would be an advantage in the competitive market. 
However, according to Batt, Zigbee even though it has less power consumption than Z-Wave it is slower and can only cope with simple devices that do not send a lot of data,  such as light bulbs, and the devices must be close by. He adds that Zigbee uses different channels for different categories of device. (11).This may explain the slowness.
Pullen points out that although Zigbee and Z-Wave are low in cost and use low amounts of energy, a disadvantage is that they are not compatible with each other, nor are they compatible with smart phones, tablets or computers. (12). Also, Batt points out that like all radio wave communications there will be noise interference. (11).
In Batt’s opinion Z-Wave is more efficient than Zigbee, “A Z-Wave device however, will always be able to talk to another no matter what.” (11).
Bluetooth 
Bluetooth is well known and makes “secure connections between nearby devices”. (12). This method works best with devices that are close to each other and require a person to be close, for example, a toothbrush, headphones, mice and door locks. It has higher bandwidth than the Zigbee or Z-Wave but lower bandwidth than Wi-Fi. Pullen states that soon Bluetooth will be able to work using mesh networks. (12).
Bluetooth enabled products are able to do more than just switch on and off or detect movement. They use “frequency hopping and government grade encryption to help ensure no one can intercept or unscramble your interaction”. (12). Also it uses less energy than Wi-Fi. 
Thread 
Thread is created by Google. This tends to make it unpopular with consumers. This is due to the assumption that it will only be compatible with Google’s own products and will restrict choice. It uses IPv6 and this makes it similar to a Wi-Fi enabled system, (11).
Edmonds and Chandler mention that Insteon is a protocol that can communicate over both electric wiring and radio waves and this is called a ‘dual mesh network’ (10). 
Wi-Fi 
Neal explains Wi-Fi is a “radio frequency band of the electromagnetic spectrum between actual radio waves and microwaves.” (13 ) It can send data over multiple frequencies at the same time. It is fast and efficient but uses more power than the other radio wave methods.
 Although Wi-Fi needs a router in the house as an antennae, according to Batt, it is the most eficient of all the communication methods. (11).







Issues and Disadvantages of IOT and Smart Homes
Security
The majority of users trust the internet and therefore do not constantly worry about cyber-attacks or hackers. Brown suggests that user’s “have become complacent”. (9). Liu also points out “Internet of Things is so useful and part of our everyday lives…we take it all for granted and put our entire trust in the safety.” (8)    Users may not realise how much data is transferred to a Cloud or collected in the device. This process is necessary but personal information in the wrong hands can be dangerous. Liu, referring to the Cloud storage, states: “But, all they contain is OUR data,” adding, “Then it can act as an open door into the user’s life.” (8).
Also users may not even be aware if the device has been hacked. Signs such as lights coming on and off at incorrect times or flashing may be missed. Rose et al confirm “Devices have no clear way to alert the user when a security problem arises.” (1 p35). Also an unknown author in a tutorial website on IOT states: “Users do not monitor the devices or know when something goes wrong. Security breaches can persist over long periods without detection.” (14).
All computer devices are prone to attack. “They are insecure to a certain extent and prone to malicious attacks.” (4 p16) Hackers can gain access to devices and the apps. The Smart Home technology is still at early stages. Security will become more important as time goes on and as these devices become a larger consumer market.
Since the market is expanding rapidly, (Shead predicts that by 2025 each household will have 10-15 devices, (15)), the issue of security and cyber-attack will become more widespread. In fact, there is evidence to support that users should become more aware of the possibilities of hacking and cyber-attacks.
According to a security company, Kaspersky, it received “105 million reports of cyber-attacks or hacking in the first six months of 2019” (16), which was triple the amount received in the first six months of the previous year. 
Also, an internet article written by Shead reports that “security vulnerabilities have been found in everything from toy dolls to internet enables ovens in recent years.” (15 ). He also adds that in December 2017 a hacker spoke to a young girl via a house security camera and in April 2017 a sex toy with an inbuilt camera was hacked. (15).
There was also a case of an unprotected refrigerator reported in 2014, “that is infected with malware might send thousands of harmful spam emails to recipients worldwide, using the owner’s home Wi-Fi internet connection” (17). 
A serious problem would be if a smart door lock is cyber attacked, the face recognition fails to recognise user and door will not open. Not only this, but the attackers would be able to enter the property. 
Another unsafe point in devices may occur when the device does not receive security updates regularly and or is still working well but when past its ability to deal with new security issues.   Freeman points out those smart devices are not so security protected as smart phones and PC’s. (18). This is because smart phones and tablets and pc’s receive regular updates. 
Many people make their own DIY devices using their own Arduino or Raspberry pi for example and therefore these will not have security protection. 
Ways to help prevent are to regularly update the apps or ensure there are auto updates and do not forget to protect Wi-Fi router with a firewall for instance... Watch for strange behaviour of devices like switching on or off at times that are not the times in the setting, or lights flashing.  
In May 2019 The Department for Digital Culture, Media and Sport joined with GCHQ Cyber Security Centre,  manufacturers, retailers and academics for a consultation to discuss and propose new laws to increase security of smart home devices. (15).
Shead explains, “Laws need to be developed to lower the risk of possibility of smart gadgets getting hacked and exploited via the internet.” (15)
The new laws would be: 
1.Each internet enabled device to have unique password that cannot be reset to factory default.
2. A public point must be available for the public to report vulnerability.
3. The user must be informed the minimum time a device will receive security updates”. (listed in 23).
In Shead’s opinion “It will mean robust security standards are built in from the design stage and not bolted on as an afterthought.” (15).
Hudson, Policy and Communications director at the National Cyber Security Centre, points out “Smart technology is increasingly central to the way we live our lives so the development of this legislation to ensure we are better protected is hugely welcomed.” (19). However the laws have not yet been passed. At the present time it is just an intention, but a step in the right direction. In Shead’s opinion this needs to be legislated as soon as possible; “The government needs to act now to help protect us from smart-device manufacturers who play fast and loose with our privacy, safety and security.” (15).
Poorly secured IoT devices provide entry points for cyber-attack. Cyber-attack could reprogramme a device or cause it to go wrong. Poorly designed devices expose data to theft as the data streams are not protected. 
It is just as important for the small devices at user end which are small and inexpensive as it is for the computer at the end point. Any fault in a small device when connected to the Internet can cause global effect. 
New threats of cyber attack and hacking come up evolve continuously, manufacturers must continually work on responding to them and dealing with them. Rose et al suggest they must have understanding of present risks and future risks and consider the cost of harm compared to the cost of preventing.
In Rose et al ‘s opinion, “ensuring security in IoT products and services should be considered a top priority” (1p32) and  “As a matter of principle developers and users of IoT devices and systems have a collective obligation to ensure they do not expose users and the internet itself to potential harm.” (1 p33). 
Privacy
Individual privacy must be respected. A lot of personal data is collected from smart home devices, stored and analysed, so it should be protected. Rose et al points out that “IOT data streams paint a ‘digital’ portrait of a user” (1p40), and that manufacturers study the information to use for future improvements or changes or for target advertising. ‘“This data presumably provides a benefit to the device’s owner but frequently to the device’s manufacturer or supplier as well” (1p40),  such as target advertising and statistical information for other companies.
Digital Voice Assistants are always ‘listening’. They have a wake up trigger phrase. These wake words will activate them and they record words that are said a few seconds before as well. A third party may visit and be recorded without them being aware. It is safer not to discuss finance or personal subjects in areas where DVAs are placed. The words are also recorded on the DVA app. 
There is also the issue of information recorded from smart devices in the home being used in courts of law for evidence. For example surveillance information from trackers or cameras. Evidence of where people have been and what time and what they have said, can be used in divorce cases. Rose et al consider privacy issues important to consider: “The privacy challenges raised by IOT are critical to address as they have implications on basic rights and our collective ability to trust the Internet and the devices that connect to it as well.” (1 p40).

Non compatibility of Devices
This issue can cause problems. If several smart devices in a smart home use a different protocol to communicate (Bluetooth Zigbee Z-Wave See Appendix 2), then they will be incompatible and will not communicate. This means the user may have to buy all devices that all use the same protocol. Also some manufacturers produce devices that are only compatible with products from the same manufacturer. This is known as Vendor Lock-in. An unknown author states in an article about IOT that “A specific system may be well designed and within administration control but there are no guarantees about how it will interact with others.” (14).   As previously discussed, the use of a Home Hub can be used to solve this problem in some cases. The Home Hub can accept all protocols.





















Simulation of a Smart Home Network
The author of this assignment has built a simulation of a smart home using Cisco Packet Tracer software, (20). This simulated smart home consists of wired and wireless devices. 
The first task of building this smart home was to build a network by connecting the home gateway to the modem and the modem to the internet via a co-axial splitter which was also connected to the television.
Once the network was connected and working, the devices could then be connected to the home gateway. The wireless devices were connected to the home gateway using the wireless adaptor PT-IOT-NM-1W and connecting it to the home gateway server. WPA2-PSK , (21),  was also added for security protection. WPA2-PSK is not considered secure for business purposes with sensitive information, (22), (23), however for this domestic simulation it would be sufficient.
The wired devices were connected to the home gateway using a copper straight through cable. As these devices are wired they did not need the WPA2-PSK for protection.
The home gateway can be accessed from a tablet and a smartphone by going into the web browser, entering the IP address in the URL and submitting the username and password. This will allow the user to activate the connected devices.






Conclusion
The Internet of Things and Smart Homes is a well-established rapidly expanding market. Economically it is extremely profitable and a guaranteed success. 
A smart home has many advantages such as, energy saving, security, assistance for the physically disabled, safety for monitoring of medical conditions, fitness tracking. 
There are pro’s and cons about each communication method, but Wi-Fi is considered the most efficient.
The prices of smart devices are now becoming lower so therefore more affordable. 
There are however disadvantages of privacy and security issues. There are many reports of cyber-attacks and hacking. 
Another disadvantage is that many devices in the same smart home are not compatible as they are not from the same manufacturer or do not use the same communication protocol. This restricts the user’s choice when purchasing. 
New laws have been agreed and are going through the process of being finalised concerning an improvement in the security risks of cyber-attack and hacking. This is a critical issue and needs action as soon as possible. 
In conclusion of the Author’s simulation, this would be a standard smart home which the author would be satisfied with. However for improvement, the author would propose to use microcontrollers to set features on devices for example timers and use biometrics to access devices. To perform these tasks would require further research.
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Appendix 1
Example of Smart Home
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Taken from Reference 4 pp14-15






Appendix 2
History of  Internet of Things and Smart Homes
Internet of Things (IoT) began several decades ago but was probably unknown as it was not publicised widely.   “The term “Internet of Things” IOT was first used in 1999 by a technologist named Kevin Ashton, to describe a system in which “…objects in the physical world could be connected to the internet by sensors.” (1 p12). 
Before this in the 1970‘s, meters were designed to measure the electric grid via telephone lines (2). However, a different network was used for this which was a closed, purpose built local version, not the internet protocol of today.
In 1990 a method was designed to remotely turn on and off a toaster from the internet (3), and following this a coke vending  machine at Carnegie Mellon University USA. (4). Also a coffee pot in the staff room of the University of Cambridge was enabled and could be remotely turned on and off. (5). 
The next significant move forward was smart phones, and tablets and a surge forward in 2008-2009 to include many household devices for convenience and security and maintenance.
This included Digital Voice Assistants  as technology designers realised how popular voice assistants on mobile smart phones were, (6 p). This led on to the design of a standalone speaker which was connected to the internet via the Wi-Fi. It could answer search questions by connecting to a search engine and perform tasks such as playing music and controlling other smart devices. 
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Appendix 3
Working Information of Devices in a Smart Home
Digital Voice Assistants which are a standalone speaker connected with the Cloud via the home Wi-Fi.
Example Amazon Echo, Alexa, Google Home or Home mini The Apple Home Pod and Siri. The speaker connects with the Wi-Fi requesting information from the Cloud. The Cloud service for the device, e.g. Google Cloud. It will recognise voices. The have their own apps where settings can be made. Devices  can be controlled with  two or more digital assistants. E.g. Alexa and Siri using the home apps for their devices to control them remotely. (1 p10). Each DVA has it’s own app, Alexa app for Alexa on Amazon Echo, Google Home app for Google Home. Alexa Echo has several models:
Standard Echo the first one, but it can be ordered with different coloured cover to blend in with colour scheme. Echo Dot and Echo Spot have a small circular screen but less powerful speaker. Echo Show has a larger 7” rectangular screen, and the Echo Plus which includes a home Hub. 
Several of these can be bought and a home can have one in each room or just one or two. (1 p10).

Lighting
This is the easiest of all as no electrical knowledge is required. Smart light bulbs are needed, which come in white or coloured, a ‘bridge’ which is a controller which is linked to the Wi-Fi router and the downloaded app of the lighting manufacturer. The light bulbs are connected in different rooms. On the app the lightbulbs can be numbered and added into appropriate room and settings and routines created for different times of day and night with different colours chosen to come on in particular areas of the house/room. Also for security purposes some lights can be set to turn on when the user is not at home so it seems that someone is at home. The bridge will be connected to router and will connect with each light bulb. The app will control the lighting settings via the Cloud and then through the router to the bridge. The lighting system can also be controlled remotely with a separate controller or by the Digital Voice Assistant but the instruction will have to be set up in the app of the DVA. 
(Further information in 1pp108-132).
Heating
The heating boiler can be controlled by a wireless thermostat known as the ‘heat link’ thermostat. This is managed by the manufacturer’s app (and the DVA and remote controller). A popular system is called Nest. (2). Settings are made on the app of what temperature you prefer at different times of day. The boiler can be turned on and off several times each 24 hours. Economy settings can be arranged to save money. A frost setting can be used to prevent freezing pipes. There is also a second thermostat called a ‘learning’ thermostat. It learns all the preferences of the user and can detect when people enter the house and switches the heating on at this point if necessary. 
(Further information in 1 pp134-157).
House Security
This includes exterior lights, alarms and interior and exterior cameras.
Cameras can be placed outside the house and inside. Inside would be used for rooms with babies or elderly people for safety purposes. Or cameras with sensors on sense movement to detect intruders. All results can be sent to a mobile device remotely. Some cameras have infra-red option built in to record heat shapes in the darkness. There is an option to have a camera with communication system, so that the camera by the front door would show people inside the house who is there and to talk to them. This can also be done by the user via their smart phone remotely. So if they were at work they could see who was at the door and speak to them. This system could also include a doorbell. For example Amazon Ring (3).
Cameras can have face recognition and can be programmed to recognise family faces but send alert when it does not recognise the face, i.e. an ‘unknown’ person. 
It is also possible to have a hard drive to record and store the last 24 hours of footage, or alternatively pay a subscription and have it stored on Cloud. 
Alarms sense activity and like cameras can be outside and inside the house. There are smaller more specific sensors like window sensors, and door sensor which sound an alarm when the opened. 
Locks can be fitted to the external doors. There are many options that can be used to open the door. This is useful if one of these mechanisms failed. The lock can be programmed to recognise certain faces, a smart card or fob could be used to gain entry, a numeric combination on a number pad. Also entry could be gained by an app on a smart phone. Once again the DVA can be programmed to open it on command. 
(Further information in 1 pp158-165).

Cleaning and maintenance can also be carried out by smart devices. Vacuum cleaners are stored in charging stations when not in use and be charged ready for the next use. Once activated by the manufacturer’s app or the DVA, it will vacuum the area by using sensors to detect obstacles and walls. Brushes are positioned along the edge of the cleaner so that it can clean edges. The same process is used for gardening lawn mowers. As the area is in a different environment (no walls) the ‘area is marked out by laying a special wire as a border, pinned down to keep it from movement. The mower has built in sensors to sense the cable wire boundary. Another guide cable will guide the mower back to its charging station. 
(Further information in 1 p 174).
Other examples of smart devices are fridges, which can control the interior temperature, record food put into it by scanning barcode and even re ordering the food when it is used up. Garage doors and gates can be remotely opened when arriving home in the car. Also personal wearable devices such as headphones, and fitness trackers like Fitbit, (4).
Robots
Smart robots are not as popular but are growing in use. This is because they are currently expensive. Developing robots needs “Sophisticated engineering, powerful computing capabilities and artificial intelligence (AI) to learn from their environment and adapt their behaviour accordingly.” (1 p182). They are a familiar scene from science fiction films but now are a reality. They are currently expensive but as time progresses they will come down in price and become affordable. There are several versions, some looking like traditional robots, some looking like dogs or pets, and some with no human or animal appearance as they are built for a particular function only. Robots can be used for companionship. The AI enables them to respond to commands and words with suitable replies. The ‘dog’ robots have an unpredictability built in so behave more like pets. AI can “enable devices to be able to perform tasks and solve problems without the additional intervention of an external source.” (1 p183). Devices with AI have language processing abilities, a reasoning to find a solution, and a learning, to evaluate and do better next time. 
They can be useful for safety issues as they can be programmed to notice unnatural positions of a human body such as a person falling to the floor, or a person falling asleep at the wheel of a car, and respond by sending an alert to an appropriate place, or emitting a loud sound. They can carry out tasks such as fetching an item, replacing items in correct place, switch things on or off and mop floors. Robots would therefore be extremely useful for disabled persons for many reasons.
There are regulations to control the development of AI in robots. There is a common fear that they could develop their own digital though process and “act for their own benefit” (1 p183).

Other examples of AI in devices:
Self-driving cars, drones. Opponent in a game, like chess. Health to diagnose disease and sense dangerous symptoms. Target advertising, where search engines remember what the user has viewed and send appropriate advertisements related to the topics.
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Appendix 4
Information on Communication Models in a Smart Home System
Device to device 
Two or more devices can communicate directly with each other and do not require a middle app or server. They communicate by sending data to each other (e.g. door lock status or a command -turn off light) over wireless protocols such as Bluetooth Z--wave or Zigbee.  (See Appendix 5 for information on these protocols).They use small data packets of information to communicate between devices that require low data rates. For example: light bulbs, light switches, thermostats. The devices need to be compatible with and use the same wireless protocol, otherwise the system will not work. Because of this, the user is sometimes forced to purchase devices from the same family (using same protocol) or same manufacturer. This is a disadvantage and is known as ‘Vendor lock-in’. 
Device to Cloud
This is where the device connects with a Cloud server (manufacturer owned Cloud) via Wi-Fi router. The Cloud will store information and analyse it. For example, a learning thermostat system such as Nest (2) sends information on use times and temperatures and the Nest Cloud will analyse energy consumption. Also a Samsung TV (3) will connect to Samsung Cloud via the internet and the Cloud will store viewing information and habits. Another example of this type of device is a doorbell and camera manufactured by Amazon Ring, (4), which connect with Amazon Cloud and then back to user’s smart phone. The user can speak to the person at the door and see them. Via the camera, but the caller cannot see the user. These devices can also be controlled remotely by an app on smart phone. 


Device to Gateway
In this method the device connects to a Cloud server using a gateway service or conduit to reach the Cloud. The gateway is application software that acts as an intermediary. It is known as ‘device to application-layer-gateway’ ALG. This is because the device cannot connect with the cloud directly. An example of this is fitness trackers ‘Fitbit’ (5). In this case, the Fitbit device, worn on the wrist, uses a smart phone as the gateway. The smart phone will then connect to Fitbit Cloud which will store and analyse the data.
Another example of device to gateway communication method is a Home Hub. A Home Hub is a device which controls all of the smart devices in the household. Each of the devices are connected to it, even if the devices use different protocols (Bluetooth, Z-Wave or Zigbee, Apple and Android) as the Home Hub can accept all of these. The Home Hub acts as a gateway for these devices to connect to the appropriate Cloud. Examples of Home Hubs are Wink Hub, Logitech Harmony Hub, and Samsung Smart Things Hub. (6 p102). Therefore a Home Hub will solve an interoperability problem and allow devices from a different ‘family’ or manufacturers to become compatible. 
Back End data sharing model
This is mainly for large organisations as it involves information from a large number of devices belonging to that organisation, stored in Cloud and analysed.
Information found in 1 pp18-23 for all of these models.
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Appendix 5
Technical Data on Device Communication Protocols


Zigbee
[image: smart-standards-zigbee]
· Range: 50-70 meters (with line of sight)
· Data Rate: 20-250 kbps
· Frequency: 915MHz to 2.4GHz
· Max. Devices: 15 million (logically), ~1000 (realistically)
Z-Wave
[image: smart-standards-z-wave]
· Range: 100 meters (with line of sight)
· Data Rate: 100 kbps
· Frequency: 915MHz
· Max. Devices: 232
.
Thread
[image: smart-standards-thread]
· Range: 100 feet
· Data Rate: 250 kbps
· Frequency: 2.4GHz
· Max. Devices: 300
Wi-Fi
[image: smart-standards-wi-fi]
· Range: 150 feet
· Data Rate: 23-144Mbps
· Frequency: 2.4GHz/5GHz
· Max. Devices: 250
Bluetooth
[image: smart-standards-bluetooth]
· Range: 50 feet (class 2), 300 feet (class 1)
· Data Rate: 1-3Mbps
· Frequency: 2.4GHz
· Max. Devices: 7
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Day in the Life of a Smart Home

Everyone will use smart home devices in different ways, and this

fore buying any
evice, ask
urself if it will really
ike a difference to
ur home, and the way
t you interact with
rather than just being
jimmick that is rarely
| after the initial

art home

Jart heating systems
n be set up so that
1N recognize
\on there is no one at
me and apply the Eco

ting accordingly.

will probably evolve over time as more devices are added. Here are

some examples of what you could do in your smart home:

Morning

Wake up to the smart lighting coming on automatically.

Ask for a news and weather update from your digital voice
assistant.

Turn on the heating from
your smartphone or tablet,
using the smart heating app.

Open the curtains/drapes
with an app on your
smartphone or tablet.

Ask your digital voice
assistant to boil your smart
kettle for a breakfast cup of
coffee.

Afternoon

Use the smart vacuum cleaner to clean your home.

Answer the front door to someone, using a smart video
doorbell, so that you can see the caller at the door.

Turn on a
smart plug that
is connected

to a robotic
lawnmower to
cut the grass
automatically.

Get a traffic
update from
your digital voice
assistant before
you go out,

Set the smart heating system to -uuhu when you go out

Pyening
#® ‘lurn on all the lights in your home with a single tap on an
\pp or a voice command for your digital voice assistant.

® St a lighting scene for a room that has colored smart light
bulbs, to create colored combinations.

# Check that all smart locks are shut, using the smart lock app,
or digital voice assistant.

® Check that all electrical devices are off, using the smart plug
\pp, or digital voice assistant.

# Turn off the heating with the smart heating app, or digital

voice assistant.

#® Check the

smart security

came

a4 system
before you go
o bed.

# Turn off all the
lights with the
smart lighting
1pp, or digital
voice assistant.
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