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I have been tasked with the following two tasks:
1. Conduct research on one or more of the specified topics in order to produce a research paper that includes diagrams, figures and charts based around the reviewing as to why modern organisations need to create an environment that protects, detects, reacts and safeguards applications using the organisation’s IT system(s) and infrastructure.
2. Design and discuss my own approach to meet the need of the StresSolution (SS) company’s new information security unit, taking into consideration the specified factors.
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[bookmark: _Toc166100169]What are Security Frameworks?
Security frameworks are organised guidelines or policies if you wish to say that are designed and implemented for the primary purpose of maintaining security measures that are in place. These guidelines outline the strongest methodologies that protect the organisation against many threats such as cyberattacks, data breaches and unauthorised access.
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The ISO 27000 standards are a robust framework used for implementing and managing IT security systems, cloud security, data privacy in the cloud, and privacy IT systems. These universal standards are accepted and applicable across all types of organisations [1].
There are three pillars to these standards, these pillars are:
· Documentation – All security policies must be clearly documented and the mentioned documentation has to be accessible to all relevant stakeholders.
· Accountability – The auditors for these standards expect to see buy-in to ISMS at every level of the organisation, participation from leadership and management, clear outlines of who is delegated responsibility for each organisational risk and the remediation, and a workforce that is aware and compliant with all set policies
· Continuous assessment and improvement – Achieving and maintaining compliance with these standards requires ongoing internal and external audits, frequent risk assessment and documentation updates, and employee training [2]. 
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The CIS critical security controls are a descriptive, prioritized and simplified set of favoured practices that can be used to strengthen the organisation’s cybersecurity structure. [3]
CIS controls tend to be associated with 3 categories being: Basic, Foundational and Organisational. Here’s a brief overview of forementioned categories below:
· Basic CIS Controls – These are the ground basics that are put forth in the very first stages of setting up cyber security within an organisation; they consist of management of hardware, software, continuous vulnerability management, the use of privileged credentials, security for both hardware and software and even e-mail and web browser protections.
· Foundational CIS Controls – These types of CIS controls are essential and critical when it comes to an adequate cybersecurity defence. They consist of antimalware defences, application software security, wireless access control, data recovery measures, security assessments, employee training, secure and proper configuration for network devices which includes but isn’t limited to firewalls, routers, and switches, perimeter defence and data protection.
· Organisational CIS Controls – These CIS controls cover expand over regulations to do with cybersecurity that are wide in scope, addressing all levels of organisational policies and procedures. This is where a security awareness and training program, a data security and privacy program, incident response and management, penetration tests and red team exercises are all implemented.
Aside from being associated with 3 categories as mentioned above, CIS controls seem to be elaborated on a list that looks like the following:
· Control 1: Inventory and Control of Enterprise Assets – This is where organisations actively manage end-user’s devices that are connected to the infrastructure physically, virtually and remotely to the network.
· Control 2: Inventory and Control of Software Assets – This is where all software on the network, including operating systems and individual applications are managed in a way so that only authorized software is installed and can be executed.
· Control 3: Data Protection – Development of processes and technical controls to ensure the safety and integrity of data that is stored within the network.
· Control 4: Secure Configuration of Enterprise Assets and Software – Ensure software and end-user devices are configured securely and correctly.
· Control 5: Account Management – Use of assigned processes and tolls which are used to manage authorization of credentials for user accounts such as admin accounts.
· Control 6: Access Control Management – Management of user credentials and authorization to ensure secure access control of the network.
· Control 7: Continuous Vulnerability Management – Development of a plan that monitors vulnerabilities externally and internally within the organisation. 
· Control 8: Audit Log Management – Collect, review and maintain logs of attacks that can be used to detect, understand, or recover from an attack.
· Control 9: E-mail and Web Browser Protection – The overall improvement of protection and 
· Control 10: Malware Defences – The control and/or prevention of the installation, spread and execution of malware through antivirus monitoring.
· Control 11: Data Recovery – Establishing and maintaining practices to recover data in the events of a cyber-attack.
· Control 12: Network Infrastructure Management – The overall establishment, implementation and active management of network devices to stop attackers from exploiting vulnerabilities.
· Control 13: Network Monitoring and Defence – Ensuring the network’s infrastructure is maintained and monitored.
· Control 14: Security Awareness and Skills Training – Establishing and maintaining a security awareness program to assist employees identify social engineering and phishing attacks.
· Control 15: Service Provider Management – Ensure third-party service providers and outside partners have robust cybersecurity policies.
· Control 16: Application Software Security – Ensuring no applications running on the network pose a security risk.
· Control 17: Incident Response Management – Establishing a program to develop plans for a rapid and robust response to any security incidents.
· Control 18: Penetration Testing – Running frequent attack simulations throughout the network to identify weak points and fix any vulnerabilities [4].
· 
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The General Data Protection Regulation or GDPR for short is a broad and detailed legislation on the control and privacy of data and personal data developed by the European Union (EU). The main goals of the General Data Protection Regulation are to ensure all of Europe is covered to the same standard when it comes to rules regarding the protection of data, improving the general security of personal data and distributing people with more control over their personal data [5].
There are strict rules when it comes to the handling of personal data which are dubbed ‘data protection principles’. The handler must ensure the information is:
· Used fairly, lawfully and transparently
· Used for specified and necessary purposes
· Accurate and relevant
· Protected against unlawful or unauthorised processing, access, loss, destruction or damage [5 6]. 
This legislation brought in to effect on May 25th 2018, is to this day considered the toughest privacy and security law in the world. Due to this harshness, this legislation levies hefty fines against those who violate the privacy and security standards resulting in penalties reaching up to tens of millions of euros [5].
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The Committee of Sponsoring Organisations or COSO for short is an established system framework was built with the purpose of integrating internal controls into business processes. These integrated controls are in place to ensure that the organisation operates in an ethical, transparent and accordant manner when it comes to industry standards [7].
There are five key components when it comes to the COSO framework. These driving components are as follows:
1. Control Environment – In this type of environment, organisations should be verifying that their business-related processes are in line with the industry’s risk standards through the use of testing all controls.
2. Risk Assessment and Management – Organisations should be aiming to minimize the potential harmful hazards by calculating the risks that are currently in view of the organisation and putting a plan in place to act as a safety net should the mitigated risks happen.
3. Control Activities – This component is tied to the overall concept of risk management which utilises essential internal controls that are in position that ensures the business processes are performed in a manner that helps the organisation meet the mission objective without including risks.
4. Information and Communications – The way an organisation communicates both internally and externally requires strict requirements to be followed such as various legal, ethical and industry standards.
5. Monitoring – This component ensures that the organisation monitors to make sure the changes made aren’t exposed and made into an organisational risk. This is usually performed by an internal auditor [8].
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Cryptography is the art of developing and/or using algorithms that have been coded in such a way it prevents the average user from viewing information or data. This means that unauthorised third parties are unable to access the data [9].
Cryptography will always be important as it protects not only the data but the users using the forementioned data, ensuring that confidentiality and the prevention of cyber criminals from attaining sensitive information that could be detrimental to the organisation and its values [9].
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Symmetric cryptography uses a shared singular key known as a secret key which is used for both encrypting and decrypting data. This process involves both the sender and the receiver of the encrypted message to share the same singular key. This method of encryption requires both the sender and the receiver to have access to the key before any decision such as decryption, encryption and the sending of data is performed.
Attributes of symmetric cryptography are as follows:
· Speed and efficiency – This method of encryption is the fastest when in comparison to its counterpart processes even when it comes to a large mass of data.
· Confidentiality – This method of encryption secures data effectively resulting in the prevention of anyone without the secret key from decrypting and attaining access to the data [10].
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Asymmetric cryptography is the second form of cryptography which uses both a private and a public key within the process of encrypting the data. The data is encrypted with both keys which requires both the public key and the receiver’s key in order to be decrypted [10].
This type of cryptography is scalable for usage in vastly large expanding environments where the data is frequently sent back and forth between two different points [11].
Attributes of asymmetric cryptography are as follows:
· Security – This form of encryption is considered more secure than its counter part due to there being two keys not one singular secret key.
· Robust – This method of encryption offers more benefits, which consist of but aren’t limited to confidentiality, authenticity and non-repudiation.
· Resource intensive – Unlike its counterpart, symmetric encryption, this method of encryption tends to be quite slow often requiring greater amounts of resources which can be costly to an organisation on all levels [10].
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An organisational chart is a representation of a company’s internal structure which display how teams and departments are organised, showcasing the relationships across the organisation from a corporate down to an individual level often including the roles and responsibilities of individuals [12].
These charts are important as they display the hierarchy within the organisation resulting in the identification of seniority and lines of authority as well as displaying which tasks are delegated to certain roles and/or departments [13].
Due to the reasons stated above, I believe that SS could implement this within the organisation to gain beneficial use as it would give a clear outline of not only seniority and a hierarchy of management within the organisation but would be a constant reminder to each department of their roles and responsibilities within the organisation. 

[bookmark: _Toc166100180]Policies and Procedures
Policies and procedures within an organisation especially one dealing with the prevention of cyberattacks, are very important because these attacks and data breaches on the business can be extremely costly to the organisation. More often than not, employees are the weakest and easiest target when it comes to malicious attacks [14].
Having policies and procedures in place would ensure that employees at SS follow the correct security parameters and procedures when it comes to day-to-day tasks within the organisation.
Some but not all elements which are vital when it comes to the creation of a cybersecurity policy and procedure document are the following:
1. Having a well-defined objective – This means that every policy must have a clear delegated purpose and a realistic objective to be met. These need to be well defined and outlined so that every employee within the organisation understands the importance and the responsibilities that comes with the importance of the policy.
2. Establishment of a scope – It is vital that the scope of the security policy is established amongst the organisation. These require policies and procedures to state clearly which personal/department they apply to.
3. Frequent updates of growing risks – Threats are growing daily therefore, the frequency of which these threats are addressed and the stages are vital when it comes to the protection of the organisation and its data.
4. Have the documentation in writing at all stages of creation – This allows every personal no matter which point of the organisational hierarchy to collectively come to an understanding of each procedure [15].
Regarding the information explained above, I believe that SS could implement strong policies and procedures by taking into account the elements mentioned, assessing both internal and external factors and analysing the risks to the organisation.
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Compliance is essential when it comes to ensuring the organisation is in line with the various industry standards, internation regulations and laws which are in relation to the protection of data. Through achieving compliance, organisations can showcase their commitment to guarding privative information and decreasing the potential for cybersecurity risks to happen allowing the business to grow in popularity and the odds of building connections to increase [16].
The types of data which factor in to this compliance is as follows:
· Personal Identifiable information (PII) – Personal identifiable information or PII for short, is data that can be used to determine a person’s identity. Some examples of this type of information would be full names, addresses and mobile phone numbers.
· Protected Health Information (PHI) – Protected health information or PHI for short, is similar to PII except that it determines a person’s health related data. Some examples of this type of information would be medical history, insurance records and prescription information.
· Financial Information – Financial information is information that tied to a user’s bank account. Some examples of this type of information would be credit card numbers, CVV codes, bank account information and more [17].
Through complying with the required industry standards and regulations, SS can build a greater relationship with its customers as they know their data is kept safe and handled in compliance with all laws and regulations as well as forging a path for potential future organisational partners.
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