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1. 
a. In reference to redundant topology, explain the following
i. Redundant topology problems
ii. Solution to these problems.					 (12 marks)

b. Discuss the guidelines for configuration for EtherChannel		(5 marks)

c. Discuss any two Layer 2 vulnerabilities. 				 (8 marks) 



2.  
a. In reference to Hierarchical networks: 
i. Draw the network design.					(4 marks)
ii. Explain the operation and functionality of each layer.	(9 marks)
iii. Discuss the access layer capabilities. 				(6 marks)

b. Give some of the best practices for SNMP.				(6 marks)	


3.  
a. Explain the functionality of a VLAN Trunk?				(7 marks)

b. In reference to dynamic trunking protocol (DTP), explain Access, Trunk, Nonegotiate, 	Dynamic desirable and Dynamic auto. 		(10 mark)

c. What is a VSS and give some benefits of VSS. 			(8 marks)



4. 
a. The new UWTSD campus in SA1 is expanding with four new buildings being built.  You are leading a team to design the IT infrastructure to incorporate new buildings. The infrastructure should support wired and wireless connections for staff (academic and all professional depts.), students, and guest in total of 20,000 users. The network should support SAN, QoS and Security for data, voice and video communications. In detail, explain your approach and solutions that you would implement.
 									(25 marks)

(Note: your answer should discuss but not limited to LAN design/architecture, topology diagram, choice of devices, technology, security implementation, redundancy, VLANs, etc.)    
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