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PPDR Dynamic Wireless Network Security Model
PPDR network security model is mainly composed of four parts, namely security policy, protection, detection and response.Security policy is the core of PPDR security model. It describes which resources of the system need to be protected and how to achieve protection.Protection refers to encryption mechanism, digital signature mechanism, access control mechanism, authentication mechanism, information hiding, firewall technology and so on.Detection includes intrusion detection, system vulnerability mechanism, data integrity mechanism, attack detection and so on. Response refers to emergency strategy, emergency mechanism, emergency means, invasion process analysis, security state evaluation, etc.This network security model is completely based on static open loop control mechanism and belongs to single wire protection type.In other words, all network security is released by the management platform, and the completion of the security detection process is filtered according to the released security policy information.

The PPDR model is shown in the figure below. When the PPDR model is run, the first step of the PPDR model is to save the security policies to the corresponding policy warehouse, so that the entities in the network can automatically complete the tasks according to the policies.Currently, although there are many updated versions of PPDR model, but its nature is a spiral process.The mathematical expression of PPDR model is
Pt>Dt+Rt
Where, PT represents the protection time required after the network security policy is set;Dt represents the time required for the network to detect illegal intrusion;RT represents the time it takes for the network to normalize after the network is affected by illegal intrusion.It can be seen from the above formula that if the detection time plus adjustment time is less than the protection time, the wireless network can be considered to be in a safe state.

In a word, PPDR model pays more attention to the dynamics of network security, emphasizes the positioning and supervision capabilities, can realize real-time monitoring and effective assessment, timely detection of network threats to improve the security of the system.
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P2DR2C security model
The schematic diagram of the P2DR2C security model is shown in Figure 1. 
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The security system proposed by the model is composed of four parts: monitoring, protection, feedback and counterattack. The system is affected by the main body security policy, and the object is protected by the protective component. Once the monitoring component finds an attack, the protective component will be informed to take measures to shut out the attack.If the object is penetrated, the feedback component will be notified to send a signal, so that the protection component can change its configuration to adapt to the new situation, and can deal with the discovered attack. At the same time, the counterattack component will be started to track and pursue, and the detailed information of the attacker can be obtained for research and evidence collection, so as to know the overall security status of the system like the back of the hand. In this way, it is more conducive to design a better safety performance, more optimized system. At the same time also can timely grasp the evidence to inform the department of justice will mount of god, the attackers black to drop, if the object has been changed or feedback components to make the object restoration, visible through feedback to adjust the model to constantly optimize the system, improve the performance of the system, improve the system's ability to resist attacks, is a more superior security model.

The architecture of the P2DR2C model is shown below
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The model can also be described as: security = risk analysis + execution strategy + vulnerability detection + real-time response + active countermeasures + timely recovery. In other words: in the whole network system security strategy of control and guidance, the integrated use of such as security operating system, firewall, secrets and safety protection measures and means to protect the network system has certain security basis, use of intrusion detection system, weakness of vulnerability analysis and assessment tools to evaluate network security situation and analysis, real-time monitoring network events, try our best to keep the network in a state of relative safety.Responding to network intrusion behavior, dynamic network vulnerability, incorrect system configuration and use, regularly backup important resources of the system, once attacked, it can be restored immediately to minimize risks and losses.At the same time, take active defense measures, use intrusion decoy technology to collect intrusion information, analyze the detailed information of intruders (such as level, purpose, tools used, intrusion means, etc.), in order to design a more secure, more reasonable system, but also for the sanctions attackers to provide favorable evidence.
The core content of this model is as follows:
A， As the core of the whole system, it is responsible for formulating a series of control policies, communication policies and overall security policies.The establishment of a policy system includes the formulation, evaluation and implementation of security policies.
B， Through the use of some traditional static security technology and methods to achieve, mainly firewall, encryption, authentication and so on.Through the firewall monitoring, restrict the data packets in and out of the network, prevent illegal access, improve the network protection ability.
C， Detection, as a very important link in the whole model, plays an important role.It is the embodiment of the dynamics of the whole model, which can ensure that the defense capability of the model can be improved with the increase of events.
D， Response. It occupies the most important position in the security system and is the most effective method to solve the security potential.After the detection of security vulnerabilities and security incidents must make the correct response in time, so as to adjust the system to a safe state.
E， Backup important system resources, and restore damaged system and information.,
F， Counterattack It is the implementation component of active defense.The intrusion decoy technology is used to monitor the intrusion behavior in real time, and the security status of the system can be understood indirectly through the analysis and study of the thoughts, tools and purposes of the intruders, so as to design a more reasonable and secure system.







Information Technology Infrastructure Library (ITIL)
The Information Technology Infrastructure Library was originally developed by the UK Computer and Telecommunications Centre (CCTA) in the mid-1980s and is now owned by the OGC (UK Department of Business).The main aim of ITIL is to help all public sectors in the UK improve their informationisation and improve their service levels through the effective application of IT and other tools.OGC collects, analyzes and summarizes the experience of various organizations in solving network information problems, finds out the experience that is beneficial to the national government and deepens it, and finally forms the Information Technology Infrastructure Library (ITIL).Although ITIL was originally developed for the UK government, IT quickly became popular in other European countries in the early 1990s, and some countries, such as the Netherlands, adopted ITIL as the IT management standard even earlier than the UK.In the late 1990s, ITIL was introduced in the United States, South Africa and Australia.In 2001, BSI (British Standards Institute) officially released the British national standard BS15000 based on ITIL in the International IT Service Management Forum.

ITIL mainly has the following characteristics.First, ITIL is a common framework, suitable for public use.Second, it is derived from practice, from real experience, so it is a framework of best practices. Third, ITIL has been listed as the world standard in the field of IT service management.Fourth, ITIL manages the IT industry with a focus on quality and higher efficiency.Fifth, ITIL has spawned a series of IT management industries, including publishing, training, consulting, certification, software and industry organizations.

Since the birth of ITIL in 1980, there have been three versions: V1.0,V2.0, and V3.0.



China GBI7859 and ISO27001 comparison
China in 1999 issued the national standard GB17859 (computer information security protection level classification criteria), the criteria originated from ISO27001, and for the different national conditions of our country, made some changes.

Firstly, the starting point of the two is different. The hierarchical protection system of information security is based on the starting point of national security, social order and public interests, and guides the national information security work from a macro perspective.And ISO27001 series standard is to ensure the continuity of the organization's business, reduce business risks, maximize investment income for the purpose, the purpose is to ensure the safety of the organization's business.

Secondly, there are differences in the classification standards between the two. The classification of graded protection mainly considers the risks from four aspects, that is, the impact of information system destruction on national security, social order, public interests and the legitimate rights and interests of citizens, legal persons and other organizations, which can be divided into five levels according to the degree of impact.The classification of ISO27001 series of standards is based on the relationship between assets, threats, vulnerability, impact, risk and other factors, to take a quantitative or qualitative method for classification.

Thirdly, the difference between the two security classification, GB17859 has ten aspects of the requirements, technical aspects are: physical security, network security, host system security, application security, data security.And ISO27001 has eleven aspects, respectively: security policy, organizational information security, asset management, human resources security, physical and environmental security, communications and operational management, access control, information system acquisition development and maintenance, information security incident management, business continuity management, compliance.

At the same time, the two have something in common

Firstly, the two risk processing ideas are the same, information security is not one hundred percent security, so whether it is grade or ISO27000 standard is stressed before the implementation of classification classification, only to find out the focus of information security protection, in order to put limited resources into the key parts of information security, to do the overall arrangement.

Secondly, both in the same way, on the security classification although level protection and ISO27001 in security classification standard of differences, but many projects are in common, such as the level of protection for 'network security requirements, respectively, reflect on ISO27000 standard' access control, communication and operation management, 'information security incident management, and other projects.






The PDCA model
The PDCA cycle theory was first proposed by Dr. Shewhart. With the rapid development of society and economy, the theory soon spread to other regions, where researchers came up with 'total quality management'. This concept describes the introduction of new science and technology and management ideas to improve products and make them more perfect in order to meet customer needs without reducing product quality level.

The PDCA cycle theory refers to a scientific procedure that needs to be followed in order to carry out total quality management. The content of each stage is different and the quality management is strengthened according to the cycle sequence. At present, this theory has been applied in nursing, education, medical treatment and other fields.The PDCA cycle is divided into four stages: planning, execution, inspection, and processing.As shown in the figure below
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（1） P (Plan) refers to the planning stage: in this stage, the quality management plan is formulated according to the work requirements.
（2） D (DO) refers to the execution stage: the stage is executed according to the quality management plan and the task of quality supervision and management is completed;
（3） C (check) refers to the inspection phase;In this stage, inspection is mainly carried out. The inspection object is the problems existing in each link during the quality supervision period. According to the quality standard, whether each link meets the quality standard is judged.
（4） A (Action) refers to the processing phase;The work carried out in this stage is to deal with the problems summarized in the inspection stage. The treatment scheme emphasizes the combination of the actual situation, in addition to the quality supervision object's own situation, but also to consider the influence factors, so as to provide a reference for the formulation of the next work plan.
 





conclusion

Combined with the above framework and standards, we can find that each standard or framework has its own unique background and applicable environment, such as China's national standard GB17859 and ISO27000, GB17859 originated from ISO27000, but for China's different national conditions, made some changes on the basis of ISO27000, which was born out of the GB17859.At the same time, every standard or framework is not perfect and has its own defects. The times are progressing, and the network technology is also progressing. Therefore, with the progress of The Times, each framework and standard has its own limitations, and the applicable objects will also be different.So it is necessary to upgrade the framework or standards. For example, the PPDR model ignores the important position of management security in the network system and fails to fully consider the security risks caused by the personnel in the system. Moreover, the PPDR model prefers passive security protection and does not implement active defense.There was also no consideration for post-invasion recovery. Secondly, the response strategy of PPDR model belongs to the post-response type, that is, only when the vulnerability is found, the model can produce the corresponding solution.Moreover, PPDR model is relatively simple and has not been considered for risk assessment and generation of security policy.Risk assessment and security policy are very important for network security designers. If the wireless network does not have a clear risk assessment and security policy, it means that there is no clear security baseline, which has a great security hidden danger for the application of the model.Therefore, the P2DR2C model is born in view of the above deficiencies. This model can actively combine active and passive ways to protect the core assets of the network and ensure the normal operation of the wireless network business and services.







Case analysis
CaribbeanCoffee using cloud services provide services to employees and customers, the company's wireless network is mostly, due to business needs to employees and customers can use their own devices to access the company network area, resources, but the total number, and valuable intellectual property rights, so need to design a set of methods to satisfy the security of company information.

Analysis of corporate data security issues.
(1) The company's network security needs to be improved, because the company uses cloud services to provide services to employees and customers, and most of the company's network is wireless, they are extremely vulnerable to hacker intrusion and destruction, affecting the normal operation of the company.

(2) The company's cloud network has a large number of users, and the legitimacy of the users cannot be differentiated. The company lacks an identity identification system to verify the personnel who log in the system.

(3) The company system is difficult to land, although the relevant data security management system has been established, but the implementation of the system is not in place, resulting in some security systems in vain, did not play a normative role.Mainly reflected in two aspects, first of all, the system itself is not reasonable, due to the complexity and rapid change of data security work, the lack of regular sorting and timely update of the system, part of the system is not applicable to the current business. Second, the lack of system implementation methods, progress, quality of effective evaluation means. Without the support of corresponding technical means, users cannot be restricted to conduct business operations in accordance with the provisions of the system, nor can they obtain the relevant data of the implementation of the system to quantify and track the implementation.

(4) Lack of system specification guidance and overall security architecture design. The root cause of the above problems can be attributed to the lack of overall system combing and planning in advance at the beginning stage of data security work;In the implementation process, there is a lack of mature system guidance and the application of successful methodology.After the implementation, there is a lack of effective means of risk assessment and measurement. An unplanned data security project is like a skyscraper with an unstable foundation that is at risk of collapsing in the context of changing corporate security conditions. Data security implementors lack a sense of direction and planning to achieve continuous improvement goals.



Data security construction requirements analysis
(1) data security in accordance with the requirements of enterprise strategy, the overall architecture planning in mature data security standard system as the guide, together with the present situation of the company data security and data privacy requirements, build have advanced, integrity, compliance and systemic, realizes the emphasis on data security overall architecture design and clear data security level construction goal. 

(2) Global risk assessment ability. Taking core data protection as the entry point, it evaluates the existing protection and control measures of the system, establishes anti-leakage protection strategies and improvement suggestions for core business and data, effectively reduces the leakage of sensitive data, and improves the overall information security management level and anti-risk ability of the enterprise. 

(3) Improve the system and guarantee the implementation of the existing system according to the development of the business to supplement and improve, pay attention to the implementation of the system tracking, through necessary technical means to assist. Establish a system update, inspection, evaluation mechanism. 

(4) Establish technical safety standards, and include data security requirements into one of the objectives of information construction.Establish the data security inspection specifications of information projects in feasibility study analysis, demand analysis, outline design, detailed design, detailed development, on-line acceptance, and later operation and maintenance stages.Ensure the security of the information platform itself.


Design of data security improvement scheme
In view of the above requirements, the security project will be based on the internationally recognized IS027001 information security system as the reference standard, using PDCA model to establish, implement, operate, monitor, review, maintain and improve the data security management system. By referring to the best security practices in ISF industry and fully combining with the current situation of enterprise information security technology architecture, the new data security technology architecture of the company is constructed, and the medium and long-term planning of security technology architecture construction is formulated..
（1） preparation
Through questionnaire survey, field interview, data collection and review and other forms, a comprehensive understanding of the status quo and main gaps in all aspects of enterprise data security architecture, extraction of key findings, to provide objective basis for the objectives and content of security framework design.The survey and interview objects include but are not limited to senior executives, managers at all levels, core business users, confidentiality offices, IT security departments, etc.At the same time, IS027001 standard research, study and publicity work should be done well within the project team.This phase will use questionnaire investigation, literature research, makes every effort to the enterprise present situation of safety, security, safety needs to collect and clear comprehensively and objectively, from compliance requirements, business requirements and risk control requirements clear the project to achieve the overall goal, plan for the next step of risk assessment of target direction.



（2）   The risk assessment
According to the overall requirements of the project objectives, this stage will carry out risk identification and risk assessment on the current situation of enterprise security from the two aspects of technology and management, and find out the gap.At the technical level, the current risks are identified based on the security assessment of key systems, businesses and data, and the data security protection technology system is refined from the aspects of users, businesses, networks, systems, processes and products. At the management level, based on the existing data security related systems, core data protection as the entry point, IS027001 information security system as the reference standard, through the data-oriented exposure surface analysis, the risk of core data network leakage is analyzed, and the system details that need to be improved at the management system level are proposed.In this stage, technical means such as asset identification, vulnerability scanning, penetration testing and configuration check will be adopted to ensure the comprehensiveness and objectivity of data security issues exposed.
（3） Safety technical architecture planning and design
Based on risk assessment results, combined with the company leadership to the overall long-term vision for the construction of data security system, based on the requirement of information security rank protection and information security best practices, the team will definitely enterprise key information security requirements, on the basis of the existing technology, the company from the physical security, network security technology system and system infrastructure security, host, security, application security, data security, centralized security controls (such as user identity management, etc.), industrial safety of all aspects of project safety control measures for design, supplement and modification, needed to clear all levels from the technology security mechanism and security technology; From the organization fully consider the headquarters, professional companies and three-level enterprises, and then form in line with the company's actual data security technology system framework.Formulate detailed technical architecture evolution route, including the recent, medium and long-term annual construction objectives and construction contents, and gradually implement the construction objectives of the entire technical system.

（4） Establish and optimize safety management system
This project will be based on ISO27001 as the reference benchmark and combined with PDCA model.As the most famous international standard in information security management, IS027001 mainly focuses on security control points/control measures, and emphasizes the way to achieve the purpose of information security management by risk control points. It covers 14 security fields, 35 security control objectives and 114 security control measures.The work at this stage needs to be combined with the actual situation of the company and the data security objectives, not fully copy the requirements of the system, need to carry out effective digestion and absorption, the focus is to find out the gap in the system, clear and perfect the focus, develop the system operation and guarantee, update measures, so as to improve the company's data security management system.

(5) Realization of safety evaluation platform
After the establishment of the data security technology system and management system in line with the ISO27001 system standard, to ensure the effect of the system operation, the most important thing is to have the measurement and evaluation means of the system operation effect.Only the enterprise itself can timely discover the data security risks, and track the actual effect of the system operation, the implementation of the system and the overall rationality of the technical framework on this basis, so as to achieve the purpose of continuous improvement.In this stage, a security situational awareness platform will be planned and designed to provide personalized security evaluation services for different users within the enterprise with data security as the entry point, so that the enterprise itself has the ability to monitor data security risks, and gradually establish a SaaS model-based information system security evaluation cloud platform.
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