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1. [bookmark: _Toc66186105]Introduction
This document covers the entirety of worksheet 1 and its completion. This included the practical sections as well as the observational tasks which are done at the end of the worksheet. Finally, you can find the reference page at the end of the document to see the sources used.


2. [bookmark: _Toc66186106]Worksheet 1
2.1. [bookmark: _Toc66186107]Creating the virtual machines.
2.1.1. [bookmark: _Toc66186108]Servers
[image: ]
Server 1 machine being created.
[image: ]
4GB of RAM set to allow faster loading and better usage.

[image: ]
Virtual hard disk created for storage. This creates the virtual machine. The same thing was done for the second server machine.



2.1.2. [bookmark: _Toc66186109]Clients
[image: ]
Selecting windows 10 for the client machine.
[image: ]
Same amount of RAM was chosen as for the servers however, the hard disk space is changed to 20GB as more is not needed. This is done for both machines.

2.1.3. [bookmark: _Toc66186110]Created machines.
[image: ]
Here are the created machines. They have the same RAM but slightly vary in hard disk size. 




2.2. [bookmark: _Toc66186111]Installing the OS’.
2.2.1. [bookmark: _Toc66186112]Servers (Windows Server 2019)
[image: ]
To install windows server. The correct ISO is downloaded then selected from the files. The client machines also sued the same machines but used a different ISO. 
[image: ]
Enabling PAE/NX to allow the CPU to be more accessible making the machine run better.
[image: ]
The display memory is set to maximum for all the machines. 
[image: ]
This process is skipped as there is no product key.
[image: ]
[image: ]
This is the important section where the server account is created with a password. 

[image: ]
This is the created server account on the machine.

2.2.2. [bookmark: _Toc66186113]Clients (Windows 10)
[image: ]
For the clients machine there was a different ISO chosen and well as a different windows version selected. 
[image: ]
This was much quicker than the server as all it required was a simple sign in that would be used. In this case it got typed. However, the machine did not use it and went by the name of client.
[image: ]













2.3. [bookmark: _Toc66186114]Preparing machines for network configuration.
2.3.1. [bookmark: _Toc66186115]All machines.
[image: ]
The network PublicNet got created as an internal network within the server machine. 
[image: ]
The creation of “PrivateNet1” after enabling a second network adapter.


[image: ]Setting the network adapter ready for connection to servers network.	













2.4. [bookmark: _Toc66186116]Completing the network configurations
2.4.1. [bookmark: _Toc66186117]Server side
[image: ]
Changing the name of the network on the server machine before editing the IP.




[image: ]
Setting the IP and Subnet mask for the PublicNet network. 


[image: ]
Evidence of both created networks on server.



[image: ]
IP set up for the new network.




2.4.2. [bookmark: _Toc66186118]Client side
[image: ]
Here the client machine was given the correct IP as well as having the adapter renamed. 

2.5. [bookmark: _Toc66186119]Ping connectivity test.
[image: ]
To ping the machines the firewall has to be turned off as in OOBE environments the firewalls will deny the ICMP protocol.

[image: ]
Firewall completely disabled.

[image: ]
Client-side firewall also disabled.

[image: ]
Server 1 ping to client 1 successful.
[image: ]
Server 2 ping to client 2 successful.



2.6. [bookmark: _Toc66186120]Observational tasks
2.6.1. [bookmark: _Toc66186121]Differences between type 1 and type 2 hypervisors
Type 1 hypervisors use direct access to the computer’s hardware. Often called hardware acceleration allowing them to perform better. Having direct access to the hardware also increases the security of these hypervisors [1], this is because there is nothing that can be compromised between them and the CPU unlike the type 2 hypervisors OS. 
The downside of the type 1 hypervisor is the fact it requires a separate machine that will be used to administer different VMs and make use of the hardware. Therefore, the type 1 hypervisor is often referred to as the bare-metal hypervisor.
Here are some examples of type 1 hypervisors. “VMware” have 5 commercial versions as well as one free version of their products. The product they have that is type 1 is vSphere/ESXi [2]. Even the free version of this supports up to 32GB per server and has low-cost offerings. Finally, there’s also Hyper-V which is second to VMware in most cases. There are 4 editions of this hypervisor that all also come with additional features just like VMware does. 


Type 2 hypervisors allow access to more that one VM to run on the hosts’ system. This is great for several different reasons. Type 2 hypervisors have a multitude of features [3]. It can be used to test whether a newly created VM network is operating correctly as a user can be made that is launched through another VM machine etc. in the end this makes very good end-user productivity. This also allows for the ability to use multiple different operating systems. For example, using Linux on one and windows on another.
On the other hand, type 2 hypervisor must access all the resources requires through the host OS, which has the primary access to the physical machine. This then introduces delay and latency issues as well as affecting performance.  Also, this introduces potential security risks as it allows the host OS to potentially be compromised by an attacker causing them to be able to manipulate any of the other OS running in the hypervisor [4]. 
Here are some examples of recommended type 2 hypervisors. For the first choice comes VMware again. With the products being Workstation/Fusion/Player. Out of the batch, VMware player is surprisingly a free virtualization hypervisor.  However, VMware Workstation has much better use with features such as running multiple different operating systems of one OS on one desktop. Finally, for another choice there I VMware Server. This is a free hosted virtualization hypervisor that is like Workstation. However, VMware stopped the development on this since 2009 which could mean a better option would be something like Microsoft Virtual PC.

2.6.2. [bookmark: _Toc66186122]Significance of the subnet mask in IPv4 addressing.
The subnet mask is very important when it comes to IPv4 addressing [5]. It will determine whether the IP connectS to the correct network or not. There are different classes of subnet masks each one telling the user a set number of bits for the IP address that represents the network portion of the address. The rest of the mask then proceeds to represent the host portion of the address. The subnet mask also allows for the network address to be created. The subnet mask is also one of the things responsible for the ANDing process. Which determines what kind of network it is. 

2.6.3. [bookmark: _Toc66186123]Cloud computing and the way it revolutionised enterprise networks
The way that cloud computing has changed the way enterprise networks is beyond what anyone ever imagined it could do. Even to this day, the cloud computing area keeps expanding and allowing more things to be done online in a much easier way. Cloud computing has allowed companies to move all their content onto the cloud meaning it could simply be accessed virtually anywhere with an internet connection and the right access [6]. This alone allows for so much to be done, such as companies being able to access files without the need to constantly send them to each other. This can just be done by uploading it to the cloud network and the individuals can now access these files. With the right restriction and security, cloud computing networks can sometimes be a much better option for certain companies than a normal network that requires everything to be done more “manually”. When using cloud services, the pressure is off the individual’s shoulders and has moved over to the cloud service provider. But that is where the drawbacks of cloud computing begin.
As stated previously there is a shift of weight onto the cloud service provider. This means there is also the loss of control [7]. This is because everything may now be relying on the cloud service provider to keep the service going. Another downside of the whole cloud computing service is security. One of the more serious reasons behind this is the misconfiguration of the cloud security settings. This is because many cloud security strategies are inadequate for protecting their own cloud-based infrastructure. This also happens due to the fact cloud infrastructure being made to be easily accessible for usability and data sharing, thus making it a difficult task to make sure all information is accessed only by the authorized parties. 

2.6.4. [bookmark: _Toc66186124]Description of different terminologies
Through this worksheet, there was certain terminology used that can be compared to other operating system equivalents. One of the terms used is quite a common one in the networking field which is “firewall”. 
The firewall is used as a security system in most if not all networks that monitors the flow of incoming and outgoing traffic based on the security rules that it gets given. The firewall is often a barrier between the trusted network and the untrusted (Public) network such as the internet. The firewall is the essential layer of security [8]. When using the Windows firewall, you can pick and choose which connection requests you wish to block. You can even block all of them if any reason appears. This allows for the containment of computer worms as well as different viruses. Doing so also creates a security log of all attempts of connection to the computer. The configuration of the firewall is one of its great features, allowing it to be set in whatever way you want to fit the network a correctly configured firewall is very important [9]. Comparing this to a Linux firewall in the way it works is similar. However, many people think Linux firewalls are better for a few reasons. To start, the windows firewall cannot work straight from the kernel due to the multiple services windows offers. Whereas Linux allows the firewall to be exposed to the kernel which it can then show its full potential. With the Linux firewalls such as “Netfilter” or “Iptables”, you can create a very tight firewall without any setback. the Linux firewall allows for more overall capabilities with its filtering and fine-tuning.

Server management is another term that was used. This is the process of maintaining and monitoring servers so that they can operate and peak performance. This also involves the management of security software hardware and even backups. The overall goals of server management are to make sure you minimize any potential server slowdowns and downtime. As well as building a secure environment and ensuring the servers meet the expected requirements and needs of the organisation it involves. With Windows, server management has access to several tools that can help administer and manage the network. With the windows server 2019, there is a heavy influence on security [10]. Windows defender being enhanced by additional technologies that provide additional protection against threats. There is also the ATP (Advanced threat protection) which is a windows defender with a combination of technologies working together in almost an ecosystem. The server also allows for easier administration of the server core as it gives a full GI that is very similar to windows 10. However, if the decision is made for more security, efficiency and more. Then Server core is almost fully code based for faster and more security-focused benefit. Overall allowing for more efficient computing. [11] For Mac, server management features differ quite a bit. One of the features that can be compared is the app store. You can install applications onto mac devices without the app store being available on those accounts. Same as the Microsoft server. You can pre-install the applications onto user accounts, so the user does not need permission to use the store to potentially use it for other things. macOS there are several restrictions for the devices. This can also be done on windows preventing the users from accessing certain applications as well as option changes with the computer itself. 



References

[1] 	J. Szefer and R. B. Lee, “Architectural Support for Hypervisor-Secure Virtualization,” in Proceedings of International Conference on Architectural Support for Programming Languages and Operating Systems, 2012. 
[2] 	A Performance Comparison of Hypervisors, Palo Alto: VMware, 2007. 
[3] 	Q. u. Ain, U. Anwar, A. Mehmood and A. Waheed, “HTTM - Design and Implementation of a Type-2 Hypervisor for MIPS64 Based Systems,” Journal of Physics Conference Series, vol. 1, p. 787, 2017. 
[4] 	A. V. Nikolskiy and Y. S. Vasil'ev, “Formal model of cyber attacks on virtualization tools and a measure of hypervisor vulnerability,” Automatic Control and Computer Sciences, vol. 49, pp. 751-757, 2015. 
[5] 	A. C. Caputo, “Understanding Networks and Networked Video,” in Digital Video Surveillance and Security (Second Edition), 2014, pp. 107 -143.
[6] 	P. Abdalla and A. Varol, “Advantages to Disadvantages of Cloud Computing for Small-Sized Business,” in 2019 7th International Symposium on Digital Forensics and Security (ISDFS), 2019. 
[7] 	A. V. Peshraw Abdalla, “Advantages to Disadvantages of Cloud Computing for Small-Sized Business,” in 2019 7th International Symposium on Digital Forensics and Security (ISDFS), 2019. 
[8] 	X. Song, “Firewall Technology in Computer Network Security in 5G Environment,” ournal of Physics: Conference Series, 2020. 
[9] 	K. Salah-ddine, “Managing Windows Embedded Firewall Programmatically,” in Overview Of Firewalls: Types And Policies , 2017. 
[10] 	P. M. Zamora, M. Kwiatej, V. N. Bippus and E. C. Elejalde, “Increasing Windows security by hardening PC configurations,” The European Physical Journal Conferences , vol. 8, no. 19, p. 214, 2019. 
[11] 	“Features for iOS,” Apple, [Online]. Available: https://www.apple.com/uk/macos/server/features/. [Accessed 07 March 2021].
[12] 	N. Poojary, “How DNS Works – the Domain Name System (Part One),” Cloud academy, 26 March 2019. [Online]. Available: https://cloudacademy.com/blog/how-dns-works/. [Accessed 05 March 2021].





Page 2 of 2

image2.png




image3.png
© Create Virtual Machine

Name and operating system

Please choose a descriptive name and destination folder for the new virtual
machine and select the type of operating system you intend to install on it.
“The name you choose will be used throughout VirtualBox to identify this
machine.
Name: [server 1 J
Machine Folder: | | | C:\Users\s1900885\VirtualBox VMs
Type: Microsoft Windows

Version: |Windows 2019 (64-bit)

[Expertioce | [ Next || cancel





image4.png
€ Create Virtual Machine

Memory size

Select the amount of memory (RAM) in megabytes to be alocated to the
Virtual machine.

“The recommended memory siz s 2048 MB.

206

am 2768 M8





image5.png
& Create Virtual Hard Disk

File location and size

Please type the name of the new virtual hard disk il into the box below or cick
on the folder icon to seect a ifferent foder to create the fle n.

|c:\Users\s1900885\VirtualBox VMs\server 1\server 1.vdi a

‘Select the size of the vitual hard disk in megabytes. Tris size s the it on the
‘amount of fie data that a virtual machine wil be abi to store on the hard disk.

v 0w

400m8 20078

Create Ccancel





image6.png
Create Virtual Machine

Name and

operating system

Please choose a descrptive name and destnation folder for the new virtual
‘machine and select the type of operating system you intend to nstal on t.
“The name you choose wil be used throughout VirtuaBox to identify this

machine.
Name:
Vachine Folder:
Type:

Version:

[otent 1

|| C:\Users\s1500885\VirtualBox VMs

Microsoft Windows - ﬂ
(Windows 10 (64bit) Z
ExpertMode | [ Next Cancel





image7.png
& Create Virtual Hard Disk

File location and size

Please type the name of the new virtual hard disk il into the box below or cick
on the folder icon to seect a ifferent foder to create the fle n.

|c:\Users\s1900885\VirtualBox VMs\Client 1\Client 1.vdi a

‘Select the size of the vitual hard disk in megabytes. Tris size s the it on the
‘amount of fie data that a virtual machine wil be abi to store on the hard disk.

v 0w

400m8 20078

Create Cancel





image8.png
server
{0 () poweredoff

Client 1
© Ponersd OFF

Client 2
© Ponersd OFF





image9.png
@ Server- Settings

T X
] General
[®] system Atributes
. Optical Drive: [SATAPort 1 -l@
) oipiay i
m Storage. [ Hot-pluggable
Informaton
Do avdio e e
’ Sie: 283G
& nevon Locaton: C:\Users|s1900885\Powrioadsle.
£ seralPorts Attached to: —
& uss
[ shared Folders
[ Userinterface





image10.png
@ Server - Settings

General

[2] sptem
(B Display

Storage

Audio

Network

Seril Ports

use

oepEaes

Shared Folders

User Interface

System

Motherboard  Processor  Acceleration
processors): I
100
Exeaton Cap:
A
Encble PAENX
[ Enable Nested VT-x/AMD-V.

Extended Features:





image11.png
@ Server - Settings

General

[&] syem
(] oisplay
-
Do avdio
& ewwork
£ scatpors
& ue

1) shareaaldes

Fo] serinterface

Acceleration: [[] Enable 3D Acceleration

12518

100%





image12.png
& server [Running] - Oracle VM VirtualBox - o X

File Machine View Input Devices Help

You have the Auto capture keyboard option turned on. This will cause the Virtual Machine to automatically capture the keyboard every tme the VM window is activated and make it unavailable to (%))

()l Windows setup

Activate Windows

Fthis s the first ime you're installing Windows on this PC (or you're installing a different ecition)
You need to enter a valid Windows product key. Your product key should be in the confirmation
email you received after buying a digital copy of Windows of on  labelinside the box that
Windows came in.

“The product key lookslike this: XOO00X- KXHHK- XHOKK- XXKKK-XKKKK.

I you're reinstalling Windows, select I don't have a product key. Your copy of Windows will be
automatically activated later.

Brivacy statement

lecting information ) Installing Windows

QI EBRHIG

(@) Right Ctrl




image13.png
& server [Running] - Oracle VM VirtualBox - o X

File Machine View Input Devices Help

You have the Auto capture keyboard option turned on. This will cause the Virtual Machine to automatically capture the keyboard every tme the VM window is activated and make it unavailable to (%))

The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not need to capiure the mouse pointer to be able to use itin your guest 05 —al mouse

£ Windows Setup

Installing Windows

Status

Copying Windows files
Getting files ready for installation (17%)
Installing features

Instali

Finishir

lecting information ) Installing Windows

BRSO B 8@ rortcr




image14.png
Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Password

Reenter password

|, ENG

UK

Administrator





image15.png
[Running]

hin

You have the Auto capture keyboard option turned on. This wil cause the Virtual Machine to automatically capture the keyboard every time the VM window s activated and make it unavaiable to (%) (5]

The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not need to capture the mouse painter to be able fo use itin your guest 05 ~allmouse ()

7Administratof e
7 A

14 il e





image16.png
(& Client 1 [Running] - Oracle VM VirtualBox - o X

File Machine View Input Devices Help

You have the Auto capture keyboard opton turned on. This il cause the Virtual Machine to automaticaly capture the keyboard every time the VM window is actvated and make it unavaiable to (*) ()

The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not need to capture the mouse pointer to be able to use itin your guest 05 —allmouse (¥) ()

indows Setup

Select the operating system you want to install

Operating system Architecture  Date modified

Windows 10 Education
indows 10 Education N 47172019
Nindows 10 Enterprise: 47172019
indows 10 Enterprise N 47172019
indows 10 Pro 47172019
indows 10 Pro N 47172019
indows 10 Pro Education 47172019

Description:
Nindows 10 Education





image17.png
Youhave the Auto capture keyboard option tuned on. T . and make it un:

The Virtual Machine reports that the guest OS supports mouse pointer integration. This me:

& Sign in with Microsoft

Work or school account

Which account should | use?

Sign in with the username and password you use with Office 365 or other business services
from Microsoft.





image18.png




image19.png
@ server - Settings

General

] sytem
(9] oisplay
e
P avdio
& ek
£ seatpors
& ue

1) shareaaldes

[ Userinterface

Adpter 1 Adepter2  Adapter3
A Enable Network Adapter

Attached to:

Adapter 4

. [publicet]





image20.png
MDY WO EEI(

Seril Ports

use

Shared Folders

User Interface





image21.png
@ Client 1 - Settings

MDY WECEEEI(

General

Seril Ports

use

Shared Folders

User Interface

Adpter 1 Adepter2  Adapter3

Internal Network

PrivateNets





image22.png
& Network Connections

) <« Networkand Iteet > Network Connectons »

Organize

LY

@ Intel(R) PRO/1000 MT Desktop Ad.

PublicNet
Unidentified network

vo

Search Netu




image23.png
I Network Connections

4 8 « Network and Intemet > Network Connections

B PublicNetProperies
Newotkng
Comnectvsng

£ ntl(¥) PRO/1000 MT Deski

T comnecton ues th alowing 1
B Gl for Mool Networ
TBric and Prvtr St o
T30S Packet Schecler
. iemet Foocel Vs 4
[ . Microsoft Network Adapter

2 VicroactLLDP Prtocl D
4 itemet PrtoclVersan 6

Titem

vo

= sction  Rename this connection

%

1 item selected

Intemet Protocol Version 4 (TCP/IPvd) Properties
General
You can get IPsettings assigned automatial f your network supports
this capabiit. Ofherwise, you need to ask your network administrator
forthe appropriate IP settngs.
(O Obain an IP address automaticaly
® Use the folowing IP address:
1 address:

192.165. 1 100

Subnetmask:

B . 255.255. 0

Defaut gateway:

btain DNS server address automaticaly
(® Use the foloning DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[valdate settings upon exit

&

C

Search Network Connectic

I




image24.png
i Server [Running] - Oracle VM VirtualBox

e Machine View Input Devices Help
Network Connections

180+ ControlPanel » Networkand ntemet > Network Connections

Organize v Disable this network device  Diagnose this connection  Rename this connection

it sttt
D R s nevore

Intel(R) PRO/1000 MT Desktop Ad. @7 Intel(R) PRO/1000 MT Desktop Ad.

View stat




image25.png
Intemet Protocol Version 4 (TCP/IPv4) Properties

General

You can get I settings assigned automatialy i your network supports
this capabiity. Otherwise, you need to ask your network adminstrator

for the appropriate I settngs.

(O Obtain an P address automaticaly

©se e lonip sddres:

1P address: 192168 . 100 .

1

Subnetmask: 255 . 255 . 255 .

0

Defaut gateway:

btain DNS server address automaticaly
(® Use the foloning DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[valdate settings upon exit





image26.png
I Network Connections

1 8 « Network and Intemet > Network Connections

Organize »  Disable this network device

PrivateNett
Unidentified network
Intel(R) PRO/1000 MT Desktop AL

Diagnose this connection

o
v|®) | Search Network Connections

Rename this connection B~ m

X
»
e

B PrveteNet Properts
Newotkng
Comnectvsng

£ tel(R) PRO/1000 T Desktop Adopier

“This connection uses the folwing fems:

S Clet o ool Networks

L ——E——
T30S Packet Schecler

2. Intemet Protocol Version 4 (TCP/IPvé)

0] . Mirosoft Network Adapter Mtplexor Protocol
2. Microsof LLDP Protocol Drver
2. Intemet Protocl Version 6 (TCP/IPYE)

>

nstal Uninstal
Desciption
Transission Cortrol Protocol/itemet Protocal. The default

wide area network prtocol that provides communication
across dverse inerconnected networks.

Fropetties

Internet Protocol Version 4 (ICP/IPvé) Properties

General

Dy

You can get I settings assigned automatially i your network supports

this capabiity. Otherwise, you need to ask your network adminstrator
for the appropriate I seftngs.

(O Obtain an P address automaticaly

@ use the folowing I adress:

P adress: 192165100 2
Subnet mask: 255 .25 255 0
Defait gatenay:

btain DNS server address automaticaly
(® Use the foloning DNS server addresses:

refered oS servers

Atermate DS sever

[vaidtesetngs pon ext e
3 e





image27.png
| Server [Running] - Oracle VM VirtualBox

Machine View Input Devices Help
Customize Settings

< 1 M@ ContrlPanel » System and Securty > Windows Defender Frwall > Customize Setings

Customize settings for each type of network
You can modify the irwsl settings fr esch type of network that you use.
Private network settings
° O Turn on Windows Defender Firewsll
Block il incoming connections, including those inthe st of sllowed pps

Notify me when Windows Defender Firewall blocks 2 new app
€ ©Tom off Windows DefenderFrewall (ret recommended)
Public network settings
@ Oom on Windows DefenderFreual
Blockallincoming connections, including those in the st of alowed apps

Notify me when Windows Defender Firewall blocks a new app
Q) © Turoff Windows DefenderFirewal (ot recommendie)

vo

Sear




image28.png
J Server [Running] - Oracle VM VirtualBox

e Machine View Input Devices Help
Windows Defender Firewall

- 5>~ 1 @ > Control Panel » System and Security > Windows Defender irewall

Help protect your PC with Windows Defender Firewall

Control Panel Home

Windows Defender Firewall can help prevent hackers or malicious software from

Allow an app or feature through the Interet or a network.
through Windows Defender

vo

Firewall
Update your Firewall sttings

Change netiication sttings
Windows Defender Frewsl s notusing the
Tum Vindows Deender recommended sekings t pretect your computer.

What are the recommended seftings?

Restore defaults

Uiz i i

Advanced settings
reeneetmnasor [ Prvate nevworks

Not connected (

l & Guest or public networks

Connected (

Networks in public places such as airports or coffee shops

blocks a new app.

Windows Defender Firewall state: off

Incoming connections: Block all connections to apps that are not on the list
[N of allowed apps.

Active public networks: T Unidentified network

Notification state: Do not notify me when Windows Defender Firewall

Search Cont




image29.png
i ciient 1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

P Windows Defender Firewall - o x
© 5« 4 < Systemand Securty > Windows Defender Firwsl V& Search Control Panel »
Control Pane Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your

Allow an app or feature PC through theInteret o  network
through Windows Defender
Firewall
Updste your Frewal setings
© Change notiiction settings pdateyo! o
Windows Defender Firewal s ot using the D
@ Tom Windows Defender recommended settings to protect your o= =
Firewallon oroff ot
© Restore defauits What are the recommended setings?
© Advanced settings
Troubleshoot my network l g Private networks Not connected (©)
l & Guest or public networks Connected (*)
Networks in public places such as siport o coffe shops
Windows Defender Firewal sate: or
Incoming connections: Block all connections to 2pps that are not on the
ts of allowed apps
Active public networks: T Unidentified network
Noificaton state: Notify me when Windows Defender Frewall
Seealso blocks anew 2pp

Security and Maintenance [

Network and Sharing Center




image30.png
[ server [Running] -
File Machine View Input Devics

icrosoft Windows [Version 10.6.17763.737]
(c) 2618 Microsoft Corporation. All rights reserved

c: \Users\Administratorsping 192.168.166.2

pinging 192.168.160.2 with 32 bytes of data
Reply from 192.168.100.2: bytes-32 time<ims TTL-128
Reply from 192.168.160.2: bytes=32 time<ims
Reply from 192.168.160.2: bytes=32 time<ims
Reply from 192.168.160.2: bytes=32 time<ims

ping statistics for 192.168.100.2

Packets: Sent - 4, Received - 4, Lost - @ (&% loss),
ppproximate round trip times in milli-seconds 3
Mininum - oms, Maximum - ems, Average - oms

Users\Administrator>





image31.png
Administrator

Microsoft Windows [Version 10.6.17763.737]
() 2018 Microsoft Corporation. All rights reserved

C: \Users\Adninistrator>ping 192.168.161.2

[oinging 192.168.101.2 with 32 bytes of data: X
from 192.168.161.2: bytes-32 time<ims TTL-128
from 192.168.161.2: bytes=32 time<ims TTL-128
from 192.168.161.2: bytes=32 time<ims TTL-128
from 192.168.161.2: bytes=32 time<ims TTL-128

ping statistics for 192.168.161.2
Packets: Sent - 4, Received = 4, Lost = © (8% loss)
Japproxinate round trip times in milli-seconds
Mininum = ems, Maximum - ems, Average = Oms

fc: \Users\Administrator>

T dx

ENG  535PM
UK 271572021

™)




image1.png




