[image: U:\UWTSD Logo.jpg]




Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
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Features IPv6 addressing report

An IP address’s definition is “a unique string of numbers separated by full stops that identifies each computer using the Internet Protocol to communicate over a network.” (Oxford Dictionary)

IPv4 
IPv4(Internet protocol version 4) is connectionless protocol, this means that the data will be sent to the receiver without the receiving computer telling the sender its available. The IP or internet protocol is the core protocol of the internet which is in charge of routing most traffic on the internet. The IPv4 protocol is in the OSI layer or layer 3.

Firstly, IPv4 uses a 32-bit addressing system this means that there is a total number of addresses of 4,294,967,296 addresses. This version of the internet protocol consists of four octets so the address could look something like 192.168.255.255 with the four numbers separated by a full stop. As it’s a 32-bit addressing system this is because each octet is equal to 8 bits therefore four octets would make up 32-bits. Due to the limited amount of addresses in this protocol the protocol had to be changed as the addresses were beginning to run out, so the new protocol is called IPv6.

IPv6 
Structure

This is the newest internet protocol and unlike IPv4 which is 32-bit IPv6 uses a 128-bit addressing system which means it supports roughly 340 undecillion addresses or 2128. Also, unlike the four octets of IPv4 address method uses IPv6 has 16 octets total which is made up of 8 groups of 16-bit numbers or hexadecimal numbers. This larger pool of IP addresses should be enough to last for the considerable future if not forever. Although the addresses are much longer there is some rules in place that can shorten it a little bit. An example of this is if there is large blocks of zeros they can be shortened using two consecutive colons.

Features
With IPv6 comes better end to end connectivity as every device will have a unique IP address it will allow the devices to directly communicate with other hosts on the internet and will not need use of NAT (Network address translation). Another feature of IPv6 is that it has a simplified header which removes unnecessary information from the header to the end of the address this means that IPv6 routes the data quicker as the header is good enough for the router to make its route decisions.

IPv6 also allows a higher level of mobility for its devices for example a host like a mobile phone can remain connected to the same IP address when travelling around different geographical areas. The IPv6 does this by taking advantage of its auto IP configuration and extension headers. Auto IP configuration is “IPv6 supports both stateful and stateless auto configuration mode of its host devices. This way, absence of a DHCP server does not put a halt on inter segment communication.” (Tutorials point, 2019) basically what this means the protocol allows devices to be assign their own IP address if there is no DHCP server available.

Another feature of IPv6 is smooth transitions. This basically put means all devices can be give their own globally unique IP. This saves IP addresses. Devices on this Protocol can send and receive data among one another and means VoIP and other streaming media can work much more efficiently.





Address types
Furthermore, IPv6 defines 3 different types of addresses unicast, anycast and multicast. 

Unicast addresses are the address that will be completely unique to an interface on a IPv6 device. Like IPv4 All source IPV6 addresses must have a unicast address. This is a one to one transmission meaning one is the sender and one is the receiver for example one workstation to another in the same network using their unique network addresses.

 Anycast support means that more than one interface can have the same anycast IPv6 address if a packet is sent to an anycast address the packet will be routed to the nearest device with that anycast address. Anycast works by having a single address having multiple possible routing paths in which packets can be sent. The router will decide what the best route is based on the least number of hops, distance, lowest cost and also the latency and possibly will choose a different route if the best is too congested for efficient data transmission.

Multicast allows networks running IPv6 to communicate with multiple devices simultaneously. IPv4 didn’t have this feature. Address is designed for one to many or many to many transmissions. This type of transmission is often used in streaming media. This essentially replaced IPv4’s broadcast function as it is can do the same and more.

Security
IPv6 will also have better security than previous versions of the internet protocol with something called IPsec or IP security which is a suite of protocols which encrypts the application layer and provides security to routers sending data onto the internet. It can also be used to authenticate without need for an encryption by authenticating data that is being sent from a known sender. It can also be used to tunnel data being sent on a 1 to 1 connection like a VPN does.

Furthermore, because IPv6 has a longer address security is increased as it makes scanning and identifying your address more challenging for hackers. IPv6 also has a more-secure name resolution. The SEND protocol or Secure neighbour Discover protocol which can ensure the device you connect to is who it says it is by using cryptographic confirmation. Other protocols such as the ARP (Address Resolution Protocol) help to keep name-based attacks more difficult. All these security benefits wont guarantee however they still add some extra security to a connection between two devices.

Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	/21
	172.16.2.0
	
255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	/23
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	/24
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	/26
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	/27
	172.16.13.64
	255.255.255.224
	172.16.13.1
	172.16.13.94
	172.16.13.95

	/29
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	/30
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	/30
	172.16.13.108
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.13.16.111
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