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[bookmark: _Toc102129680]Introduction
This document covers worksheet 2 of NOSS, where firstly the user is guided through network policies and security practices, routing, and packet filtering, FPT services, etc. There is also an observational task which covers password policies, failover clustering, and a small case scenario as a head network administrator.
[bookmark: _Toc102129681]Task 1: 1. Understanding NTFS and Share Permissions

[bookmark: _Toc102129682]1.1 NTFS
[image: Graphical user interface, application

Description automatically generated]First, a folder was created in the “Local Disk (C:)” drive of the nosstask.msft domain account on Client1 named “Share_File_NOSS”.
Then a text file was created in the folder named “Important_File”.







[image: A screenshot of a computer

Description automatically generated][image: Graphical user interface, application

Description automatically generated]From here, NTFS (local) permissions can be set for the folder and file. Right-click the folder>properties>security tab.

[image: Graphical user interface, text, application

Description automatically generated]Select “Advanced”>Disable inheritance and remove all. This denies all users access to the folder, allowing permissions to be set manually.

[image: Graphical user interface, application, Word

Description automatically generated] Select “OK”,  “Edit…”
[image: Graphical user interface, application, Word

Description automatically generated]Select “Add” and type in the username of the account currently logged in. 
[image: Graphical user interface, application, Word

Description automatically generated]Once done, select “OK”, the following permissions were used:
Apply these changes and add another account .

[image: Graphical user interface, application

Description automatically generated]Select OK and add the desired permissions:
[image: Graphical user interface, application

Description automatically generated]
This should allow the user to access the folder its files, but not modify them. Apply and verify these changes.
[image: Graphical user interface

Description automatically generated][image: Graphical user interface, application

Description automatically generated]NWT-LJ:
Non-Permitted User:


1.2 Share Permissions
[image: A screenshot of a computer

Description automatically generated]Log into Server 1 and load the Server Manager. From here, select File and Storage Services>Shares>Tasks>New Share.
[image: A screenshot of a computer

Description automatically generated]The Share Wizard should appear, which gives 5 file share profile options.
[image: A screenshot of a computer

Description automatically generated]SMB Share – Quick Was selected as it is the simplest of the options available. Select Next on Share Location, and then set a Share Name and continue.
[image: A screenshot of a computer

Description automatically generated]On the Other Settings tab, the settings below were enabled:
[image: Graphical user interface, text, application

Description automatically generated]In the permissions tab, administrators should have full control, and two members can be added with Read and Execute controls.
[image: Graphical user interface, text

Description automatically generated]The share profile can now be created.
From here, a mapped drive can be made, making the share profile we just made accessible from client 1 similarly to a local drive.
[image: Graphical user interface, application

Description automatically generated]On client 1, right-click This PC>Map Network Drive.
[image: Graphical user interface, application

Description automatically generated]The remote path for the folder just created can be entered:
[image: Graphical user interface, application

Description automatically generated]Select finish and the mapped drive should be viewable.



[bookmark: _Toc102129683]Task 1: 2. Utilising Group Policy Management Console to better facilitate network object management

[bookmark: _Toc102129684]GPO 1
[image: A screenshot of a computer

Description automatically generated]Restricting access to administrative tools, is a good way to secure a network. This can be done with the use of a GPO (Group Policy Object). Firstly, an OU (Organisational Unit) non-admin user must be made. On Server 1, navigate to Active Directory Users and Computers>right-click nosstask.msft>Create a new OU, and user within it.
 





[image: A picture containing text, screenshot, computer, monitor

Description automatically generated][image: A picture containing text, screenshot, computer, monitor

Description automatically generated]



[image: A screenshot of a computer

Description automatically generated]From here, a GPO can be created. Load the GPMC (Group Policy Management Console) program and navigate to Non-Admin Users OU:
[image: A screenshot of a computer

Description automatically generated]
Right-click this, select create a GPO, and name it.


[image: A screenshot of a computer

Description automatically generated][image: A screenshot of a computer

Description automatically generated]



[image: A picture containing text, screenshot, computer, monitor

Description automatically generated]Rick-click the created GPO and edit.
[image: A screenshot of a computer

Description automatically generated]Expand User Configuration>Policies>Administrative Templates>Select Control Panel.


[image: A picture containing text, screenshot, computer, indoor

Description automatically generated]Double-click “Prohibit access to Control Panel and PC Settings”, select Enabled, and apply.
[image: A screenshot of a computer

Description automatically generated]The command prompt (as administrator) can be used to force the Active Directory to update these new settings, using the command: “gpupdate /force”.
[image: Graphical user interface

Description automatically generated]Verify these changes on Client 1 as the new OU User.
[bookmark: _Toc102129685]GPO 2
[image: ]Another GPO can be used to remove the command prompt for OU Non-Admin Users. Another GPO in Non-Admin Users was created.
[image: ]Edit the GPO and select System.
[image: ]Double-click “Prevent access to the command prompt” and enable it.


[image: Graphical user interface

Description automatically generated]Run the “gpupdate /force” command again and verify these changes on the Non-Admin user account.
[bookmark: _Toc102129686]GPO 3
Removable Media Drives can be used to transport viruses/malware onto a network/domain, therefor they should be disabled for non-admin users. Another GPO in Non-Admin Users was created.
[image: A screenshot of a computer

Description automatically generated][image: A screenshot of a computer

Description automatically generated]Edit this and select Removable Storage Access.
Double click “All Removable Storage classes: Deny All access” and enable it.


[image: Graphical user interface, application

Description automatically generated][image: ]Run the “gpupdate /force” command and verify these changes.


[bookmark: _Toc102129687]GPO 4
The last GPO that should be set is the restriction of software installs, as malicious software can be accidentally or intentionally installed. However, this GPO needs to be applied to a computer object. Open “Active Directory Users and Computers”, and create a new OU within nosstask.msft.









[image: A screenshot of a computer

Description automatically generated][image: A screenshot of a computer

Description automatically generated]Now move the Client 1 PC to this OU by right clicking it, “move…”



[image: A picture containing text, screenshot, computer, monitor

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]Create a GPO within NWClient Computers.

Right-click>edit, and navigate to “Windows Installer”.


[image: Graphical user interface, text, application

Description automatically generated][image: A screenshot of a computer

Description automatically generated]Double-click “Prohibit User Install”

Apply this and run the “gpupdate /force” command. Verify these changes on a non-administrative user:
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc102129688]GPO 5
Any domain should also have a strong password policy (Password Complexity), to keep accounts secure. This GPO unlike the previous GPOs will require domain level enforceable policies. Right-click “Default Domain Policy” within nosstask.msft, and edit.









[image: A screenshot of a computer

Description automatically generated][image: ]Select “Security Settings”, “Account Policies”, “Password Policy”.

From here, password policy settings can be changed.
[image: ]Old Settings:
[image: ]New Settings:

[image: A screenshot of a computer

Description automatically generated]Run “gpupdate /force”. Create a new account to verify these settings have changed.
[image: A screenshot of a computer

Description automatically generated]


[bookmark: _Toc102129689]Task 2: 1. Utilising ARP and Routing Tables
[image: A screenshot of a computer

Description automatically generated][image: A screenshot of a computer

Description automatically generated]Task 2 entails connecting the 2 separated private networks, Server 1 and Client 1, and Server 2 and Client 2. On Server 1, SELECT “Start”, “Run”, “cmd”, and issue the command below:
[image: A picture containing text, screenshot, computer, monitor

Description automatically generated]This shows the ARP table of the current machine. More entries are added when the machine connects or is connected to other machines. The following ARP table was after Server 1 was pinged by Client 1:
[image: A screenshot of a computer

Description automatically generated]“route print” can be used to see what networks the machine is connected to:
[bookmark: _Toc102129690]Task 2: 2. Deploying Core Services (FTP Server)

[image: Graphical user interface, text, application

Description automatically generated]Now an FTP (File Transfer Protocol) server will be installed on Server 2. Launch the Server Manager on Server 2.
[image: Graphical user interface, text

Description automatically generated]Select “Add roles and features”. The following settings were added for the relevant pages:
[image: Graphical user interface, text

Description automatically generated][image: Graphical user interface, text

Description automatically generated]



[image: Text

Description automatically generated]Now a user can be added to test the FTP server. Select “Tools”>“Computer Management”.

[image: A screenshot of a computer

Description automatically generated]Right-click “Users”>“New User…” and create a user.
[image: A screenshot of a computer

Description automatically generated][image: Text

Description automatically generated]Close Computer Management, and select “Tools”>“IIS Manager”.



[image: A screenshot of a computer

Description automatically generated]	Right-Click “Sites”>“Add FTP Site…”.
[image: A screenshot of a computer

Description automatically generated]

[image: A screenshot of a computer

Description automatically generated]For specified users, put the hostname of server2, followed by the name of the user account we made for testing FTP:
[image: A screenshot of a computer

Description automatically generated]A banner can be created to let us know we have connected to the correct server. Select the FTP site just created and double-click “FTP Messages”. Here a banner can be added.
[image: A screenshot of a computer

Description automatically generated]One last permission needs to be added to ensure the FTP server can be used properly. In File Explorer, go to the path below and select properties of ftproot.

[image: A screenshot of a computer

Description automatically generated]Go to Security and add the FTP test user.
[image: Graphical user interface, application

Description automatically generated][image: A picture containing text, screenshot, computer, monitor

Description automatically generated]Now client 2 is booted up to confirm the FTP service is working. To do so, the following files were made:

[image: Graphical user interface, application

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]In the command prompt, the following command was issued:



[image: A screenshot of a computer

Description automatically generated][image: A screenshot of a computer

Description automatically generated]The username as password for ftpuser22 was then inputted.

Then the directory to the txt file just created was opened:

[image: A screenshot of a computer

Description automatically generated with medium confidence][image: Graphical user interface

Description automatically generated]The txt file within this directory was then uploaded to the ftp server:
This can be verified within ftproot on server 2


[image: A picture containing text, screenshot, monitor, indoor

Description automatically generated]
[bookmark: _Toc102129691]Task 2: 3. Installing and configuring the Routing and Remote Access Service

Now the two local area networks will be connected remotely as a Wide Area Network. On server 1, open the server manager and navigate to “Add roles and features”.










[image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, application

Description automatically generated]The following settings were used:



[image: Graphical user interface, application

Description automatically generated][image: Graphical user interface, application

Description automatically generated]


[image: Graphical user interface, application

Description automatically generated][image: Graphical user interface

Description automatically generated]Confirm the installation and select “Open the Getting Started Wizard”.



[image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, application

Description automatically generated]Deploy VPN only

Form here, right click the current server and select configure and enable… The Related Wizard should show up.
[image: Graphical user interface, text, application

Description automatically generated][image: A screenshot of a computer

Description automatically generated]The following settings were used:



[image: Graphical user interface, application

Description automatically generated][image: A screenshot of a computer

Description automatically generated]Select finish and start the service.



[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface

Description automatically generated]Now routing protocol will be enabled on the network interfaces for the networks to allow them to reach one another. Expand the current network and select IPV4.

[image: Graphical user interface, application

Description automatically generated]Right click General, and select “New Routing Protocol”
[image: Graphical user interface

Description automatically generated]Select RIP V2.


[image: Graphical user interface, application

Description automatically generated]Right click RIP and select “New Interface”.
 
Select on of the available interfaces and repeat this until al interfaces are added.
[image: Graphical user interface, text

Description automatically generated]These steps from 3. then need to be repeated on server 2.
[image: Graphical user interface, text

Description automatically generated][image: Graphical user interface, text

Description automatically generated]


[image: Graphical user interface, text

Description automatically generated]
Once this is done, we can verify these servers can now ping one another.

[bookmark: _Toc102129692]Task 2: 4. IP Packet Filtering
[bookmark: _Toc102129693]Filter 1 – Stop users from PrivateNet1 Pinging Router Firewall Service

Open “Routing and Remote Access” and navigate to General.








[image: A screenshot of a computer

Description automatically generated]Right click PrivateNet1 and select properties.
[image: A screenshot of a computer

Description automatically generated]Select inbound filters, and New. The following settings were used:


[image: A screenshot of a computer

Description automatically generated]Now when pinging server 1 from client 1, the request should time out:
[bookmark: _Toc102129694]Filter 2 – Restrict Access to FTP Service on Server 2 to hosts on PrivateNet2
[image: A screenshot of a computer

Description automatically generated]Select the PublicNet interface, an outbound filter will be created using the following settings:
[bookmark: _Toc102129695]Filter 3 – Restrict access of the FTP service of Server 2 on PrivateNet1 to Client 1
[image: A screenshot of a computer

Description automatically generated][image: A screenshot of a computer

Description automatically generated]Navigate back to properties of PrivateNet1 Interface, an outbound filter was created using the following settings:
[bookmark: _Toc102129696]Task 3: Observational Task
[bookmark: _Toc102129697]i. Password Policies
A network environment should always enforce a strong password policy, as when most people set passwords, they are much more concerned “about forgetting a password than about having someone break-in to their computer account”. [1] This is due to the fact that the stress of forgetting a password is more real to people – It is more common for someone to forget a password, than for someone to have their account broken into due to a weak password. Even though this is true, it does not mean the consequences of forgetting a password are greater than having an account broken into.
     If you forget your password, there are ways to rectify this, like resetting your password. If a hacker gets into a user account, especially those with higher privileges, the damage may not be reversible. They could install ransomware, steal more passwords from other users, collect personal information, etc… This means that the network manager must enforce these rules, to ensure accounts do not get broken into, whilst also not complicating password complexity for the network’s users. Users, especially those with higher privileges, must take responsibility for their accounts, as by setting weak passwords, they put themselves and the business at risk.
For Network Managers, set:
· A Minimum length for passwords (12 characters Minimum)
· Require a combination of higher and lowercase letters
· A Minimum of 1 number
· A Minimum of 1 Symbol
For Users, follow the policy above and:
· Choose something memorable to you like a phrase 
· Don’t reuse passwords for different accounts
· Avoid personal info and common words
Below is a graph, that illustrates how the security of a password goes up, the more complex it becomes:





[image: Are Your Passwords in the Green?]By creating a password with a length of around 12-16 characters, as well as incorporating upper and lowercase letters, numbers, and symbols, a user can create a password that balances both memorability and security.[2]

[bookmark: _Toc102129698]ii. Failover Clustering for High Availability Systems/Services
High and Continuous availability are used to describe the degrees of availability, or how available a system is. High availability aims to avoid unplanned outages by removing single points of failure. An example of this includes hardware failures to critical systems such as servers, or power outages that leave the network unusable, and could corrupt files on the network’s computers. Continuous availability takes high availability to the next level, by aiming to avoid both unplanned and planned outages to a system/network. In the event of downtime due to an outage, continuous availability aims to keep business operations running during them, with the use of multiple servers, UPS (UPS), etc… 
     Even though continuous availability is better than high availability, it is both expensive and sometimes not needed, as some businesses can work around planned outages. This makes continuous availability unrealistic for a lot of businesses, unless it is strictly needed. If not, high availability is definitely the realistic way to go. Some businesses/services that require high availability include:
Finance - Allowing customers to access banking apps, make withdrawals and deposits, etc.
Cloud Computing/Server Providers - Relied on by many, and without it can stop many business operations.
Internet Providers – Used by everyone, and everyone will want the most reliable choice.
Servers – Relied upon by businesses for data storage
It can be argued that pretty much all businesses need high availability, as going down during business hours costs both time and money. One solution to sustaining high availability is with the configuration of a Failover Cluster. “Clustering is one of the best ways to provide failover and redundancy in an infrastructure. With clustering, multiple servers (nodes) are grouped together to improve performance through load balancing and allowing for failover, providing high availability” [3]. As stated in the Microsoft Docs page “Failover Clustering in Windows Server and Azure Stack HCI” [4] the nodes are connected to one another physically and using software built into the Windows Server OS. If one of the nodes within this cluster fails, the other systems takeover the operations of that system, which is known as failover. The number of nodes can be tailored to each specific use case scenario.
     Before creating a failover cluster, ensure that all nodes running the same version of the Windows Server OS, all meet the hardware requirements which can be found here [5] and are on the same active directory domain. Once done, on the main server (preferably one with administrator rights) open the Server Manager program.










[image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, application

Description automatically generated]From here, select add roles and features. ON the “Before you begin” page, read the guide and select “Next”.


[image: Graphical user interface, text, application

Description automatically generated][image: A screenshot of a computer

Description automatically generated]Select “Role-Based or feature-based installation” as the installation type.
Select the current server (The one you want to add to the failover cluster) and select next. Also select next on the Server Roles page.

[image: Configuring Windows Server Failover Clustering with SQL AlwaysON  Availability Groups - SmartUI - Features, discussions, tips, tricks,  questions, problems and feedback]









[image: Graphical user interface, text, email

Description automatically generated]On the Select features pages, select “Failover Clustering”. Once selected, select next, and when prompted, install the feature. This step should be repeated on as many nodes as required. Once completed, restart the systems, and on the main system navigate back to the Server Manager, select tools, and open the “Failover Cluster Manager”.[6]




[image: Graphical user interface, text, application, email

Description automatically generated][6]

[image: Graphical user interface, text, application

Description automatically generated]Select “Validate Configuration”, which will open the “Validate a Configuration” wizard. Select next.[6]


[image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface

Description automatically generated]Here the selected nodes can be added to the cluster. Select them and select next.[6]
[6]


Select the recommended and select next. The Failover Cluster Manager will run the recommended tests, and if they are a success, you should be greeted with the selected servers as validated.
[image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, application

Description automatically generated]Select finish, and then select “Create Cluster” on the actions tab. This will open the “Create Cluster” wizard.[6]
[6]


Select Next.

[image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface

Description automatically generated]Again, select the nodes you want to add to the cluster and select “Next”.[6]
[6]


On this page, assign the cluster a name and IP address.

[image: Graphical user interface, application

Description automatically generated][6]

Make sure to tick “Add all eligible storage to the cluster” and select next. After which the cluster will be created. The number of nodes depends on the number of servers you have available or can spend money on. The more nodes available to the cluster, the more reliable it becomes. 4 Is a good balance of price to reliability, but depending on the importance of the service, more or less can be allocated.

[bookmark: _Toc102129699]iii. Draft an Enterprise Network Policy, Critical Business Applications High Availability Practices, and Security Practices
As a head Network Administrator of an enterprise network, it can be assumed the topology used is likely a Star topology, which is the most common and arguably the best, especially when considering reliability, and expandability.






[image: Chart, diagram

Description automatically generated]










[image: Diagram

Description automatically generated]This basic star topology was made within packet tracer, to give a basic illustration of what a star topology could look like. “Computer (Also called nodes) connect to each other through a central device.” [7], “Since each device is connected independently to the central device using a separate cable, the start network can be expanded at any time with affecting the operation of the network” [7]. Other star networks can also be added, connecting another central node to the router, for example. 

Another advantage of having the computers connected independently is that “Failure of one or more nodes also does not affect the network operation.” [7]. The cost can also scale with a business, increasing in price as more nodes are added. The trade-off to this is that the central node becomes a single point of failure. 
     To achieve high acceptability, I would first recommend creating a failover cluster. Pretty much all medium-sized businesses store data within a server, so ensuring that there are backups in case of a server going down is key. A cluster allows another server/node to provide the functions that a downed node was offering, allowing business operations to continue as normal. It is assumed that this business is a medium sized business as it has multiple locations nationwide, so it is recommended to use 4 nodes within the failover cluster, as this is a good balance of cost to reliability. 
     Another way to ensure reliability is through the use of a UPS. Power outages can come from nowhere for a list of reasons, so having a protection/backup plan in place is key for availability. A server UPS “takes power form the wall socket and feeds it to a battery to keep it charged.” [10] “When power from the wall socket fails, the UPS batter continues to supply power to your computer” [10]. This allows data to be saved without corruption, and should be used in the enterprise network, as the business in question is a medium-sized business and should have the funds to afford and run this.
     Another issue a network administrator needs to focus on is security. Firstly, connecting a physical firewall to the router is a good place to start. As defined by Cisco, a firewall is:
“A firewall is a network security device that monitors incoming and outgoing network traffic and decides whether to allow or block specific traffic based on a defined set of security rules.” [8]
Using a firewall allows the network administrator to filter incoming and outgoing traffic by specific IP addresses, a specified range of IP addresses, or based on the type of traffic in question. Another security tool available is Antivirus software. “Antivirus software is designed to prevent computer infections by detecting malicious software” [9] (Malware) “on your computer and, when appropriate, removing the malware and disinfecting the computer.” [9] Malware has many forms, such as “Trojans, viruses (infectors) rootkits, droppers, worms, and so on” [9]. Modern antiviruses also have built in web protection, further protecting users from malware. Since malware and exploits are commonly found/made, it is key to periodically update all software. Updates can be automatically checked and installed at set periods of time, so it can be configured to happen outside of business hours so as to not interrupt business operations. 
     Enforcing a strong security policy on employees is also important. Firstly, as previously discussed, a strong password policy should be enforced on the network to secure user accounts. Users should also be taught and trained proper safety procedures when opening emails. Power tools, like the command prompt and control pane, should be removed from most user accounts. Only higher ups should be trusted with higher privileges, as giving everyone these privileges can put the network at risk. A user could accidentally or intentionally install malicious software, for example. As shown previously, a way to remove these privileges and enforce a strong password policy is through the use of GPOs.
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« A secure connection between two private networks.

« A Virtual Private Network (VPN) gateway.

« A Dial-up remote access server.

« Network address translation (NAT).

« LAN routing.

« A basic firewall.

To 2dd a Routing and Remote Access server, on the Action meny, click Add Server.
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Toset

Configure the Routing and Remote Access Server

Routing and Remote Access Server Setup Wizard

Configuration

You can enable any of the folowing combinations of senvices, or you can
customize this servr.

€ Remote access (dabup or VPN)

Allow remote clients to connect tothis server through ether a diahup connection ora
secure vitual pvate network (VPN) ntemet connection

€ Network address transition (NAT)
Alow intemal clets to connect to the Intemet using ane public P address.
" Vitual pivate network (VPN) access and NAT

Allow remote clients to connect to this server through the ntemet and localclerts to
‘connect to the Intemet using a single publc P address.

" Secure connection between two prvate networks
Connectthis network to a emote netwrk, such as a branch offce.

& Custom configuration
‘Select any combinatin of the features avalable in Rovting and Remote Access.
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Toset and Remote Access.

Routing and Remote Access Server Setup Wizard

Welcome to the Routing and Remote Access
Server Setup Wizard

“This wizard helps you set up your server so that you can
‘connect to other networks and alow connections from
remote clerts.
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Completing the Routing and Remote Access
Server Setup Wizard

You have successfuly completed the Routing and Remote
Access Server Setup wizard

Routing and Remote Access —

‘Start the service

The Routing and Remote Access service is ready to use.

[Satumnice] _comes |

inthe Routing and Remote Access console

To close this wizad, click Fish.
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Routing and Remote Access Server Setup Wizard

Custom Configuration

Whenthis wizard loses. you can configure the selected services i the Routing
and Remote Access consol.

‘Select the services that you want to enable on his server.
I™ VPN access

I™ Diakup access
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Routing and Remote Access Is Configured on This Server

This server has already been configured using the Routing and Remote Access Server Setup Wizard. To make changes to the current
configuration, select an item in the console tree, and then on the Action menu, dlick Properties.

Enable DirectAccess on this Server

You are currently using only VPN for providing remote access to your dlients. You can use rich remote access experience based on
DirectAccess by enabling DirectAccess on this server. Using DirectAccess, your domain-joined clients can seamlessly connect to your
corporate network. To enable DirectAccess on this server, you can run the "Enable DirectAccess” wizard by selecting the "Enable
DirectAccess...” option on the action pane on the right or on right-clicking the machine node on the left.
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