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Report on the Development of Software within the field of Computer Networking/Cloud Computing

[bookmark: _Toc90565153]Introduction
Computer Networks and Networking is a massive and continuously expanding field. Computer Networking is defined as “computing devices and an ever-expanding array of IoT devices, that communicate with one another.” [1]. Computer Networking is now developing fast and numerous companies and organizations are starting to fall behind with the latest updates in technology. In the past and recent developments, the computer networking field Is now focusing more on the software aspect of computing rather than the development of hardware. This report will investigate the evolution of the computer networking field but more importantly how software has developed to further evolve and how it is implemented within Cloud Computing. 
[bookmark: _Toc90565154]Cloud Computing 
The creation of cloud computing has revolutionized the networking industry. Cloud computing has made it possible for organizations to access and use all different kinds of IoT devices such as servers and VPNs. As stated by Microsoft:
Simply put, cloud computing is the delivery of computing services – including servers, storage, databases, networking, software, analytics and intelligence – over the Internet (“the cloud”) to offer faster innovation, flexible resources and economies of scale. Typically, you only pay for cloud services you use, helping you lower your operating costs, run your infrastructure more efficiently and scale as your business needs change. [2]
Cloud Computing has enabled us to use software-based programs to help us to develop and expand any organization or business without the need for physical hardware. But how has cloud computing had an impact on our daily lives and the computer networking industry? The cloud has now become a way of life, everything we use is somehow connected to the cloud. Cloud Computing has allowed us to evolve beyond known limits, we can now use cloud services without worrying about any hardware issues. As stated by M. Rahul:
The Cloud is not about technology, it is the abstraction of technology for delivering pure services. The Cloud has finally led to the civilization of services because, in the case of Cloud computing, what you pay for is what you get [3]
With the creation of cloud computing, we now have access to thousands of different technologies and methods of increasing productivity and evolution. Since the creation of cloud computing, the networking industry has become dependent on the use of the Cloud. If we were to remove the cloud from organizations, they would begin to fail, the cloud is still in its early phases and we still do not fully understand it, but without it, our networking industry would cease to function. 


[bookmark: _Toc90565155]Development of Job Roles
The Cloud Computing Sector is widely growing more and more necessary and popular. With the increase in demand, job roles within the sector also need to adapt and evolve to align with the current developments. Currently, there are many different career opportunities available within the sector. But the main 3 are Cloud Architect, Cloud Engineer, and Cloud Software Developer.
[bookmark: _Toc90565156]Cloud Architect
A Cloud Architect’s role is overseeing an organization’s approach to the utilization of Cloud services. It involves several different responsibilities such as creating, designing, and planning different possible models for the organizational cloud services. The Cloud Architect would be responsible for selecting the most appropriate type of cloud service but also if the organization would require more than one type of service. Since the creation of this role, there has been numerous developments and updates to the job, such as the requirements to be knowledgeable in all the current forms of cloud computing available where originally there was only one type of cloud computing services, there are now numerous different types of services available such as hybrid and private cloud services. As stated by Betterteam:
Cloud architects are information technology (IT) experts responsible for the supervision of a company's cloud computing system. This involves working on cloud application designs, cloud approval plans, and systems required to manage cloud storage. Also known as a cloud developer or cloud systems administrator. [4]
As we see the Cloud Architect role is now important within any organization. Finally, since the beginning of this job role, the qualification requirements have also drastically increased as the job has become more important, originally all you needed was prior experience in working with operating systems but now they also require that you have knowledge in cloud provider services, experience in vendor management and governance and now also you need experience in network security. So, we now see that the development of this role has become more focused on the qualifications and experience in using these services. 
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The next Job role is the Cloud Engineer, originally this role was just creating and maintaining the organizational cloud computing network and nothing else. But now as technology has evolved so have the job requirements and roles. Now the cloud engineer is a multi-factorial role and is now responsible for an array of different functions of the organization’s cloud services such as the management of cloud service models, mitigating any errors in the system, and implementing new efficient changes. A perfect description of the job is provided by Betterteam:
Cloud engineers are IT professionals who design, implement, and manage cloud-based systems for businesses. They develop and implement cloud-applications, migrate existing on-premise applications to the cloud, and debug cloud stacks. [5]
The cloud engineer’s job has now become more important than ever within cloud computing and its growing industry. The requirements for the job have increased year by year to keep up with the demand on the specifications of the job, the engineers now require at least 3 years of experience with cloud computing able to manage people and familiar with system operations and management. The requirements are constantly updated to correspond with the changes in the industry and developments within the field. 

[bookmark: _Toc90565158]Cloud Software Developer
The cloud software developer is the final and, in my opinion, the most essential role. They are responsible for creating, developing, and maintaining cloud programs and applications and different services. They mainly create web programs, storage programs, and data and application integration within the organization.  This job has become increasingly more important as the field continues to develop, with development there must come new software and updates to already created ones. The description of a Cloud Software Developer is as stated by BestAccreditedColleges:
A cloud software engineer is a software developer that specializes in working on cloud computing systems. The average computer user may associate ''the cloud'' as a computing term in reference to Internet storage or operating systems. Cloud software engineers are responsible for overseeing the development of these systems, maintaining them, and ensuring that they work properly. They may design new systems or upgrade existing systems. [6]
As described the software developer is now one of the most important roles for an organization to set up a cloud computing network properly. The requirements for that organization to have a number of these job types are now more essential than ever. 
[bookmark: _Toc90565159]RESTful Web Services 
Within web and cloud development we use what is known as REST services, but what are they? REST is the framework used in the majority of web and cloud application development and gives the outline and architecture that a program can have. “REST is a set of architectural constraints, not a protocol or a standard. API developers can implement REST in a variety of ways.” [7] By using REST as the architecture it can then implement and use different RESTful services. As stated by tutorialspoint:
RESTful Web Services are basically REST Architecture-based Web Services. In REST Architecture everything is a resource. RESTful web services are lightweight, highly scalable, and maintainable and are very commonly used to create APIs for web-based applications. [8]
Now that we know what RESTful services are, now I can explain how these have helped us to develop and create new software based on cloud computing. Many people now use RESTful web services as they are now the best, most simple, and lightweight services available. But there are a few drawbacks with using RESTful services due to them being language dependent but also platform dependent. This means that when created on one language such as python you would be unable to change that code into XML and expect it to work. 
By using RESTful web services, it has allowed organizations to use basic representations within code and never have to give any other data to help construct the program.  Most people use RESTful services as they have a “great deal of flexibility.” [9] and also the fact that “that developers do not need to install additional software or libraries” [9] has made RESTful API/Web Services the most enticing and useful tool to use to facilitate the continued developments within the cloud computing field. 


[bookmark: _Toc90565160]Software-Defined Networking (SDN)
Software-Defined Networking or SDN is a take on replacing hardware requirements within managing networks. As stated by VMware:
Software-Defined Networking (SDN) is an approach to networking that uses software-based controllers or application programming interfaces (APIs) to communicate with underlying hardware infrastructure and direct traffic on a network. [10]
SDN has now become one of the mainstream technologies that are being used within organizations as they are so versatile and flexible that they can be used for virtually any purpose. There are many advantages and why organizations use SDN’s over hardware, these advantages include easy access and scalability of the systems without the need for a hardware upgrade, the entire network can be controlled from a single user interface and the security is a lot more flexible and so much easier to assign different security access levels to a different part of each network area within an organization. 
[image: A picture containing diagram

Description automatically generated]Over the past decade, the networking industry has become more and more advanced and therefore the demands for traffic and the need for network connectivity by users and organizations for sales and everyday life is becoming more and more needed by the day. SDN has now enabled us to realize these needs without any significant changes and application, with the use of SDN’s organizations can now create, develop and update applications to meet these needs hassle-free. With the creation and development of the SDN method, the network engineer role is constantly changing. The job role now has several new requirements and needs to meet before they can utilize SDN’s, as they now require knowledge in all aspects of networking and security to utilize an SDN to its full potential. 
Figure 1 – Adapted from [11]
The figure above shows what an SDN looks like compared to a hardware-based network. With the implementation of SDN’s the network engineers’ job roles would be updated more to the digital requirements rather than the need for hardware understanding and use. We can now see that SDN’s are widely used by organizations due to their endless possibility and scalability and pure ease of use and benefit towards the development of an organization. As said by OpenNetworking:
The future of networking will rely more and more on software, which will accelerate the pace of innovation for networks as it has in the computing and storage domains. SDN promises to transform today’s static networks into flexible, programmable platforms with the intelligence to allocate resources dynamically, the scale to support enormous data centers, and the virtualization needed to support dynamic, highly automated, and secure cloud environments. With its many advantages and astonishing industry momentum, SDN is on the way to becoming the new norm for networks. [12]
[bookmark: _Toc90565161]Network Standard Interoperability 
The final part to talk about is why organizations chose certain standards over others. As of now, the two most used standards are REST and JSON. As spoken above REST is used due to its simplistic and easy-to-use form, which requires only basic representation and does not use any additional information from the organization/user. But why JSON? JSON is the most basic and standard form of transferring data and almost every technology can interpret and use JSON. As each device has some sort of JavaScript installed on it, it has Built-in capabilities to encode and decode any JSON data received and send, that is why both REST and JSON are hand in hand the easiest to use. JSON is also the easiest language for the pcs and devices to parse and read making It the best alternative and use than any other programming language. 
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Description automatically generated]Figure 2 – Adapted from [13]
Above is an example of what the JSON data/code structure would look like. As you can see the overall code is very simple and easy to read by both users and the machine. By using JSON with the REST API, organizations are now able to create and provide significant data and applications in the easiest and most understandable way possible. 
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We can now clearly see the benefits of cloud computing within the field of networking and how careers have developed and adapted based on the continuous evolution of the fields. We see that there are constantly more and more ways and applications being created to help make managing and evolution become easier and allowing organizations to rely less on physical means of creation and now lead them to adopt more digital means of creation and management which would enable the greater possibility for the growth and evolution of the industry in decades to come. We also see how useful the RESTful services have become and how the highly used JSON is used within the devices and how REST has become the most widely used architectural guidelines currently available. 
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