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Introduction
A system was required that allowed a user to transfer .txt temperature sensor readings into a database to be stored and further displayed into a graph. The user requires a functioning database that is secure and well protected from SQL injections and is only accessible to users who have an account that can access the website.


[bookmark: _Toc8636831]Database management
As a temperature reading would be sent to the database two separate columns were required temperature and time_stamp the temperature.
The reading id is set to an int as it will be an auto incrementing id that is the primary key.
It has been set to 5 as it will only require this amount, using the assumption that a new value will be added every 10 minutes (six values per hour, 144 values per day or 4032 values per month) if it only keeps the last months values it will only ever require 4 digits. An extra digit was added to future proof the system if new sensors are added to the system to allow additional monthly values to be added.  As there are three separate sensors a sensor id was required.[bookmark: _Toc8636842]Figure 1 database sensor_values image


The website required the use of a login system to allow a single user the ability to access the data that will be displayed on the website. An id was required as each user requires a unique identifier. An image will be held using a varchar as the file name of the image could potentially consist of letters and numbers. And a user_name and password that will both be used when the user attempts to log into the website.[bookmark: _Toc8636843]Figure 2 database system_user
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To keep a consistent design across the web pages bootstrap was included e.g.
<div class=”container”>
<div class=”row”>
<div class=”col-”>
 this allows for the ease of breaking the website into visually appealing segments.[bookmark: _Toc8636844]Figure 3 bootstrap
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Several icons were included to represent the links to other pages as users are shown to respond to images positively over text, this follows several design principles used on numerous websites.
	[image: ][bookmark: _Toc8636845]Figure 4 displaygraph.php icon

	[image: ][bookmark: _Toc8636846]Figure 5 transferdata.php  icon

	[image: ][bookmark: _Toc8636847]Figure 6 index.php  icon


	The link to the displaygraph.php that leads to a form to search the database for specific data on sensors.
	The link to transferdata.php when clicked it redirects the user to the page and if there is data to be uploaded it is sent and stored within the database.
	The link to the index.php were both the linking images to displaygraph.php and transferdata.php are accessible.

	[image: ][bookmark: _Toc8636848]Figure 7 login.php icon

	[image: ][bookmark: _Toc8636849]Figure 8 logout.php

	[image: ][bookmark: _Toc8636850]Figure 9 login.php icon


	The link to the login.php to enter data into a form for logging into a specific user’s profile.
	The link to the logout.php page that ends the session.
	The link to the login.php on this page the information of the current user is displayed.
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closed Login.php
Checklogin.php
Wrong user data entered message
Successful login message displayed
Index.php
Logout.php
Displaygraph.php
Session started Login.php
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Transferdata.php
Data successfully transferred message 
No data to transfer message




[bookmark: _Toc8636835]Login.php
The image within figure 10 Shows the initial login page, users can only use the system if their data is in the database and if they enter that data correctly, the query within figure 11 shows the query checking that the data entered is correct to any data held within the database, first it links to the database and accessing the database stored within it, it then checks that both the user name and the password that have been entered exist within the database, if it does the successfully found result is stored as a 1.
Figure 12 is the if statement that checks if the num variable holds a 1 that the session is equal to the data entered by the user effectively logging the user into a session allowing them to access the webpages. 
[bookmark: _Toc8636851]Figure 12 Beggining session
[bookmark: _Toc8636852]Figure 11 system user query
[bookmark: _Toc8636853]Figure 10 login.php user must enter username and password

figure 13 Is the code that checks if a session has been started with a username effectively altering the webpage to display figure 14 which shows a message that the user has successfully logged in, from this point forward the user can access all sections of the website.[bookmark: _Toc8636854]Figure 13 if statement checking if the session is equal to the users information
[bookmark: _Toc8636855]Figure 14 checklogin.php successful login

As seen within figure 15 If the user returns to the login.php page the original login form is replaced with the user’s data. This is done through an if statement that checks that the session is equal to the user’s data then displays the users data to the webpage.[bookmark: _Toc8636856]Figure 15 altered login.php after user has logged in

The if statement shown within figure 16 is used to alter the navigation menu of all pages across the website, if the user is not logged in but tries to access any pages of the website the navigation will only display the login button, but once the user is logged in the navigation menu alters to display the other buttons to navigate the website.[bookmark: _Toc8636857]Figure 16 if statement that alters the navigation menu


The image within figure 17 shows an unsuccessful attempt to login to the system. Any area on the website that allows a user to enter data such as the login page is vulnerable to SQL injections that can be used to alter, delete or gain access to confidential data. To protect the system from malicious attacks such as SQL injections prepared statements have been created, they prevent the use of SQL injections by filtering out SQL syntax [1], figure 17 is the web page that is displayed if someone attempts SQL injections. 
 
[bookmark: _Toc8636858]Figure 17 login.php if the data entered was incorrect

[bookmark: _Toc8636836]Index.php
The image within figure 18 is the index page this was chosen as the index page as a user of the system will mainly want to carryout one of two actions, uploading new sensor data to the database or searching the sensor data to visually display the data onto a graph to analyse it.
 [bookmark: _Toc8636859]Figure 18 index page












[bookmark: _Toc8636837]Logout.php
Figure 19 Shows the logout.php if the user at any point clicks the exit image found at the top right hand corner of the webpage, the session will be ended using the code session_destroy(); and the user will be directed to a page that shows the login link.[bookmark: _Toc8636860]Figure 19 logout page

[bookmark: _Toc8636838]transferdata.php
Once the user clicks on the transfer data link, code checks if there is data ready to be uploaded to the database if there is no data, figure 20 Is shown, if there is data to be uploaded figure 21 is displayed. Within the code there is an if statement that loops three times (the number of available sensors). The .txt file names are used within the loop and a variable increments, with each iteration the text is displayed to the webpage along with the current value of the variable. Within the script to upload data to the database there is a function that breaks down the .txt document into temperature values and the time stamp so it can be inserted into the database.
[image: ][bookmark: _Toc8636861]Figure 20 no data to transfer image





The users required a way to retreave the stored sensor data within the database on the searchsensor.php page a form was used that alowes the user to select a sensor number using a drop down that holds 1, 2 and 3 and a text box that alowes the user to enter the date of their choice that will be used to retreave the data from the database that is presented within a graph. The bottom image is the way that the form is displayed on the webpage. 
[bookmark: _Toc8636862]Figure 21 data to transfer image
[bookmark: _Toc8636863]Figure 22 searchsensor.php

[bookmark: _Toc8636839]Displaygraphs.php
The data that the user enters into the form is stored within the session array that is then sent to the drawgraph.php which draws the graph that is then displayed on the displaygraph.php page as seen within figure 21. The form code is copied into the drawgraph.php to allow the user the option of entering another search without the need of returning to the serchsensor.php.
[bookmark: _Toc8636864]Figure 23 displaygraph.php page


Due to its simplicity and ease of use the graph library that was chosen is mygraph.php [2], it presents the data that a user requires to analyse the temperatures in a format that is easy to interpret and comprehend. 










A line graph was chosen as it is the most readable for data that alters as time progresses [3][4]. Viewing the line graph can give a clear indication when the temperature is at its highest or lowest at different times and dates as it dips and raises along the average line making it is more visually intuitive to understand, read and interpret trends [5].[bookmark: _Toc8636865]Figure 24 sensor value graph image




[bookmark: _Toc8636840]Conclusion
A functioning database system was created that worked alongside a website to allow a user to log into the website using their own personal information, once loged into the website the user had the ability to upload sensor data to the database and visually display selected sensor data into a graph. The system successfully prevents SQL injection and allows the user to log out of the system with ease. 
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if(Snum == 1)//Log them in if num is equal to I
{

$ SESSION["username"] = Sussername; //this is setting the sessions usernam to the one that correctly entered the name and password

el
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Squery = "SELECT * FROM system users WHERE user name like ? AND password like 2";

Sstmt = mysqgli_ stmt init($link);//this is a link to the database

mysqli_stmt prepare ($stmt, Squery);//prepare query

mysqli_ stmt bind param($stmt, "ss", Sussername, S$password);//this is attaching paramiters to query

mysqli_ stmt execute($stmt);//this is executing the query

Sresult = mysqli stmt get result(Sstmt);// this is running the query and storing the results returned into the result variable
Snum = mysqli num rows ($result); //the num varible holds the number of results returned it is always going to be a 1 or a 0
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