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[bookmark: _Toc235791984]1. Introduction
Cloud engineering combines virtualised infrastructure, container platforms, networking, storage and managed services to deliver applications reliably. The practical focus of this report is a small HTML web application packaged with Docker. The exercise demonstrates how a Dockerfile creates a reusable image, how the image is run as a container, how it can be published to Docker Hub, and how volumes and networks extend the basic container. The report then applies the same web application to a cloud design that uses load balancing, automatic scaling and an application gateway. This directly connects classroom work with the way internet services are delivered in production environments.
The report follows the assignment requirements rather than providing a broad history of cloud computing. It first explains virtualisation and containerisation, because these technologies make shared cloud infrastructure practical. It then documents the complete Docker workflow and explains the purpose of the commands and screenshots. The second half selects Microsoft Azure as the main cloud-provider example and describes how Azure Load Balancer, autoscaling and Azure Application Gateway could support the containerised web application. Finally, cost, flexibility and other drivers of cloud adoption are discussed before serverless functions are compared with containers. Cloud computing is treated as on-demand access to shared configurable resources that can be provisioned and released rapidly  [1].


















[bookmark: _Toc235789426][bookmark: _Toc235791985]2. Principles of Virtualisation
Virtualisation separates computing services from the physical hardware on which they run. A hypervisor divides the CPU, memory, storage and network capacity of one host into multiple virtual machines. Each virtual machine behaves as an independent computer and can run its own guest operating system and applications. This allows workloads with different software requirements to share one physical server while remaining logically separated. NIST describes the hypervisor as the platform that virtualises hardware resources and enables several computing stacks to operate on a single host  [2].
The main principle is abstraction. Users and applications work with virtual resources rather than directly controlling the physical server. A virtual CPU represents processor time, a virtual disk represents part of a storage system, and a virtual network interface connects the virtual machine to software-defined networks. The hypervisor schedules these resources and prevents one virtual machine from directly using another machine's memory or files. This supports consolidation because organisations no longer need one underused physical server for every application.
Virtualisation is important to cloud computing because providers operate large pools of hardware for many customers. A new virtual machine can be created from a template much faster than a physical server can be purchased and installed. Capacity can also be moved, replicated or recovered using software management tools. This improves utilisation, lowers the cost per workload and supports rapid provisioning. The customer can select an appropriate amount of CPU, memory and storage without needing to know the exact physical machine being used.
There are also limitations. Every virtual machine includes a complete guest operating system, so it consumes more memory and storage than a container. Operating systems must be patched, monitored and licensed where applicable. A hypervisor is also a security boundary; weaknesses or poor configuration can affect several workloads on the host. For this reason, virtual environments still require access control, patching, segmentation, backups and monitoring. Virtualisation improves efficiency, but it does not remove security or management responsibilities.
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[bookmark: _Toc235790633][bookmark: _Toc235791969]Figure 1 Virtual Machine shares physical infrastructure though a hypervisor  [2].
In the context of this assignment, virtualisation explains how Docker Desktop can operate on a Windows computer. Docker Desktop uses a Linux virtualised environment to provide the kernel functions required by Linux containers. The virtual machine supplies a compatible operating-system layer, while Docker provides the lighter application-level isolation above it. The two technologies are therefore complementary: virtualisation divides hardware into complete machines, whereas containerisation packages and separates applications more efficiently.
[bookmark: _Toc235789427][bookmark: _Toc235791986]3. Principles and Benefits of Containerisation
Containerisation is a form of operating-system virtualisation combined with application packaging. A container image contains the application, its runtime, libraries, configuration defaults and other files required to start it. A container is a running instance of that image. Containers on the same host share the operating-system kernel but remain isolated through kernel features that separate processes, file systems, users and networks. NIST describes containers as portable, reusable and automatable packages for running applications  [3].
Sharing the host kernel makes containers smaller than virtual machines. A virtual machine needs a complete guest operating system, while a container normally includes only the application and user-space components it requires. Containers therefore start quickly, use less memory and can be created in larger numbers on the same hardware. This is valuable for web applications, microservices, automated testing and continuous integration, where identical application instances may need to be started and replaced frequently.
A further principle is immutability. Instead of manually changing a running server, developers update the source files or Dockerfile and build a new image. The image can be tagged with a version and promoted through development, testing and production. Reusing the same image reduces configuration drift and the familiar problem where software works on one computer but fails elsewhere because dependencies differ. Docker defines an image as a read-only template and a container as its runnable instance  [4].
Isolation is not the same as complete separation. Containers share a kernel, so secure images, restricted privileges and regular updates remain important. Images should be obtained from trusted sources, unnecessary packages should be removed, secrets should not be stored in the image, and containers should run with only the permissions they need. The practical benefits are strongest when portability and speed are combined with disciplined security and lifecycle management.
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[bookmark: _Toc235790634][bookmark: _Toc235791970]Figure 2 Docker supports application across, data-center and cloud environments  [4].
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[bookmark: _Toc235790635][bookmark: _Toc235791971]Figure 3 Containerised applications share the host operating system instead of carrying separate guest operating systems  [4].
For the web application in this report, containerisation provides a repeatable unit of deployment. The HTML page is served by the same web-server image regardless of whether it is started on the development laptop, another computer with Docker, or a cloud container platform. The approach supports the assignment's practical requirements because the image can be built, run, stored in a registry, connected to a volume and attached to a custom network.
[bookmark: _Toc235789428][bookmark: _Toc235791987]4. Docker Practical Demonstration
The practical example is a small static web page that displays the message 'Am I doing Docker right?'. Although the application is simple, it demonstrates the full container lifecycle. The source directory contains the HTML file and a Dockerfile. Docker reads the Dockerfile, obtains a web-server base image, copies the page into the server's document directory and creates an image. A container is then started from that image and host port 4000 is mapped to the container's HTTP port. The browser output proves that the container is running and serving the intended file.
[bookmark: _Toc235789429][bookmark: _Toc235791988]4.1 Dockerfile and Image Construction
A Dockerfile is a text file containing ordered instructions for building an image. A suitable Dockerfile for the static page is shown below. The first instruction chooses a lightweight Nginx image. The second copies the local HTML file into the directory served by Nginx. EXPOSE documents the intended container port, although port publishing still occurs when the container is run.
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[bookmark: _Toc235790636][bookmark: _Toc235791972]Figure 4 Docker code pt 1 Docker file and Image Construction [5]


The image can be built from the directory containing the Dockerfile and HTML page. The -t option gives the image a meaningful repository name and tag, while the final full stop tells Docker to use the current directory as the build context.
[image: ]
[bookmark: _Toc235790637][bookmark: _Toc235791973]Figure 5 Docker Code pt 2 Docker file and Image Construction [5]

During the build, Docker processes each instruction as a layer. Layering allows unchanged work to be reused from the build cache, which can make later builds faster. When the command completes, Docker Desktop displays the repository name, tag, image identifier and size. This confirms that the result is a reusable image stored by Docker rather than a web page that only exists in the original project folder. Docker's official guidance uses the same build, tag and publish sequence  [5].
[bookmark: _Toc235789430][bookmark: _Toc235791989]4.2 Running the Web Container
The image becomes useful when a container is created from it. The following command starts the container in detached mode, assigns a readable container name and maps port 4000 on the Windows host to port 80 inside the container.
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[bookmark: _Toc235790638][bookmark: _Toc235791974]Figure 6 Docker Code pt 3 Running the web Container [5]
The -d option allows the container to run in the background. The --name option makes later commands easier to understand, and -p 4000:80 creates the port mapping. Entering http://localhost:4000 in the browser sends the request to host port 4000, Docker forwards it to port 80 in the container, and Nginx returns the HTML file. The browser page is therefore evidence of the image, container, web server and port mapping working together.
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[bookmark: _Toc235790639][bookmark: _Toc235791975]Figure 7 The HTML page served by the running Docker container (Author Screenshot) [5]
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[bookmark: _Toc235790640][bookmark: _Toc235791976]Figure 8 The completed docker image displayed in docker desktop (author Screenshot) [5]
Useful verification commands include docker images, which list locally stored images; docker ps, which lists running containers; and docker logs paul-web-container, which displays output produced by the web server. These commands provide evidence beyond the graphical interface and help diagnose errors such as an incorrect image tag, an occupied host port or a container that stopped immediately.
[bookmark: _Toc235789431][bookmark: _Toc235791990]4.3 Images and Publishing to Docker Hub
A registry stores images so that they can be shared and deployed without copying the whole project directory. Docker Hub is a public registry service. Before pushing, the local image must normally be tagged with the Docker Hub account name and repository. The user signs in, tags the image and pushes it as shown below.
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[bookmark: _Toc235790641][bookmark: _Toc235791977]Figure 9 Docker Code pt 4 Image and Publishing to Docker Hub [5]
Docker uploads image layers that are not already present in the repository. Another authorised computer can then use docker pull followed by docker run. This supports 'build once, run consistently' because the exact tested image is retrieved instead of reconstructing the environment manually. Docker documents docker push as the command used to share an image with Docker Hub or another registry  [6]. In professional practice, tags should identify releases rather than relying only on latest, because versioned tags make rollback and audit easier.
Publishing also supports cloud deployment. A cloud container service can be configured to pull an image from a registry and start one or more replicas. The registry therefore forms a controlled handover point between development and operations. Access permissions, vulnerability scanning and retention rules should be configured so that only approved images reach production.
[bookmark: _Toc235789432][bookmark: _Toc235791991]4.4 Container Volumes
Container filesystems are designed to be replaceable. Data written only inside a container may be lost when that container is removed and recreated. A Docker volume stores data separately from the container lifecycle and is managed by Docker. Volumes are the preferred Docker mechanism for persistent container data  [7]. A volume can be created and mounted with the following commands.
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[bookmark: _Toc235790642][bookmark: _Toc235791978]Figure 10 Docker Code pt 5 Container Volumes [5]
The first command creates a named volume. The -v option mounts it at a path inside the container. For a static web example, care is needed because mounting an empty volume over the Nginx document directory hides the files supplied by the image. A clearer demonstration is to mount a volume for logs or to copy the HTML file into the volume before serving it. The important finding is that the volume exists independently and can be attached to a replacement container. Docker Desktop can inspect which containers use a volume and browse its contents  [8].
[image: ]
[bookmark: _Toc235791979]Figure 11 Cocker Desktop evidence used for the volume and container practical work (Author Screenshot) [5]
Persistence separates application code from changing data. In a database container, for example, the image supplies the database software while the volume stores records. The container can be upgraded or replaced without intentionally deleting the database. Volumes also simplify backup and migration because the persistent data has a clear location and lifecycle.
[bookmark: _Toc235789433][bookmark: _Toc235791992]4.5 Container Networking
Docker networking controls how containers reach each other and external systems. Containers receive isolated network interfaces, and Docker can provide name resolution between containers on a user-defined network. A custom bridge network can be created and the web container attached to it with the following commands.
[image: ]
[bookmark: _Toc235791980]Figure 12 Cocker Code pt 6 Container Networking [5]
The custom network provides a named communication boundary. If a database container were added to the same network, the web application could contact it by container name while the database port remained unavailable to the public host. Only the web service needs a published port. This reduces unnecessary exposure and resembles a multi-tier cloud design in which public and private components have different network rules. Docker's network-create documentation shows containers being attached with the --network option  [9].
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[bookmark: _Toc235791981]Figure 13 Running Container and host to container port mapping in Docker Desktop (Author Screenshot) [5]
The practical work therefore demonstrates four connected outcomes. The image packages the application; the container runs it; the volume provides a separate persistent-data mechanism; and the custom network controls communication. These features make Docker suitable for repeatable cloud deployment rather than only local experimentation.
[bookmark: _Toc235789434][bookmark: _Toc235791993]4.6 Practical Evidence and Video
The screenshots provide evidence that the HTML page loaded, the image existed in Docker Desktop, and the container was running with a port mapping. The report should be submitted with the practical video required by the brief. The video should show the project files, Dockerfile, build command, successful image, run command, browser output, Docker Hub push, volume creation, network creation and short explanations of why each step is used.
A logical video order is: introduce the application; open the Dockerfile; build and list the image; run and inspect the container; open the page in the browser; tag and push the image; create and inspect a volume; create and inspect a custom network; and finish with a short summary. Keeping the recording under fifteen minutes requires rehearsing the commands and avoiding long downloads during the recording.
[bookmark: _Toc235789435][bookmark: _Toc235791994]5. Cloud Application Architecture: Load Balancing, Scalability and Application Gateway
The selected application is the same containerised HTML web service. In a local demonstration one container is enough, but a customer-facing service must remain responsive when traffic increases and continue operating when an instance fails. A suitable Azure design places multiple replicas of the container behind managed traffic services. Azure Container Apps or Azure Kubernetes Service could run the containers; Azure Application Gateway could receive HTTP and HTTPS traffic; autoscaling could add or remove replicas; and a load-balancing mechanism could distribute requests among healthy replicas.
[bookmark: _Toc235789436][bookmark: _Toc235791995]5.1 Cloud Provider Approach
[bookmark: _Toc235789437][bookmark: _Toc235791996]Load balancing
Load balancing distributes incoming requests across several healthy application instances. Azure provides different services for different network layers. Azure Load Balancer operates mainly at the transport layer for TCP and UDP traffic, while Azure Application Gateway is a proxy load balancer designed for web traffic. For the HTML application, an application-layer service is useful because it understands HTTP host names, paths and TLS connections. Health probes check whether a backend instance is responding, and unhealthy instances can be removed from traffic until they recover.
The immediate benefit is availability. If three container replicas serve the same image and one stops, traffic can be directed to the remaining replicas. It also improves performance because requests are not forced through a single application process. Load balancing does not create capacity by itself; it makes effective use of the capacity that exists.
[bookmark: _Toc235789438][bookmark: _Toc235791997]Scalability
Scalability is the ability to change capacity as demand changes. Vertical scaling gives an instance more CPU or memory, while horizontal scaling adds more instances. Containerised web applications are particularly suited to horizontal scaling because many identical replicas can be created from the same image. Azure Container Apps uses declarative rules to create or remove replicas automatically, and can scale based on HTTP traffic or event-driven metrics  [10]. A minimum replica count can preserve immediate availability, while a maximum prevents uncontrolled cost.
For this application, scaling rules could monitor concurrent HTTP requests or CPU utilisation. During a quiet period, only one or two replicas might run. During a publicity event, the platform could start additional replicas from the same Docker image. When traffic falls, extra replicas are removed. The image-based approach ensures each replica serves the same tested content.
[bookmark: _Toc235789439][bookmark: _Toc235791998]Application gateway
An application gateway is the controlled entry point for web traffic. Azure Application Gateway operates at OSI layer 7 and can perform TLS termination, host-based routing, path-based routing, session affinity and integration with a Web Application Firewall  [11]. Instead of exposing every container directly, the customer uses one public address and domain name. The gateway can terminate HTTPS, inspect the request and forward it to the correct backend pool.
For a larger version of the application, / could route to the website, /api could route to an API service, and /images could route to a specialised backend or storage service. Web Application Firewall rules can block common malicious requests before they reach the application. The gateway can therefore combine routing, security and load distribution. Azure's v2 Application Gateway can also scale its own capacity as traffic changes  [12].
[bookmark: _Toc235789440][bookmark: _Toc235791999]5.2 Why Load Balancing and Scaling Complement Each Other
Load balancing and scaling solve different parts of the same problem. Scaling changes how many application instances are available, whereas load balancing decides which available instance receives each request. Scaling without load balancing creates extra containers but gives customers no reliable method of using them. Load balancing without scaling can distribute requests, but the fixed group of servers may still become overloaded during a large increase in demand.
When the technologies are integrated, the autoscaling service creates a new replica after a threshold is reached and registers it with the backend pool. The load balancer begins sending traffic after the health probe succeeds. When demand falls, a replica is drained and removed without sending new requests to it. The same relationship is documented by AWS, where Elastic Load Balancing distributes traffic across healthy instances created by an Auto Scaling group  [13]. The principle is provider-independent: scaling supplies capacity and load balancing makes that capacity usable.
The combination also improves fault tolerance. A health check can identify a failed replica, while the scaling system replaces it to restore the desired capacity. Customers experience a stable endpoint even though individual containers may start, stop or fail behind it. This is an example of cloud elasticity being turned into a dependable service rather than merely a collection of resources.




[bookmark: _Toc235789441][bookmark: _Toc235792000]5.3 Benefits of Combining All Three Technologies
Combining an application gateway, load balancing and autoscaling creates a complete delivery path. The application gateway gives the customer one secure HTTPS endpoint and can apply routing and web-security policies. The load-balancing function spreads accepted requests across healthy container replicas. Autoscaling adjusts the number of replicas so that the backend matches demand. Together they improve availability, performance, security and cost control.
Consider an online event that suddenly attracts ten times the normal traffic. The gateway receives requests and blocks obviously malicious patterns. Health probes identify usable backends. The existing replicas begin serving traffic, and the scaling rule detects that the request threshold has been exceeded. New replicas are created from the published Docker image, become healthy and join the backend pool. Requests are then distributed across the larger pool. After the event, the extra replicas are removed, so the customer does not continue paying for unused capacity.
This design also supports maintenance. A new image can be deployed as a separate revision. Traffic can be moved gradually to the new version while the previous version remains available for rollback. The gateway keeps the public address stable, and load balancing prevents one instance from becoming a single point of failure. The customer receives a service that is easier to scale and update than a manually installed application on one server.
[bookmark: _Toc235789442][bookmark: _Toc235792001]6. Driving Forces Behind Cloud Expansion
Cost is a major driver of cloud adoption. Traditional infrastructure requires capital spending on servers, networking, storage, power, cooling and space before the organisation knows the exact level of demand. Cloud services convert much of this into operational spending. Resources can be rented and released, which lowers the entry cost for a new application. This does not guarantee a lower bill: unused resources, data transfer and poorly designed scaling rules can create waste. The advantage is the ability to align spending more closely with use.
Flexibility is equally important. A cloud team can provision a test environment in minutes, select a different region, increase capacity or use a managed database without waiting for physical installation. This shortens development cycles and lets organisations experiment at lower risk. Containers strengthen this flexibility because an image provides a consistent unit that can move between a laptop, private data centre and cloud platform.
Scalability and global reach have also driven expansion. Online services may receive unpredictable demand and customers may be located in several countries. Cloud providers operate multiple regions and availability zones, enabling applications to place resources closer to users and to avoid relying on one physical site. Managed load balancers, gateways, monitoring and recovery services reduce the amount of infrastructure an organisation must build itself.
A further driver is access to managed innovation. Providers offer databases, analytics, artificial intelligence, messaging, identity systems and serverless platforms through standard interfaces. Development teams can combine these services instead of installing every component. The trade-off is dependency on provider-specific technology, so architecture and exit planning remain important.
Operational focus is another factor. Hardware replacement, physical security and much of the data-centre operation are handled by the provider. Internal teams can spend more time on application value, although responsibility is shared rather than removed. Customers still control identities, application security, data classification and many configuration choices. Cloud growth is therefore driven by speed and service access as much as by raw infrastructure cost.
[bookmark: _Toc235789443][bookmark: _Toc235792002]7. Serverless Functions Compared with Containerisation
Serverless functions, also called Functions as a Service, allow developers to deploy small units of code that run in response to events. AWS Lambda and Azure Functions are common examples. The provider supplies and manages the execution environment, starts function instances when required, scales them and charges according to the selected pricing model. 'Serverless' does not mean that servers disappear; it means the customer does not provision or manage the servers that execute the function.
A function might resize an uploaded image, validate a web request, process a queue message or run when a scheduled event occurs. The code should normally be short-lived and stateless, with durable information stored in another service such as object storage or a database. AWS recommends API Gateway as a way to route HTTP requests to Lambda functions  [14]. This model can scale rapidly and may scale to zero when no events occur, reducing cost for intermittent workloads.
Containers provide more control. The developer chooses the base image, operating-system packages, runtime, web server and process model. A container can run continuously, listen on several ports, perform background work and support software that does not fit a short function execution. The same image can be run locally, on a virtual machine, in Kubernetes or through a managed container service. This portability is useful when the organisation wants a consistent environment or needs to avoid a function provider's runtime restrictions.
The approaches have different operational responsibilities. With functions, the provider manages more of the platform, including instance creation and much of the scaling behaviour. The development team focuses on code, triggers, permissions and connections to other services. With containers, the provider may manage the cluster, but the team remains responsible for the image, dependencies, vulnerability updates, resource limits, health checks and often more networking configuration. Serverless functions can therefore reduce administration, while containers provide greater customisation.
Cost depends on workload. Functions can be economical for irregular or event-driven tasks because there is little or no idle execution cost. A continuously busy function, high invocation count or heavy data transfer may become more expensive than a long-running container. Containers can be efficient for steady workloads because capacity is purchased for longer periods and several services can share a cluster. However, idle containers still consume allocated resources unless the chosen platform supports scale-to-zero.
Performance also differs. A function that has scaled to zero may experience a cold start while the platform prepares an execution environment. Containers also need start-up time, but long-running replicas can remain ready and can be tuned for predictable latency. Functions impose limits on execution time, memory, deployment package and available runtimes. Containers usually permit broader software choices, including custom system libraries and complex processes.
The two models are not competitors in every case. A customer-facing web application may run in containers behind an application gateway, while functions handle occasional background tasks such as sending notifications or processing uploaded files. Both approaches address the cloud driving forces identified earlier: they reduce the need for owned hardware, speed deployment and enable elastic scaling. Functions maximise provider management and event-based charging; containers maximise portability and environmental control.
For the HTML application in this report, a container is the clearer teaching example because the assignment requires a Dockerfile, image, Docker Hub publishing, volume and network. In production, a purely static page could also be placed in object storage or served through a managed static-web service. A serverless function would be more appropriate if the page submitted a form that required short processing, rather than simply serving fixed content. The best choice therefore follows the workload rather than assuming one technology is always superior.


















[bookmark: _Toc235789444][bookmark: _Toc235792003]8. Conclusion
The practical work demonstrates why virtualisation and containerisation are important within cloud engineering. Virtualisation allows shared physical hardware to host isolated machines, while containers package applications into lightweight, repeatable deployment units. The Docker example built an Nginx image containing an HTML page, ran it with a published port, showed how the image could be pushed to Docker Hub, and explained the roles of volumes and custom networks. The screenshots provide evidence of the image, browser output and running container.
A production cloud service requires more than a single container. Load balancing distributes requests, autoscaling changes the number of replicas, and an application gateway provides a secure and intelligent entry point. Used together, these services maintain performance during changes in demand and reduce the effect of instance failure. Cloud adoption continues because of flexible provisioning, reduced initial infrastructure cost, global availability and access to managed services. Serverless functions extend these benefits for event-driven tasks, while containers remain valuable where portability, runtime control and long-running processes are required.
The report therefore links the classroom Docker task to a realistic cloud architecture. The final submission must include the unlisted video link and should show each practical command and result in the same logical order as the report.
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FROM nginx:alpine
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EXPOSE 80
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[m] O dazzling_wright af68e2037271 hello-world 0% 0B/0B 0% 0B/0B ho S I w
[m] O nginx-container ab700bc2dedd nginx 80:80 0% 0B/0B 0% 0B/0B ho S I w
[m] O hello-container 00f41efe04f7 hello-world 0% 0B/0B 0% 0B/0B 8 D i u
[m] ©  inspiring_kirch 229587402914 hello-world 0% 0B/0B 0% 0B/0B ho S I w
[m] O my-ubuntu 11884edd937c ubuntu 0% 0B/0B 0% 0B/0B ho S I w
[m] O mynginx adasbac87122 my-nginx  8080:80 0% 0B/0B 0% 0B/0B ho S I w
(m] ®  Isthistight-Mark 0dc32e00d855 image 0% 9.41MB/3.5268 0.26% 0B/0B % @ v
(m] ©  xenodochial_goldstine 41200279560 myimagels 0% 7.68MB/3.5268 021% 0B/0B % @ v
[m] ®  paulproject ffo1a2eaeffo paul-docke 3000:80 (2 0% 7.56MB/3.52GB 0.21% 0B/0B woe w
(m] © isthisoneright-mark-container 22657da88733 4000:80 ¢ 0% B8.73MB/3.5268 0.24% 0B/0B % @ v
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docker network create paul-cloud-network

docker run -d --name paul-web-network --network paul-cloud-network -p 4000:80 paul-app-am-
i-doing-it-right:latest

docker network inspect paul-cloud-network
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@ isthis-oneightmark-container 22657da88733 is-this-one- 4000:80 (7 0% 8.64MB/3.52GB 0.24% 0B/0B TR o
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